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Welcome to the First C-Suite 360!

IGHT NOW YOU'RE asking yourself, "What's a C-Suite
3607" Let us explain: CIO, CSO and Computerworld editors
are collaborating on the creation of a small but unique
stream of content. The "C-Suite” represents the combined
audience of all three publications. The “360" means we're offering a
panoramic, 360-degree review of everything thereis to see. So think of
a C-Suite 360 report as a package that offers a comprehensive picture of
a particular technology market — in this case, IT security.

For thisreport, the editorial teams of the three publications joined
forces tosurvey IT and business leaders about the state of information
security. Theresults of our research show cause for cautious optimism.
Ontheone hand, it's troubling that half of survey respondents gave
security at their organization a grade of C or worse. On the other hand,
65% of them said senior business management is focusing more atten-
tiononinfosec thanit hasin previous years, and 77% said they expect
to see more attention paid to security in the next one to three years.

Inside you'll find more survey results as well as guidance on arange
of issues faced by organizations looking to ramp up their security game,
from aligning security needs with business goals to crafting an infosec
model that stays on top of new threats without overwhelming users.

— Scot Finnie, editor in chief, Computerworld
— Joan Goodchild, editor in chief, CSO
— Dan Muse, editor in chief, CIO

by the editors of

COMPUTERWORLD CSO

FROM IDG
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Navigating the Muddy Waters

of EnterpriseInfosec

Information security finally has the attention of upper
management, butaligningIT's concerns with business
needsisstillchallenging. BY STACY COLLETT

Security Challenge: Wearing
Multiple HatsinIT

Handling both security and IT duties means adaily
balancing act for the resource-constrained IT organizations
that must take this approach. But along with the challenges,
there canalsobebenefits. BY BOB VIOLINO

How Flexible Should Your
InfosecModel Be?

Organizations need to stay on top of a fast-shifting
threat landscape by updating their security
policies —without badgering usersinto a state of
noncompliance. BY BETH STACKPOLE

Why (and When) Outsourcing
Security Makes Sense

Offloading security strategy and day-to-day operations
toamanaged security service provider can freeup IT
resources. Butbe prepared:It's not an entirely hands-off
proposition. BY BETH STACKPOLE



Information security
finally has executives’
attention, butaligning
with business needsis

still challenging.

BY STACY COLLETT
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xecutives at Booz Allen

Hamiltonlearned the

importance of informa-
tion security the hard way
backin 2011 when the hacker
group Anonymous claimed
thatit had penetrated one of
Booz Allen's serversand had
deleted 4GB of source code
andreleased alist of more.

than 90,000 military email
addresses and encrypted
passwords.

The breached server turned
out to be a development envi-
ronment containing test data,

“but that didn't really matter;

it was a wakeup call,” says
Michael Waters, director of
information security at the

consulting firm and govern-
ment contractor. ‘It wasa
pretty unpleasant experi-

ence, but it did galvanize sub-

stantial investment — both
capitaland HR - in getting
things done. The firm looked
around and said, ‘We have

been working on this, but we |

m

need to put more toward it.

Over the next year, Waters'
information security staff
grew from 12 to 70 employ-
ees, budgetsincreased, and
processes and governance
improved significantly. But
asecurity planis never “fin-
ished,”andin2013Booz Allen
received a second jolt — this
timein the form of an insider

A=<3)>

ED DUNENS



threat — whenrecent hire
Edward Snowden, working
under contract to the NSA,
leaked highly classified docu-
ments describing govern-
ment surveillance programs.
Booz Allen promptly fired
Snowden and further honed
its infosec program — a prac-
tice that continues to this day,
says Waters. “"We constantly
update our information
security procedures, no mat-
ter what the circumstances,
and we also are continuing
to strengthen our ethics and

Security Report Card

compliance program every
year,” hesays.

Today, Waters would put his
infosec program on par with
those of the world's biggest
enterprises, but he would
have preferred to get there
without those pivotal events.

Many companies today
hope to avoid similar high-
profile wakeup calls. After
years of news about disas-
trous breaches, information
security has finally gotten
the attention of upper man-
agement. Two-thirds of 287

How would you grade your organization's security practices?
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BASE: 287 RESPONDENTS. PERCENTAGES DO NOT ADD UP TO 100 BECAUSE OF ROUNDING.
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U.S.respondentstoasurvey
conductedby CSO, CI0Oand
Computerworld said that
senior business executives at
their organizations are focus-
ing more attention oninfosec
than they werein the past.
And most of therespondents
said they expect that focus

to continue. Yet IT leaders still
face challenges whenit comes
toaligning security goals with
the needs of business, includ-
ingjustifying costs, defining
risks, and clarifyingroles and
responsibilities.

Half of the survey respon-
dents said security-related
effortsaccount for less than
10% of their IT budgets, and
nearly three-quarters said
security efforts account for
lessthan 25% of [T's time.
And while half of those polled
said they'd grade their orga-
nization's security practices
asan A or B, an equal portion
would chooseC,DorF.

So how can enterprises get

Infosecin the Spotlight

Is senior business management at your organization focusing
more attention oninformation security this yearthanin prior
years? Do you expect management to be more focused on infosec

inthe next1to3years?

THISYEAR

BASE: 287 RESPONDENTS

from where they are today
tohaving a cohesive, funded
and fully implemented infor-
mation security program? IT
leadersand analysts share
tips for navigating these
muddy waters and protecting

the organization from threats.

Emphasize Awareness
About a year ago, custom-
ers of sales and marketing
advisory firm SiriusDecisions

NEXT1TO3YEARS

started asking questions
about the security of the
information they share with
the Wilton, Conn.-based com-
pany. With all the news about
data breaches, they were
concerned that a weak link
might jeopardize the compet-
itive intelligence they shared.
Vice president of IT Jona-
than Block knew the firm's
infosec policies and proce-
dures were sound. Sirius-



Decisions operates entirely
in the cloud, relying on
big-name vendors whose
security practices far exceed
what the firm could do onits
own. But he says the grow-
ing number of client inquiries,
along with a slew of highly
publicized security breaches
at other companies, “lit a fire
under us,” underscoring the
importance of information
security both internally and

for the firm's clients.

Today, SiriusDecisions
shares detailed information
with customers about its ser-
vice providers'security cer-
tifications and audits, trains
every employee oninfor-
mation security awareness,
especially social engineer-
ing —itsbiggest threat today

—andearmarks10% of itsIT
budget specifically for infosec
initiatives.

Why Security IsUnder Scrutiny

What is driving your organization’sincreased focus oninformation

security?

We are concerned that we will experience
abreach orother security incident(s)

The focusis partof anoverall
reprioritization of security
atourorganization

We arerealigning security to
match business needs

We failed anauditand need to
make adjustments/corrections

We have experienced asignificant
breach orother security incident(s)

Other

R 57%
I 49%

I 32%
P 18%
e 14%

M 9%

BASE: 233 RESPONDENTS AT ORGANIZATIONS THAT ARE PLACING A GREATER FOCUS ON
SECURITY NOW OR ARE EXPECTED TO DO SO IN THE NEXT 1 TO 3 YEARS. MULTIPLE RESPONSES

ALLOWED.
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Asked tograde thefirm's
efforts, Block says,T'd give
usasolid B.Our goalistotry
togetahead of alot of these
things. The frequency and
severity of attacks are always
going toincrease, but we've
identified the type of attacks
that do the most damage, and
we focus our efforts on those.”

Create a Communication
Channel

At Wells Fargo, executives
are much more knowledge-
able about information
security than they were

four years ago, says chief
information security officer
Rich Baich, whobecame the

“Thefrequency andseverity of attacks are
always going toincrease, but we'veidentified
thetypeofattacks thatdothemostdamage,
and we focus our efforts on those.”

-JONATHAN BLOCK, VICE PRESIDENT OF IT, SIRTUSDECISIONS

bank's first CISOin 2012.
Much of theimprovement
centers around better col-
laboration and communica-
tion between technical and
nontechnical staff, business

units and executives, he says.

To help get there, Wells Fargo
realignedits security hierar-
chy.InJanuary 2015, Baich
beganreporting to the chief
risk officer instead of the CIO
to emphasize security’'srisk-
based focus and toimprove
transparency with the board
of directors.
‘Tmnotintechnology,”
Baich says. [ The new hierar-
chy]allowed us to effectively
create a communication

channel that helped people
understand thelanguage of
security, theimportance of
security, how it fitsinto the
larger, overallrisk manage-
ment construct —and ulti-
mately helped drive and make
this part of our culture, [in
which] every individual team
member is arisk manager.”
Baich would not assigna
letter grade to Wells Fargo's
information security pro-
gram, saying that evenagood
grade might invite scrutiny
from prospective hackers. But
Elvis Moreland, who worked
at thebank asanindepen-
dent cybersecurity contrac-
tor from November 2015 to



May 2016, applauds the steps
Wells Fargo has taken to boost
security, including its move
toadopt federal NIST cyber-
security standards, which
he helped planas part of the
bank’s hybrid security frame-
work. “They'll work their
way up toaBeasily”if those
efforts continue, he says.
Moreland recommends the
NIST cybersecurity frame-
work because it applies to

both the private sector and
the federal government,
andbecauseit offers three
decades of documented les-
sons learned that canbe
applied to any organization.
"It'shundreds of millions of
dollarsin freeresearch,” says
Moreland, who isnow a senior
cyber-security and risk man-
agement consultant at Atos
BDS North America. “Compa-
nies would cover 80% of the

Aligning Business and Infosec Goals

Top challenges faced by organizationsin aligning information

security aims with business needs:

I 53%
I 51%

PN 50%
N 37%
P 31%

N 13%

M 8%

Justifying costs
Defining risks faced by the organization

Responsibilities for managing
different areas of security riskare
divvied up within the organization

Gettingsupport from company leadership
Keeping up with projectdeadlines

Decidingwhich department
security should report to

Other

BASE: 287 RESPONDENTS. MULTIPLE RESPONSES ALLOWED.
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security vulnerabilities and
weaknesses we see today”
just by realigning the security
hierarchy and adopting the
NIST framework, he adds.

GiveltaSpin

Even before the 2011 attack,
Waters had been working

on Booz Allen's information
security framework. How-
ever, "it was challenging to
get the attention and budget I
needed,” herecalls.

Hesoonlearned that the
tone and perspective he
used to communicate infosec
needstothelT department,
executives and business
units were critical to getting
things done.

Today, Waters says that
when he and his team discuss
security needs with their
business colleagues, they
might say, “It's not that [lwant
you to do something, butit's
this new regulation we need
to comply with, and I can help

AligningIT and Infosec Strategies

How tightly integrated are infosec strategy and IT strategy at your
organization today? How tightly integrated do you expect they will

be 3years from now?

TODAY

Not
integrated

15% Closely
aligned

and well
integrated
31%

Somewhat
integrated, but they
diverge attimes
54%

Theywil IN3YEARS

notbe
integrated
6%

Closely
aligned

Somewhat
integrated,
buttheywill  andwell
divergeat  integrated

times 599,

36%

BASE: 104 RESPONDENTS WHOSE ORGANIZATIONS HAVE DEDICATED INFOSEC TEAMS.
PERCENTAGES MAY NOT ADD UP TO 100 BECAUSE OF ROUNDING.

you figure out how todoit.” Or,
"Outside attackers are try-
ing to steal our data or wreck
our systems; I'm here to help
implement the protections
and controls because of these
outside forces.”

Spend Wisely

Gary Vause, founder and
president of cybersecurity
consultancy VSC, says many
companies keep tight caps

on their infosec budgets
because they expect toneed
resources to put out the next
security fire."They know it's
coming, but rather than be
preventive, they choose tobe
reactive,” he says.

On the other hand, he cau-
tions, throwing money at
the problemisn't the answer
either. Developing an under-
standing of a company’s
security maturity level —a



view that includes people,
processes and technology

— can help organizations pri-
oritize budgetsbased on the
most critical vulnerabilities,
hesays.

Emily Mossburg, principal of
Deloitte’'s Resilient Services
practice, agrees thatit's not
about spending more money:.
The question, she says, is
this: "Are you prioritizing the
things that could actually
hurt your business the most?”
And are youremediating the
areas where your business
is the most vulnerable? She
advises focusing on the areas
where “the threat actors are
really after your business and,
ultimately, where theimpact
would be the greatest.”

MakeltReal

Companies oftenlook at the
easy-to-identify, tangible
lossesinadatabreach, such
as the number of records with
personally identifiable infor-
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mation. Those should cer-
tainly be protected, Mossburg
says, but less obviouslosses
could actually prove costlier.

InJune, Deloittereleased a
report that uncovers 14 busi-
nessimpacts of a cybersecu-
rity incident, half of which are
hidden costs, including loss of
intellectual property, devalu-
ation of your trade name and
lost contract revenue. Those
hidden costs can be far more
expensive than theinitial
triage and damage control
expenses, and they cangoon
for years.

In one hypothetical model
that Deloitte created based
onits experiences with cus-
tomers, the cost to a health-
care company thatlosta
significant number of medical
records was more than
S1.6billion. Of that figure,
only 3.5% of the costs were
considered “above the sur-
face” tangibles that are gen-
erally expected in the wake of

acyberattack, such as post-
breach customer protection
services and cybersecurity
improvements.
Theremaining 96.5% of the
costs were for less tangible
hits, such aslost customer
relationships and increases
ininsurance premiums. Such
"beneath the surface” costs
often come asashock for
companiesin the post-breach
remediation process.
"We need to make this

real for people,” Mossburg
says. It's very important to
understand theindustry, the
nuances to the types of sys-
tems they use, their intercon-
nectedness to third parties,

the types of data they have,
how they're using it and what
that mightbe.” All those con-
tributing factors, along with
the type of incident, make
scenarios unique for every
company. ‘We've had alot of
conversations [with clients]
on what are the scenarios
that they should be modeling
for themselves,” she says.
Articulatingrisksisan
important first step, says
Michael Eisenberg, vice
president in the office of the
CISO at cybersecurity solu-
tions provider Optiv. “When
you can articulate arisk that
the business and board of
directors agree with, then

“Whenyoucanarticulatearisk that the
business and board of directors agree with,
thenyoucancomeup withaplantomitigate
and manage thatrisk.”

-MICHAEL EISENBERG, VICE PRESIDENT IN THE OFFICE OF THE CISO, OPTIV

you can come up with aplan
tomitigate and manage that
risk” —aplan that includes
additional funding and
resources, he says.

Writingon the Wall

Five years after the Anony-
mous breach at Booz Allen,
Waters still displays a framed
copy of the Washington Post
articleabout the attack on his
office wall. "For me and my
leadership team,” he says, “it's
areminder that thisis never
allowed to happen again.”

Stacy Collettis a contributing writer
for CSO and Computerworld, covering

avariety of security andriskissues.



\Wearng
Multiple

Hatsi

Handling both security andIT dutiesinvolvesa
daily balancingact for the resource-constrained
IT organizations that must take thisapproach.
Butalongwiththe challenges, therecanalso

be benefits.

re you takingon
multiple jobrespon-
sibilities at your com-
pany, including some aspects
of information security? If

so, youTte not alone. At many
organizations, IT profession-

C-SUITE 360 | FALL 2016

BY BOB VIOLINO

als are being asked to handle
avariety of security tasks and
functions. For them, wearing
multiple hats can create both
opportunities and stress.
Inarecent online survey of
287 1T and business profes-

sionals conducted by CSO, CIO
and Computerworld, a major-
ity of respondents (54%) said
thelIT department handles
information security at their
organization.

In contrast, only 17% said
that a dedicated group han-
dlesinformation security. An
additional 14% said informa-
tion security ishandled by a
mixed team that includesIT
and infosec workers, and 6%
said their organization has a
dedicated security team that
includesinfosec. That means
only 37% of the respondents
work at organizations with
dedicated infosec profession-
als, which might explain why
many organizations have a
hard time keeping up with
security.

People who wear multiple
IT and security hats — or who
oversee such workers —aren't
necessarily happy about the
situation or what it means for
their organizations' security

THINKSTOCK



programs. But they're finding
ways to cope.

National FFA, an organiza-
tion that promotes career
success through agricultural
education, hasincreased
effortstosecureitssystems
and data considerably in
recent years, says Joel Gib-
bons, National FFA's director
of IT and compliance.

Gibbonsisresponsible for
all technology operations
and development, as well as
security for the 150-person

[TinCharge

organization. "My operations
teamincludes a security lead
who handles the daily secu-

rity operations,” Gibbons says.

"Specifically in the security
area, | handle mostly commu-
nications, training, policy and
strategy.”

Security has alwaysbeen
important to National FFA,

“but the visibility of security
effortshaschanged, in part
due to thelarge data breaches
that have [made] headlines
over the past two years,” Gib-

Whois primarily responsible for information security within your

organization?

IT

Aseparate dedicatedinfosec
group within our organization

Amixedteam thatincludes|T and infosec

Amixed team thatincludes|T and
third-party professionals
Adedicated security team
thatincludesinfosec

One or more third-party providers

I 54%
P 17%

P 149%

M 8%

M 6%

I 2%

BASE: 287 RESPONDENTS. PERCENTAGES DO NOT ADD UP TO 100 BECAUSE OF ROUNDING.
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bonssays. “In the past, a CEO
could simply have faithin the
efforts of security profes-
sionals in the company. Now,
the CEO needs to know more
tobe able to answer specific
questions about how we are
securing whatever needs
securinginside the organiza-
tion's perimeter.”

With Gibbons and his team
of 14 handling multiple
aspectsof bothIT and secu-
rity, ensuring that datais safe
canbe astruggle.

"Securityisafull-time job,
and then some,” Gibbons
says. ‘Inasmall organization,
[can't always afford tolet my
security folks focus solely on

security. There are always
other things they need to

do. That can have anega-
tiveimpact on security. Or, it
can have anegative impact
onany other things they
aren't doing because security
efforts take somuch of their
time.It's a daily balancing act.”

To address this challenge,
National FFA uses tools that
automate mundane security
activities to take some of the
burden off of theIT team's
security specialists.

"We utilize external part-
ners to help augment, but not
replace, our in-house secu-
rity expertise,” Gibbons says.

"We know that we are never

—-JOEL GIBBONS, DIRECTOR OF IT AND COMPLIANCE, NATIONAL FFA

secure enough. We have to
continue toimprove., We also
know that we will probably
not be 100% successful.”

Given that reality, the orga-
nization has contingency
plansin place for dealing
withincidents when they
occur. “It's only amatter of
time before someone finds
anaccess point that we've
missed,” Gibbons says.“That's
just the nature of the game
thesedays.”

Alsojuggling multipleroles
isthedirector of IT at amid-
size financial services firm
based in the New York metro
area, who manages cyberse-
curity in addition to all of the



daily functions of the tech- adds, hasmorphed “froma at home,” the director says.

nology department, including traditional CIO position into "End users do not fully com- : NI
. . Overlapping Responsibilities
the help desk, desktop sup- anall-encompassing CI0/CSO prehend the need for restric-
port, engineering and devel- management role, where the tions to their office internet Where do [T and the infosec team overlap, if any overlap exists?
opment. need to stay ahead of what access. The most difficult e
. . . . _ _ systems vulnerabilities
The director, who asked isoccurring in the technol- challengeis cybersecurity Managingthreatsandincidents [N s0%
that hisname and com- ogy/cybersecurity spaceis awareness and training, Planning/implementingpolicies [N 50%
pany not be identified, says required.” instructing end users to think Evaluatingsecuritytoolsandresources [N 43%
his responsibililties have Olne of ’Fhe c.hallengeslis pefore thgy clickand chang- Advisingbusineseunitsabot I 31%
increased considerably “as maintaining tight security ing the mindset.” Educatingemployeesabout e g0/
h tside technol land- . ldwh d £ ti tthe 140 information security practices 0
the outside technology lan inaworld where end users xgcu 1vles a Ie . -per- Selectingandvettingsecurityvendors [ 28%
scape has evolved over the expect the samelevel of son financial services firm are Thereisno Ove|:|ap between [ 100/
last five years.” Therole, he accessibility that they enjoy aware of the threats posed fhetwoteams
by ﬂEfal'iOUS aCtOfS, uand we FB{/Q;E:OII\IO;EEiSLPL%I:INDEED!\IITS WHOSE ORGANIZATIONS HAVE DEDICATED INFOSEC TEAMS. MULTIPLE
agree thatitisbest toremain
: - more secure and ensure
[T'sSecurity Expenditures . N | .
business operability than to email, cloud storage and inbound and outbound per-
what percentage of IT'stime and budget are devoted to security- becomethenextfirmonalist  video streaming services. sistent threat management,”
of compromised or breached Still, it hasbeena struggle hesays."Thave had tolearn
50-75% TI'ME Morethan  50-75% BU?GET More than companies,” he says."Our for theIT director to fulfill the dark side of the web with
Ll 735;/;’ 2% 71%;/3 firm employs the concept of his expanded responsibili- regard to security in order to
25-49% | esSHan et erring on [the side of being] ties with his team of four IT understand how to protect
9 essthan , . " . .
19% 36% 10-24% 10% more secure with limited workers. “We are now being our assets from persistent
36% 50% . o 1
1g-82$@ third-party accessibility to asked to be the gatekeepers external threats and end user
: o the extent thatis practicable”  of alltechnology, not only fallibility.”
Asaresult, the firm limits ensuring we are keeping the At Green Clinic Health
20% i % % | Median 10% . . . '«
Vieen 20% | Median 15% Miean 1% | Hedn access toany non-business- lights on, but now also polic- System (GCHS), a physician-
BASE: 183 RESPONDENTS IN ORGANIZATIONS WHERE IT AND/OR THIRD-PARTY PROVIDERS ARE ' ' ' ' ' '
PRIMARILY RESPONSIBLE FOR INFORMATION SECURITY related sites or services ing the entire organization owned healthcare system
—including all third-party — from firewall perimeter to innorthern Louisiana, Jason
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Thomas serves as CIO, direc-
tor of IT and HIPAA security
officer, meaning he ensures
that GCHS complies with the
terms of the Health Insurance
Portability and Accountabil-
ity Act. With four full-timers
and one part-time staffer,

his department handles all
aspectsof IT and telecom-
munications for the system’s
five facilities, and also serves
as theinternal cybersecurity
department for the 450-per-
son organization.

"loften joke thatif it plugs
into the wall, it falls under my
purview,” Thomas says. ‘But
that'sless of ajoke and more
of afriendly way of telling
people which department to
call first”

This wide-rangingrole
does provide some benefits
fromasecurity standpoint.

"Sincellead theIT department
aswellinmy capacity asIT
director, I have the day-to-
day visibility into operations

C-SUITE 360 | FALL 2016

and challenges that allows
me to bring concerns regard-
ing organizational operations
and security directly to upper
management, and guide or
develop the necessary tools,
policies and procedures to
address any issues or needs,”
Thomas says.

One example of how the
combined IT/security role
proved to be abenefit wasin
the deployment of an elec-
tronic health records system
several years ago. “With
that implementation came a
seriousreview and rework
of our technical policies and
capabilities to support secure
electronic access torecords,”
Thomas says.

But that doesn't mean
there aren't significant chal-
lenges, and one of the most
recent hasbeen around the
acquisition of new medical
practices.“"Sometimes there
are political challengesThave
to confront as CIO, such as

trying to explain to a physi-
cian why he or she can't con-
tinue to do something the
way they used todoit when
they were a stand-alone prac-
tice,” Thomas says.

At other times, there are
technicalissues such as those
that arise with the potential
reuse of existing worksta-
tions and the associated tasks
of auditing current configura-
tions to ensure they are free
of malware and capable of
supporting security policies
and software.

Good communicationis key
tomeeting the challenges.

"We have weekly manage-
ment meetings to discuss
current issues around the
organization,” Thomas says,

"and many times security
issues are brought up and
plans are formed toresolve
thoseissues.”

Bob Violinois afreelance writer based

in New York,

11
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. How Flexible
Nould Your
rosec Moag

B ey

Organizations need to stay on top of a fast-shifting
threatlandscape by updating their security
policies — without badgeringusersinto astate of
noncompliance. BY BETH STACKPOLE

ecurity isatop priority changing threat landscape.

at the Bank of Labor, That'snot to say that the

but the financial insti- union bank ignores emerg-
tution updatesits formal ing threats such as new mal-
information security policy ware variants or phishing
only once a year, maybe schemes, says Shaun Miller,
twice, regardless of what's the bank’s information secu-
happeningin the ever- rity officer. On the contrary,

12
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the organization, which has
seven branchesin the Kansas
City, Kan., area plus an office
in Washington, routinely
tweaksits firewalls and
intrusion-protection systems
inresponse to new and active
threats. To avoid fatiguingits
120 users, however, it refrains
from formalizing new policies
more frequently.

“The purpose of our poli-
ciesistobeat ahighlevel, not

Years of Practice

How many years has your current model for
information security managementbeenin

place?

[HEISS
thanl
year
11%
5+ years
33%
lyeartoless

than3years
33%

3yearsto
less than
Syears

23%

BASE: 287 RESPONDENTS
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to cover every eventuality
out there,” says Miller."We
update procedures for tactical
day-to-day stuff, but whenit
comes to our strategic direc-
tion on security going for-
ward, we change our policies
inalimited fashionso as to
not overwhelmusers.”
TheBank of Laborisn't
alone. Given how fast the
threatlandscape changes, it
can be difficult for acompany
tomodify some-
thingasrigidasa
corporate secu-
rity model to
keep pace with
every new attack
vector.Inarecent
survey of 287
US.-basedIT
and business
profession-
als conducted
by Computer-
world, CIO and
CSO, 33% of the
respondents said

that they work for organiza-
tions that have had the same
model for information secu-
rity managementin place

for five or more years. Mean-
while, 23% said their model
had beenin place for three to
five years, 33% said one to
three years, and just 11% said
lessthanayear.

However, 50% of those
polled said their organiza-
tions are considering mak-
ing changes to their infosec
management models. When
members of that group
were asked what factors are
driving their employers to
contemplate a change, the
top threeresponses were
concerns about breachesand
dataloss (cited by 78% of the
144 respondents), technology
advancements and upgrades
(53%), and regulatory compli-
ance (49%,).

How often to adopt infosec
policy changesisa conun-
drum. Companiesneed to

“Thepurposeofour
policiesistobeatahigh
level, nottocoverevery

eventuality out there.”

-SHAUN MILLER, INFORMATION SECURITY

come up with a way toremain
flexible, to ensure that their
policies and procedures
reflect the current threat
landscape, yet they can't
hand down so many new
rules andrestrictions that
they frustrate usersand
inadvertently compel themto
consider bypassing corporate
rules, explains Kelley Mak, an
analyst at Forrester Research.

At the same time, compa-
nies have to strike abalance
between using firefighting
tactics to address the most
current threats and treating
information security policy as
a holistic strategy, Mak says.

OFFICER, BANK OF LABOR

"It'snot as simple as taking the
data and making a new policy,
because you have to make
sure information workers
aren'tupset,” hesays. "The
more restrictions you putin
place, the more likely some-
oneistogoaroundit.”

Filling Day-to-Day Gaps
That's exactly what Miller is
trying to avoid. The Bank of
Labor maintains an infor-
mation security policy that
addresses high-levelissues,
including the bank’s over-
all stance on security and
broadrules, such asaman-
daterequiring employees
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touse passwords to access
data. The policies, which are
put in place only after board
approval, don't get into the
weeds of the technology or
spell out details such as the
exact character requirements
for passwords (which might
change over time, anyway).
To complement the broad
policies, Miller's group regu-
larly modifies rules to tackle
current security gaps. Most

Time foraChange?

IS your organization considering making
any changes to your current model for

information security management?

BASE: 287 RESPONDENTS
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recently, the security team
blocked the use of Flash
software because of its well-
publicized vulnerabilities,
and becauseit'srarely used
inbusiness-related web-
sitesanymore. “We don't
consider that achange to
policy,” Miller says. “Our board
of directors approves policy,
and they don't know what
Flashisor whatitdoes.It's
just an example of a simple,
day-to-day busi-
Ness response
tothreatsas
needed.”
Tokeep people
intheloop about
updates, Miller
sends email mes-
sages announc-
ing changes
and explaining
why theyTe
important. Say-
ing he often
includeslinks
tobackground

information, Miller explains
that making sure people
understand why the changes
are necessary and being clear
about therisks hasbeen
instrumental in preventing
user frustration and ensuring
that employees are willing to
comply with even with small
policy changes.

Test, Test, Test

Devin Meade, senior sys-
tems manager in charge of
security at Frankfurt Short
Bruza (FSB), says he prefers
tokeep security policy fluid
because the architectural
engineering planning firm
isrelatively small (it has 150
users)andbecauseitisn't
directly affected by regula-
tory requirements. While FSB
does have a formal security
policy that is approved by the
board of directors, Meade
and his team make frequent
recommendations for new
procedures, using a small

Change Agents

Top factorsinfluencing organizations' decisions about changing their

infosec management models:

Concerns about breaches, dataloss
Technology advancement/upgrades
Regulatory compliance

Cost

Staffing concernsorchanges
Technology consolidation
Boarddecision

Other

N 78%
N 53%
RN 49%
I 43%
RN 41%

N 22%

N 17%

I 3%

BASE: 144 RESPONDENTS WHOSE ORGANIZATIONS ARE CONSIDERING MAKING CHANGES TO
THEIR INFOSEC MANAGEMENT MODEL. MULTIPLE RESPONSES ALLOWED.

steering committee of about
ahalf-dozen users to solicit
feedback beforerolling out
the changes to a wider user
audience.

"Our standard way of doing
patches or making changes
to our security stanceis to
test them out onamachine to
see how they work and toroll
them out to arepresentative
group of people,” he explains.
That steering committee then

tests the changes to deter-
mine what will work and
what won't for FSB's users.

For example, Meade and his
team recommended bumping
up encryption. But during the
steering committee’s tests,
the changes were found
tomake VPN access too
unstable and slow, so Meade's
team went back to the draw-
ingboard. It was a similar
story when the team tried to
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enforce URL whitelisting and
blacklisting torestrict user
access to certain “not safe
for work” sites. That move,
Meade says, didn't work out
as anticipated because the
technology involved wasn't
mature enough at the time.
Only after being approved
by FSB's steering committee
doinfosec policy or procedure
changes getimplemented
across the company. "My jobis
toinform [the executive team
and business sponsors] about
what we cando and what the
process would be if we made
the changes,” Meade says.
"Because we'rea small firm,
we can make modifications as
the technology changes.”
Most organizations aren't
asnimbleasFSBand don't
update security policies often
enough, and many don't
test-drive changes to gauge
what's effective and not too
cumbersome, says Forrester's
Mak."Youdon't find alot of

C-SUITE 360 | FALL 2016

organizations doing theright
amount of testing to identify
vulnerabilities, so there's not
an accurate understanding of
what the effectis on the envi-
ronment from the human
side,” he says.

Mak advises companies
to create security aware-
ness programs that not only
provide direction to employ-
ees, but alsounderscore the
importance of embracing a
serious security culture.

GettingUsersonBoard
That approach will soon to
bein place at Fay School.

Like the Bank of Labor, the
school makes frequent minor
updates toitsinfosec proce-
dures to keep up with emerg-
ing threats but enacts major
policy changes only a few
times a year to avoid over-
whelming users, says Joseph
Adu, director of technology
at the Southborough, Mass.,
private school, which serves

grades pre-K to0 9. Abu, who
came onboard a year ago
from the for-profit sector, is
drawing on his experiences
inthe business world as he
develops the school'sIT poli-
cies. Among other things, he's
making a concerted effort to
help employees feel invested
insecurity:.

This academic year, the
school's 150 staffers and fac-
ulty members will take part
inbothin-person and digital
training sessions that will be
repeated annually to cover
important infosec policy
changes, Adu says. In addi-
tion, anew planin effect this
year calls for new employees
to undergo security aware-
ness training as soon as they
are hired. Infosec training will
also eventually be incorpo-
rated into the school's new-
hire orientation process. That
means newcomers will know
right off the bat that shar-
ing personal information en

“Thehardestpartis
getting people torealize
thatalot of responsibility
fallsonthemasendusers.’

[ 4

-JOSEPH ADU, DIRECTOR OF TECHNOLOGY,

masse via email is prohibited,
and they willunderstand
how the school classifies par-
ticular types of data and why,
among other things.

Adu says presenting secu-
rity policies at the point of
hireisaway of indoctrinat-
ing usersinto the corporate
culture and makes them feel
accountable for upholding
security best practices. Also,
people are generally more
open todirection when they

firstcome onboard, so theyre

more likely to accept and
abide by the policies. (The
school also holds short train-
ing sessions for its 400 stu-

FAY SCHOOL

dents to cover security basics,
such asarule against sharing
passwords.)

"We're trying to create a cul-
ture where people know they
cancounton thelT depart-
ment to keep them abreast
of what'sgoing on,” Adu says.

"But they also need to under-
stand that data securityisan
important part of working at
this [organization] and they
havearole. The hardest part
is getting people torealize
that alot of responsibility
fallsonthemasend users.”

Beth Stackpoleisafrequent contribu-

tor to Computerworld and CIO.
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Why éamd Noen Qutsourcing
ecurity -« oo

Offloading security strategy and day-to-day P

henix Energy Group, security, which hasn't been as part of an on-premises
an oil pipeline opera- atop priority, is suddenly a data center, Perrinisleaning
tor and construc- big deal, according to CIO and toward outsourcing the func-

operations toa managed security service
provider canfreeupITresources. Butbe

prepared: It's not an entirely hands-off tion company, is preparing COO Bruce Perrin. tion, at leastinitially, because
proposition. BY BETH STACKPOLE totakeitsIT infrastructure Given the high stakes —a he doesn't have time to staff
from zero to 60 in a matter of downed system could cost up a dedicated information

months. To get a years-in- about $1 million an hour - security departmentin the
the-making pipeline project Perrin has spent the past five few scant months before
off the ground, the company yearsresearching options. the pipeline goes

is preparing to grow froma While he'd prefer to online.
relatively small office envi- runsecu-
ronment to a data center rity in-
setting of 75 servers and house

250TB of storage. Asaresult,

THINKSTOCK
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"This project is huge.No one
personis capable of managing
thiskind of IT deployment in
90days," says Perrin, who's
evaluating IT security value-
addedresellersand managed
security service providers
(MSSP)."Idon't have an alter-
native to outsourcing — Ineed
tobring someone in who can
provide the security level we
need and help us with the
deployment, with the ulti-
mate goal of moving every-
thing to on-premises.”

Why Outsourcing
Security Makes Sense

Just like Phenix Energy Group,

many smalland midsize
companies are gravitating
toward an outsourced model
for security and day-to-day
operations, given the increas-
ing number of data breaches
and the heightened focus on
risk. Inarecent survey of 287
U.S.-based IT and business
professionals conducted by
CIO, CSO and Computerworld,
56% of therespondents said

CIOs on the Hook for Breaches

If adata breach happens at your organization, who will be held

responsible?

Cl0/head of IT
(CS0/CISO/head of infosec
Staff employees

CEO

Third-party security providers
Other

N 70%
N 32%

P 27%

e 229

B 7%

M 9%

BASE: 287 RESPONDENTS. MULTIPLE RESPONSES ALLOWED.
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that their organizations are
enlisting outside consultants
to help with information
security strategy, and 40%

said theyre turning to MSSPs,

According to the survey,
the top functions being
outsourced are penetration
testing/threat assessments
(cited by 70% of the 190
respondents who said they're
turning to consultants
and MSSPs), spam filtering
(46%), threat intelligence
(40%), log monitoring (34%),
anti-DDoS/web application
firewall protections (27%),
business continuity and
disasterrecovery (26%)and
awareness training (22%).

Outsourcing security func-
tions appeals tosmalland
midsize shopsin particular
because their resources are
often already stretched thin
and most lack the bandwidth
toadequately perform secu-
rity functions, experts say.
Smaller organizations are

jobs.”

also less likely to have people
with specialized security
skillswho can focus on stay-
ing on top of a continually
shiftinglandscape.

Other developments that
push companies toward
outsourcing security include
theincrease in the number
of malicious hackersand
the proliferation of products
designed for enterprise secu-
rity, according to Garret
Bekker, a senior security
analystat 451 Research. Both
trends make security difficult
tomanage for smaller organi-
zations, he says.

“Theinevitable conclusion is
companies increasingly have

“Security endsupbeing
slicedupanddoledoutto
10% of several people’s

-BRENDAN O'MALLEY, IT CONSULTANT

torely on security handled by
an MSSP because they can't
keepup - theyjustdon’t have
the bandwidth,” says Bek-
ker, who maintains that time
savedis the primary benefit
of outsourcing, far higher
than cost savings on thelist
of advantages.

Outsourcing: Notan
Either-Or Proposition
Brendan O'Malley, a serial

CIO at midsize organizations
and now a consultant, says
the outsourced or man-

aged services model works
because thereis oftenno one
other than the CIO dedicated
to security, which opens a
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company up torisk. “Security
ends up beingsliced upand
doled out to 10% of several
people’s jobs, but because no
one beyond the CIOisrespon-
sible, it's very tough to make
progress or to stay on top of
it the way you have to,” he
explains. “You absolutely
need to have some kind of
outside support.”

For Blackhawk Commu-
nity Credit Union, gettinga
helping hand from outside

Outside Help

providers, including an MSSP,
not only helps offload some
security work, it alsomeans
the organization has24/7,
365-days-a-year coverage
from a highly trained set of
eyes. Richard Borden, Black-
hawk's vice president of IT,
says his eight-person staff
wouldn't be able to provide
that kind of service, because
they have tohandleall types
of ITissues, security included,
for more than 150 users.

Do you use outside consultants or managed security service
providers to assist with yourinformation security strategy?

OUTSIDE CONSULTANTS

BASE: 287 RESPONDENTS
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MANAGED SECURITY
SERVICE PROVIDERS

Instead of offloading
everything toan MSSP, how-
ever, the credit union takes
athree-pronged approach,
doing security strategy and
policy planning onits own,
enlisting consultants to
perform specialized func-
tions, such as periodic fire-
wallreviews, and leaning on
its MSSP —in this case, Dell
SecureWorks — for meat-and-
potatoes functionslike man-
aging the firewall and the
intrusion-protection system,
Borden says.

"They can see global trends
across all the clients and
feeds they get, which gives
me added confidence, sol
don't stay up at night worry-
ing about the network,” he
says. "If these folks see some-
thing spikey, they will getin
touch withme.”

The alert processis where
outsourcing can get tricky
for smaller shops, and the
potential complications could

What's Being Outsourced

Top information security duties or services being outsourced to third

parties:

Penetration testing/threat assessments
Spam filtering
Threatintelligence

Log monitoring

Anti-DDoS/Web application
firewall protections

Business continuity and disaster recovery
Awarenesstraining

Other

N 70%
I 46%
N 40%
N 34%

P 27%

N 26%

N 229

B 7%

BASE: 190 RESPONDENTS WHOSE ORGANIZATIONS USE OUTSIDE CONSULTANTS OR MANAGED
SECURITY SERVICE PROVIDERS TO ASSIST WITH INFOSEC. MULTIPLE RESPONSES ALLOWED.

undermine the value of using
an MSSP. While outsourcing
log monitoring and firewall
management to a third
party will provide a window
into possible problems, out-
sourcers may have difficulty
discerning betweenreal
security problems and noise
because they lack insight
into the inner workings of an
organization andits typical
user behaviors, says Jeff Pol-

lard, an analyst at Forrester
Research.

Outsourcers Need Help
In order to squeeze the most
value from outsourced secu-
rity services, Pollard saysit's
incumbent upon companies
to put processes and commu-
nications channelsin place
so they can provide input to
MSSPs to give them theright
context for evaluating alerts.
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Moreover, companies that
work with service provid-

ers should also be prepared

to explore and troubleshoot
more events, because MSSPs
usually do a better job than
internal staffers whenit
comes to detecting suspicious
activity, he explains.

"MSSPs have lots of visibility
across clients and can make
that relevant for each, but
what they don't understand
are the unique things in your
organization — the micro
Versus macroissues, or which
business units are most sen-
sitive,” Pollard says. "Compa-
niesneed someone internally
to serveas theliaison.”

C-SUITE 360 | FALL 2016

Choose Carefully
Butbeing aliaison can be
time-consuming. Ask Wes
Farris, the information secu-
rity officer and MSSP liaison
at the Harris Center for Men-
tal Health and IDD. He has so
much else on his plate that
he can only spend alimited
amount of time working
with the MSSP to fine-tune
log monitoring and alerts to
reflect the working habits of
hisusersand the business.

"To get more value out of this

service, we should be pro-
actively tuningit,andIdon't
have time. It'sa full-time
job," hesays, adding that the
center can't afford to hirean

How the Survey Was Conducted

Thisspecialreportisbasedonanonline
survey conducted by CIO, Computer-world
and CSO from March 25 through May 23,
2016, amongreaders and customers of the
three publicationswhorespondedto
newsletterand email solicitations. The sur-
vey explored the interaction of information
security and traditional IT teamsin enter-
prises today: Who's responsible for which
security duties, where roles and responsibili-

additional full-time employee

tofocuson theliaison'srole.
Aswithany vendor rela-

tionship, Farris and others say

“What[MSSPs]don'tunderstand are the
unique thingsinyourorganization - the
microversus macro ISSLIES or whichbusiness
units aremost sensitive.”

—-JEFF POLLARD, ANALYST, FORRESTER RESEARCH

it'simportant to manage your
MSSP and hold it accountable.
Farris recommends choosing
apartner with expertisein
your specificindustry. Doing
the duediligence to select the
right service provider is criti-
cal, given theimportance of
IT security —andbecauseit’s
difficult to cut ties and move
to another provider if things
don't work out, he says.
“Once you execute aman-

tiesoverlap, and what challenges organiza-
tions faceinaligninginfosec concerns with
IT strategy and business goals. Only the
responses of those whoindicated that they
currently resided in the United States were
tallied, for atotal of 287 qualified responses.
Some 83% of the qualified respondents are
IT leaders or professionals, 11% are business
managers, and the remaining 6% perform
otherbusiness functions.

aged services contract where
you are monitoring hundreds
or thousands of devices, it's
not easy torip and replace,”
Farris says. “You have to make
sure thisisacompany you
want to use, that the tool
setsare expansive and that
the people working there are
those you can trust.”

Beth Stackpoleisafrequent contribu-

torto CI0O and Computerworld.
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