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played out around the country in
preparation for what politicians, the
military and law enforcement officials
fear will be an orchestrated cyber-
attack on critical U.S. infrastructure
companies. The theory goes that if a
well-funded, organized series of cyber-
attacks were to strike at a target’s eco-
nomic and structural nerve centers, it
would send the target society into
chaos and make it difficult for the mili-
tary to communicate and move troops.

This particular information war
game was played out among 75 IT exec-
utives attending an IW workshop at the
SANS Institute’s Joint Computer Secu-
rity Conference in Monterey, Calif.

“In the worst-case scenario, every
major industry sector would be affect-
ed,” says Stephen Northcutt, a SANS
fellow and a former military IW expert
who led the animated workshop at the
conference. Note that most of the tar-
gets in Northcutt’s IW games are pri-
vate-sector companies.

“When you’re talking about informa-
tion warfare, you’re talking about in-
formation systems used to cripple the
government and economy,” says John
Tritak, director of the Critical Infra-
structure Assurance Office (CIAO) in
Washington. “Close to 90% of those
critical infrastructure companies are
privately owned and operated.”

The CIAO, formed in 1998 under
presidential directive PDD-63, outlines
a national infrastructure protection
plan to bring better security and re-
porting to the telecommunications,
transportation, emergency services,
energy and financial industries. The
directive deems those industries as
critical to the nation’s operational in-
frastructure. Although President Bush
isn’t bound to support the directive,
Tritak and others say they hope PDD-
63 will remain in effect.

In two years, IW preparedness has
moved forward the fastest in the highly
regulated and well-organized financial,
energy and telecommunications sec-

tors, say Tritak and others. But IT lead-
ers in the private sector say they’re hes-
itant to report incidents to agencies
like the CIAO and the FBI. Still, Tritak
says the agencies need this information
for intelligence and predictive analysis.

While the impact of IW bears the
same uncertainty as Y2k, many IW
experts say cyberterrorism and cyber-
warfare are inevitable. In the past year,
hacking hobbyists have shown how
easy it is to propagate viruses through-
out Internet-connected mail systems.
They’ve also shown they can hack
armies of unwitting computers and
make those computers do their bid-
ding. Now, the U.S. government is
thinking about what terrorists with
more resources could accomplish. And
so are countries like China and Russia,
which are developing their own IW ca-
pabilities, according to Richard Power
in the book Tangled Web.

Moving Mountains
The directive that created the CIAO

is a national defense document that,
ironically, relies on the private sector
to accomplish its mission. Telling that
to executives hasn’t been easy.

“The concept of information warfare
doesn’t present a compelling case to
the CEO and the board, whose respon-
sibility is to their shareholders and
customers,” Tritak explains. “But as
they begin to see that operating in a re-
liable and secure business environ-
ment is part of taking full advantage of
the Information Age, they get it.”

To make this business connection,
the CIAO recruited a private-sector se-
curity expert, Nancy Wong, from San
Francisco-based Pacific Gas and Elec-
tric Co., to help develop a business-
friendly framework and get the mes-
sage out. Wong soon learned she had a
third challenge: keeping government,
in its zeal to protect, from crossing
constitutional lines between public
and private sectors.

“We put in place a road map to iden-
tify who are the people who have the
most influence in business risk man-
agement — financial security analysts,
bond raters, corporate executives, even
auditors,” Wong says. “We’re using ex-
isting networks by cascading informa-
tion through their members to the peo-
ple who communicate it even further.”

The networks Wong refers to in-
clude industry associations like the In-
stitute of Internal Auditors, the North
American Energy Reliability Council
and the National Security Telecommu-
nications Advisory Committee.

The CIAO’s strategy of taking ad-
vantage of existing networks — and
their built-in emergency preparedness
— helped speed along the formation of
the first of two Information Sharing
and Analysis Centers (ISAC) for the fi-
nancial and telecommunications in-
dustries. ISACs are privately owned,
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of such an attack 

is present. That’s what
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ton] administration 
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a national plan.
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Here’s how a computer invader plans and launches 
an attack on information systems: 

“The weak areas \[of the above scenario\]
are in predicting when someone is gather-
ing information for a later attack. And, once
we’ve been attacked, the problem is in re-
covery,” says Dennis McCallam, senior
technologist at Herndon, Va.-based Logi-
con Inc., the IT contracting division of Los
Angeles-based defense contractor
Northrop Grumman Corp. 

For the past year, Logicon has been
working with the Air Force Research Labo-
ratory (AFRL) in Rome, N.Y., to develop
real-time analysis and recovery capability.

The result is something they call the re-
silient network: intuitive data hiding and re-
covery agents that will recognize when key
data is erased or replaced with bogus data.
Then that data or computational process is
replaced with the untouched version, and
the administrator is alerted.

The administrator starts by specifying
the most essential data or processes that
need protection — say air traffic patterns
that, if interrupted, could lead to a collision
or crash. The agents then camouflage the
data by hiding it under fake file names and
fake extensions in unlikely places on the
network. At the first sign of data destruc-

tion or unauthorized tampering, the agent
follows its path back to the clean data,
copies and replaces it and alerts adminis-
trators.

“Our work represents a new vision in in-
formation infrastructure command and
control that goes way beyond the protect-
and-detect technologies \[such as firewalls
and intrusion detection systems\] that came
out in the ’80s and ’90s,” says Joe Gior-
dano, technical adviser to the AFRL. “This
is active response, the linchpin to active
forensics and protection.”

Researchers are working on ways to tie
the algorithm into other technologies also
in research, including advanced forensics
and a tracking system to follow a live evi-
dence trail. 

Don’t be surprised if these algorithms
eventually wind up in the private sector.

The AFRL developed the first intrusion
detection algorithm, which spun out to the
private sector when several former Air
Force researchers founded the first intru-
sion detection company, WheelGroup,
which was later acquired by San Jose-
based Cisco Systems Inc.

— Deborah Radcliff
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Invader gains root or
administrative privilege of unclassified systems,
then seeks and modifies information. 

Attack 

Invader hides the
evidence trail and slips away. 
Cover Tracks 

Invader watches
CNN to see what damage he wrought. 
Wait for Results

Invader uses information-
gathering programs and techniques to
sniff traffic at the network gateway, then
scans ports for vulnerable services. 

Recon 

Invader gets
passwords, then identifies machines and
software running on the network. 

Profile Target 


