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By Jon Brodkin
The IT industry is abuzz with the rumor that IBM is going to 

purchase Sun for n early $7 billion, first reported in the Wall 
Street Journal. It’s all speculation until a deal is confirmed, 
but the combined reach of an IBM/Sun company would be 
vast. Here are nine topics to consider. Page 13.                 
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IBM + Sun: How such a 
union might look

Cisco, Fluke, AirMagnet (all based on 
Cognio code) are top performers in 
our seven-product shootout. For as little 
as $400, IT managers can deploy effec-
tive tools to analyze sources of interfer-
ence in your wireless LANs. PAGE 46.

Go online for a slideshow of key product features.
www.nwdocf inder.com/9235
Craig Mathias, Network World Lab Alliance

By Jim Duffy
Cisco’s biggest challenge in 

gaining market acceptance for 
its new Unified Computing Sys-
tem is to convince data center 
managers to buy blade servers 
from the router giant instead 
of from traditional, incumbent 
suppliers.

“Server buyers don’t have a 
relationships with Cisco,” says 
James Staten of Forrester Re-
search. “It will be tough to con-
vince them of the need for an-
other player in this market.”

Cisco last week took the wraps 
off of its long-anticipated UCS 
platform, which incorporates 
internally developed blade serv-
ers and is designed to integrate 
data center computing, storage, 
networking and virtualization 

capabilities. The blade server 
component has been the focus 
of much industry speculation 
over the past year, and what 
it might mean to Cisco’s rela-
tionships with partners HP and 
IBM.

Cisco acknowledges that it 
will now compete with those ti-
tans. But it also claims it had no 
choice. Page 9.                 

Cisco’s blade gambit 
roils server market

Cisco’s detractors say the Uni-
fied Computing System is a pro-
prietary system that would bind a 
customer into one vendor.

mobile voip’s future

http://www.nwdocfinder.com/9235
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Mediterranean Shipping Company has 
discovered a new form of energy.

To get the full MSC 
story on your phone, 
snap a picture of this 
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mobile app from 
http://gettag.mobi) 

Mediterranean Shipping Company has 
discovered a new form of energy.

Mediterranean Shipping Company (MSC) is the second-largest 

container ship line in the world, with a database that tracks more 

than 210 billion transactions a year. The company recently upgraded 

its database to Microsoft® SQL Server® 2008, not only to handle this 

massive load, but also to simplify MSC’s database administration 

and help ensure high availability. Which is like a new form of energy 

for MSC. See the whole story at SQLServerEnergy.com
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Give your company the flexibility to 
adapt to any business environment.

Virtual applications 
earn an A+ at this  
‘laptop school’
Tech exec: St. Agnes Academy is one of 
the premier college preparatory schools 
in Houston.  The all-girls school is known 
for excellence not only in what it teaches, 
but how it teaches.  Far ahead of its public 
school counterparts, St. Agnes is known 
in the education community as "a laptop 
school."  The 860 students carry a laptop 
or tablet PC to class. At the beginning of 
the school term, the students download the 
books and software applications they need 
onto their laptops.  Everything is set up as 
virtual applications that can be download-
ed in minutes.  This allows the students to 
get access to their course materials anytime 
and from anywhere.  So much for the old 
excuse, “The dog ate my homework.” Jason 
Hyams is the director of IT at St. Agnes.  
When he came to the academy in 2005, 
the school already had a wireless environ-
ment and the students were using laptops 
in class.  However, the way they used their 
computers was more a “wired” solution than 
a truly mobile environment.  In class, the 

students would log into a domain and the 
hard drives were scripted.  The students 

had access to shared printers.  Though the 
solution worked, the devices weren’t really 
being treated as mobile clients. www.

nwdocfinder.com/9221

 
Network management: Cisco's Unified 
Computing System (UCS) launch last week 
impacted several vendors across the man-
agement software market. Not only did 
BMC announce that its BladeLogic service 
automation suite would come pre-pack-
aged with Cisco's UCS when it becomes 
generally available in the second calendar 
quarter, but EMC also made news with the 
network equipment maker. According to 
EMC, the two vendors will expand their 
existing partnership and further collaborate 
on testing products for interoperability and 
developing data center solutions. "EMC and 
Cisco share a vision that enterprise IT will 
eventually evolve towards a private cloud 
model and both companies are commit-
ted to working together to achieve this," 
said Frank Hauck, EMC's executive vice 
president of global marketing and customer 
quality. EMC says Cisco's UCS will be inte-
grated with EMC products including man-
agement technologies such as EMC Smarts. 
www.nwdocfinder.com/9222

Best of NW’s

Newsletters
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BLOGOsPHERE
■ Tweeted out of a job. The Cisco 
Subnet reported that Twitter was all a-
tweet with a recent exchange between a 
prospective Cisco hire and another Cisco 
employee. The first wrote (the tweet has 
since been deleted): Cisco just offered 
me a job! Now I have to weigh the utility 
of a fatty paycheck against the daily com-
mute to San Jose and hating the work. 
The tweet was seen by a channel partner 
advocate for Cisco, who tweeted back: 
“@theconnor Who is the hiring manager. 
I'm sure they would love to know that you 
will hate the work. We here at Cisco are 
versed in the Web.” The career-limiting 
faux pas has been immortalized with its 
own “Cisco Fatty” Web site.
www.nwdocfinder.com/9232

■ A depressing mixture? The Microsoft 
Subnet reviewed highlights of the Mix09 
conference in Las Vegas, where the 
focus was on the introduction of Internet 
Explorer 8. But there have been other 
happenings of note, including a focus on 
Silverlight 3. However, most important 
has been the presence of an upbeat atti-
tude. Bill Buxton, principal researcher at 

Microsoft Research, said that the tough 
economic conditions don't matter — the 
need for strong design is as important 
as ever. What I like is that he pointed to 
examples of great design that happened 
right as the Great Depression was start-
ing — things like the Coke bottle and a 
pocket Kodak camera. These things sur-
vived the depression and thrived.
www.nwdocfinder.com/9233

■ Rootkit code to exploit major Intel 

chip flaw to be posted 3/19/09. Jamey 
Heary writes on his blog that “this is 
the scariest, stealthiest, and most dan-
gerous rootkit I've seen come around 
since the legendary Blue Pill! Security 
researchers Joanna Rutkowska and Loic 
Duflot are planning to release a research 
paper plus exploit code for a new System 
Management Mode rootkit that installs 
via an Intel CPU caching vulnerability. 
The heart-stopping thing about this par-
ticular exploit is that it hides itself in the 
SMM space. So why would they release 
the exploit code to the public you ask. 
Aren't security researchers supposed to 
play by the rules and refrain from disclo-
sure? Well here's the thing, both the CPU 
caching vulnerabilities and the SMM vul-
nerabilities already have been reported 

to Intel. Rutkowska reports that the first 
mention of this possible attack was dis-
cussed as early as the end of 2005 by 
Intel's own employees.  
www.nwdocfinder.com/9234

Interviews, the coolest tools and more IDEO
cool tools: IDG NEWS WIRE: IDG NEWS WIRE:

Create your own 
audio books
The Plustek V100 
BookReader can turn 
any printed page into 
spoken word, per-
fect for the visually 
impaired or those on 
the go who cannot 
read while driving.
www.nwdocfinder.com/9224

Flying car makes 
world debut
No longer a subject 
of science fiction, a 
car that can fly like a 
regular airplane — but 
then land, fold up its 
wings and drive away 
—debuted in Boston 
Wednesday.
www.nwdocfinder.com/9225

Cisco’s UCS: 
 A closer look
Cisco, with a crowd of 
partners, introduced a 
data center architecture 
last week that it says 
will make IT infrastruc-
ture simpler and more 
efficient.
www.nwdocfinder.com/9226
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Peersay From our 
online forums

IT grads need a reality check
Re: Network skills in demand, pay well in 

down economy (www.nwdocfinder.com 
/9231): Further response to tcmehrtens, and 
others with the same mindset: Everyone has 
heard the advertisements, “Are you making 
less than 50k a year? Then Joe’s Technical 
Institute is just for you!” Not many gradu-
ate and immediately make over 50k in the 
IT industry. That’s because college doesn’t 
prepare you for the daily rigors of the IT 
industry, and if you didn’t take the time to 
find an internship while you were in col-
lege, then you probably lack the necessary 
motivation. These sales pitches overinflate 
prospective IT pros’ egos and expectations 
and should be widely condemned by the 
IT industry. I agree with the suggestion to 
try contracting to get your foot in the door 
or interning, but it’s not that companies are 
not willing to hire interns, the problem is 
with the interns themselves. 
I’ve brought these interns in the door only 

to find that they think working on an access 
database or hardware inventory is “beneath 
them” and they should immediately be put 
in charge of a “Cisco Multilayered Switched 
Network” or a nationwide “Active Directory 

Forest.” You’ve got to start with the basics 
before someone is going to put you in 
charge of the company’s infrastructure. 

Chip

Software’s future cloudy in 
IBM/Sun deal

Re: IBM/Sun deal won’t be about the soft-
ware, experts say (www.nwdocfinder.com/ 
9227): IBM is a services company and Sun is 
a hardware company with assumed identity 
of software ownership, which is not a good 
fit for its culture and now the combined two 
will offer a powerful services company that 
also builds good hardware. Software in this 
case will be sacrificed.

Anon

No clear rules in botnet battle
Re: Kraken the botnet: The ethics of coun-

ter-hacking (www.nwdocfinder.com/9228):
On one hand, I agree with the first poster in 

justifying some means to clean these com-
puters of the botnet software (if that is even 
possible without a disk reformat). For the 
most part, the owners of these computers 
have obviously lost control of them anyway 
by the very fact that they are really “owned” 
by the botnet software/controllers and not 
the person sitting at the computer. So, any 
argument about the potential of “trashing” 

the computer have no merit — the comput-
ers are already trashed!
On the other hand, given our legal sys-

tem, “no good deed goes unpunished”. So, 
I understand the comments that citizen 
vigilantism should not be encouraged. On 
this side of the argument, all the informa-
tion about the botnet should be handed 
off to the authorities/police (FBI?), who 
should be actively taking down the botnet. 
Perhaps they already have? So, where’s the 
article about this? Why have we not read 
about the police (FBI?) raid on this botnet, 
and the subsequent cleaning/repair of all 
these botnet computers?
If there are no laws and/or no law enforce-

ment (aka police), that unfortunately leaves 
us with vigilantes, or doing nothing. Which 

is worse — the disease or the cure?
Anon

All Cisco, all the time?
Re: Cisco says it considered HP, IBM for 

blade server (www.nwdocfinder.com/9229):
Speaking as a CIO, why would I want to put 

all my eggs in one basket for my server envi-
ronment? I lose all leverage in getting good 
pricing, I make myself vulnerable to some-
thing that affects Cisco “computers,” etc.
Then putting on my government hat, why 

would I create an environment that forces 
me to do sole source procurements?
So I really can’t see this getting a lot of trac-

tion. Of course, Cisco has the bucks to try 
and make this work so time will tell.

Anon

 
One-day IT event coming to a city 
near you!
10-IT Tracks; Vendor Expo; Peer  
case-studies. Feature sessions include: Security; WAN services; Network 
management; Virtualization; Data centers; SaaS; Green IT; UC; VoIP; 
Mobility; Application delivery

ITR visits Chicago,Boston and Atlanta in 2009 

Register and qualify to attend free

www.nwdocfinder.com/8226
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Cisco buying Flip 
video camera maker 

C isco has announced its intent 
to acquire privately held Pure 
Digital Technologies, creator of 

the Flip video camcorder for con-
sumers, for $590 million in stock. The 
acquisition is key to Cisco’s strategy 
to expand momentum in the media-
enabled home, Cisco said. Upon the 
close of the acquisition, Pure Digital 
will become part of Cisco’s Consumer 
Business Group, which includes Linksys 
by Cisco home networking, audio and 
media-storage products. “Pure Digital 
will add to Cisco’s arsenal of products 
aimed at driving increased network 
bandwidth, similar to Cisco’s video 
conferencing products. As more con-
sumers upload video content to the 
web, it will also drive demand for 
Cisco’s traditional products-switches 
and routers,” said UBS analyst Nikos 
Theodosopoulos. www.nwdocfind-
er.com/9236

E 8 released, made available on Web. 

Microsoft has released Internet Explorer 
8, the next version of its Web browser that 

includes a number of corporate features, 
such as tools to customize and control the 
software via centralized policies. In addition, 
the browser has new privacy and security 
features and integration with Microsoft’s 
System Center Configuration Manager to 
ease deployment. The long-anticipated 
release of IE8 comes as Microsoft is los-
ing small bits of market share to competi-
tors Firefox, Safari and Chrome, and amid 
rumors that Microsoft is working to replace 
the browser’s rendering engine with a proj-
ect coming out of Microsoft Research called 
Gazelle.  www.nwdocfinder.com/9237

Ex-Google, Yahoo staffers release 

Hadoop distribution. A start-up called 
Cloudera has publicly released its distribu-
tion of the open source Hadoop distrib-
uted computing framework, hoping to sell 
enterprise users on the system employed by 
Google, Yahoo and others to process large 
data sets. Cloudera’s distribution is available 
at no charge as an RPM bundle for systems 
running Red Hat Linux, as well as an image 
for Amazon’s Elastic Compute Cloud. It has 
three components: the Hadoop distributed 
file system, which can run on commod-
ity machines; an implementation of the 
MapReduce framework originally devel-
oped by Google for parallel processing of 

large data sets; and Hive, a data warehousing 
layer that uses the SQL-based HQL language 
for querying. Cloudera was launched by 
former Google, Yahoo, Oracle and Facebook 
employees last year and offers support 
services for Hadoop. www.nwdocfinder.

com/9238

ProCurve unveils SMB switches. HP 
ProCurve unveiled a switch line designed 
to let small and midsize businesses eas-
ily scale and manage a growing gigabit 
network. The ProCurve 2910 line consists 
of two 24-port and two 48-port managed 
Layer 2 10/100/1000Mbps Ethernet switches 
that include SFP slots for optional fiber 
uplinks. HP ProCurve also rolled out three 
10 Gigabit Ethernet modules for the 24-port 
2910 switches so customers can increase 
bandwidth and attach peripherals as their 
networks expand. Citing data from Miercom, 
HP ProCurve says the 2910 line provides 
23% energy cost savings when compared 
with the industry average, based on typical 
usage cost. The switches are priced from 
$2,609 to $6,599 and the modules cost $779 
to $2,099. 
 www.nwdocfinder.com/9239

Dell debuts Adamo. Dell last week took 
the wraps off Adamo, a “luxury” laptop 

that could be the PC maker’s response to 
ultra-thin laptops including Apple’s stylish 
MacBook Air. Adamo has a light and ultra-
slim design that makes it easy to hold with 
a few fingers. It measures 0.65 inches at its 
thinnest point, and weighs around 4 pounds 
with a 13.4-inch screen. The laptop uses new 
technologies that could make it a speedy 
machine: It runs on an ultra-low power Intel 
processor, supports DDR3 memory and 
includes SSD storage. A battery built inside 
the laptop provides about four to five hours 
of run-time per charge. Prices for the lap-
top start at $2,000 with a 128GB SSD and 
an Intel Core 2 Duo SU9300 ultra-low-volt-
age processor running at 1.2GHz with 2GB 
of DDR3 memory.  www.nwdocfinder.

com/9242
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Mobile Firefox aka Fennec hits beta. 
Mozilla last week posted the first beta 
release of Fennec, its mobile version of the 
Firefox Web browser. The Fennec 1.0 beta 
1 release is only available for one mobile 
device, the Nokia N810 Internet Tablet. 
But beta versions have been released for 
Windows, Mac and Linux desktop PCs, to let 
users and developers experiment with the 
application and start building the all-impor-
tant Firefox plug-ins. One powerful newly 
added feature is the TraceMonkey JavaScript 
compiler, which promises to dramatically 
speed up many aspects of mobile browsing. 
Unveiled last summer, TraceMonkey is the 
same engine used in the latest beta versions 
of desktop Firefox. The beta version also 
introduces faster application start-up time; 
faster panning and zooming; and improved 
bookmark features. www.nwdocfinder.

com/9241

Time to cut back cell phone use? 

Nearly 40% of American cell phone users 
indicated they are “likely to cut back” on 
their cell phone usage over the next six 
months if the economy does not improve, 
according to Opinion Research Corporation. 
The group’s  survey also shows that 26% of 
users with contract-based cell phones feel 
that they’re more inclined to switch to less 

expensive prepaid plans than they were six 
months ago. Consumers also figure to cut 
back on cell phone extras such as text mes-
saging and Internet services. Forty-one per-
cent of users surveyed said they were either 
very or somewhat likely to cut back on their 
texting and data usage, while 15% of users 
surveyed said that they had already cut 
back on their data services. www.nwdoc-

finder.com/9243

 
Google adds admin-friendly features 

to Gmail. Google has rolled out enhance-
ments to Gmail, including the ability to 
preview some Web links within messages 
and a feature that lets Google Apps admin-
istrators view usage statistics of their Gmail 
users via the Analytics service. The pre-
view functionality makes it possible for 
Gmail users to see photos from Yahoo’s 
Flickr and Google’s Picasa photo manage-
ment services, play back YouTube video 
clips and view information from the Yelp 
business review site without having to 
navigate away from the message window. 
Meanwhile, administrators of Education 
and Premier accounts of the Google Apps 
hosted suite can collect and view usage 
statistics of their Gmail users in the com-
pany’s Analytics Web monitoring service. 
www.nwdocfinder.com/9244

Silver lining for Linux

Interest in Linux is accelerating because of the downturn in the economy, according to a study 
by IDC that was sponsored by Novell. More than 72% of the 300 IT executives who responded 
to the survey said they are actively evaluating or have already decided to increase adoption of 
Linux servers in 2009. On the desktop, 68% say they are evaluating or have decided to increase 
adoption of the open source operating system. The top reason for migrating to Linux is eco-
nomic and driven by the need to lower ongoing support costs, according to the survey. Of the 
respondents, 49% said Linux would be their primary server platform in f ive years. 

Web courts trouble

A trend is emerging in which mistrials are being called 
on account of jury members doing research about their 
trials on the Internet even though judges order them not 
to do so. A federal drug trial in Florida earlier this month 
was declared a mistrial as a result of such impropriety, 
according to a New York Times report. In another case, 
a jury member allegedly Twittered details about a case 
while the trial was ongoing.

IT cheapskates 

Economic conditions have caught up with IT shops in a big way, and two f inancial analyst f irms 
have new IT spending forecast data to prove it. Goldman Sachs and IHS Global Insight separately 
released f indings that point to a bigger decline in U.S. IT spending this year than previously 
expected. Goldman Sachs has revised its global 2009 spending forecast downward from -4% to 
-9%, citing declining revisions from key indicators such as capital spending, corporate prof its 
and the f irm’s most recent IT Spending Survey results. IHS Global Insight last week released 
data that the forecasting company says indicates the U.S. economic crisis will cause a nationwide 
“IT recession” lasting until the third quarter of 2010, with hardware spending lagging behind perhaps 
until 2012.

GoodBadUgly
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Cisco’s blade gambit roils server market
By Jim Duffy

Cisco’s biggest challenge in gaining 
market acceptance for its new Unified 
Computing System is to convince data 
center managers to buy blade servers 
from the router giant instead of from 
traditional, incumbent suppliers.

“Server buyers don’t have a relation-
ships with Cisco,” says James Staten of 
Forrester Research. “It will be tough 
to convince them of the need for an-
other player in this market.”

Cisco last week finally took the 
wraps off of its long-anticipated UCS 
platform, which incorporates internal-
ly developed blade servers and is de-
signed to tightly integrate data center 
computing, storage, networking and 
virtualization capabilities. The blade 
server component has been the focus 
of much industry speculation over the 
past year, and what it might mean to 
Cisco’s relationships with longtime 
partners and blade server makers HP 
and IBM.

Cisco acknowledges that it will now 
compete with those titans in the data 
center blade server market. But it also 

claims it had no choice – and that 
those trying to pit Cisco and UCS di-
rectly against HP and IBM blade serv-
ers are missing the point.

”We focus not on competition, but 
where the market is going,” Cisco CEO 
John Chambers said during last week’s 
launch. “This is the future of the data 
center. It will evolve into clouds and 
change business models forever.”

Indeed, while tongues were wagging 
over the past year about Cisco’s entry 
into the blade server market, the com-
pany stressed the holistic approach of 
UCS during its launch, saying its inno-
vations in tying together servers, stor-
age, networking and virtualization 
make it unique in the industry.

It’s not a blade server, company of-
ficials insisted; it’s an architecture.

UCS is designed to let customers 
build next-generation data centers 
that are optimized for virtualized re-
sources – servers, storage, applica-
tions and networking. It is intended to 
manage data center operations as a 
unified environment and supports ap-
plications and services from leading 

E-mail this article)

http://www.networkworld.com/news/2009/031609-cisco-ucs.html?ts0hb&story=ts_ciscouc
http://www.networkworld.com/news/2009/031609-cisco-ucs.html?ts0hb&story=ts_ciscouc
http://www.networkworld.com/news/financial/hp.html
http://www.networkworld.com/news/financial/ibm.html
http://www.networkworld.com/news/2008/121108-cisco-data-center.html?ts0hb&story=ts_ciscouc
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vendors such as Microsoft, EMC, VMware, 
Red Hat and Novell.

Cisco came up with the unified comput-
ing concept three years ago and launched 
product development shortly thereafter, 
Chambers said.

Cisco says UCS can reduce IT infrastruc-
ture costs and complexity, help extend capi-
tal assets and improve business operations. 
UCS features a “wire once” unified data cen-
ter fabric for single access to storage-area 
networks (SAN), network-attached storage 
and iSCSI platforms.

UCS provides as much as a 20% reduction 
in capital expenditures and as much as a 
30% reduction in operational expenditures, 
Cisco says. It can provision applications in 
minutes instead of days, can be managed 
as a single system supporting more than 300 
servers and thousands of virtual machines, 
and improves energy efficiency by reducing 
the number of servers, switches, adapters 
and cables by as much as 50%, which trans-
lates into lower power and cooling require-
ments.

The system also is intended to provide in-
vestment protection through “industry stan-
dards,” Cisco says. At the same time, how-
ever, the company stressed its uniqueness 
in that each element – server, storage, net-

working and virtualization – is optimized 
for operation within the UCS system through 
patented techniques for memory expansion, 
management and fabric connection.

For the server element, Cisco designed its 
own computing system — the UCS B-Series 
blades — based on the future Intel Nehalem 
processor families, the next generation of 
Intel’s Xeon processor. The Cisco blades of-
fer patented extended memory technology 
to support applications with large data sets 
and allow more virtual machines per server, 
the company says.

Yet blade servers from other vendors – such 
as HP and IBM – and other individual ele-
ments may not be able to fully utilize these 
advances, Cisco officials suggested during 
the UCS launch.

“We’re selling this as a system,” said Rob 
Lloyd, senior vice president of Cisco World-
wide Operations. “It will be shipped and 
configured as a system. The innovations 
are all tied together. This is not a new blade 
server; it is a new architecture.”

Adds Cisco Marketing Vice President Da-
vid Lawler, “Other vendors’ solutions will 
not work because [UCS is] a single unified 
system. And we’re not developing blades for 
other [vendors’] platforms.”

Therein lies Cisco’s chief obstacle to gain-

http://www.networkworld.com/subnets/microsoft/
http://www.networkworld.com/news/financial/emc.html
http://www.networkworld.com/news/financial/redhat.html
http://www.networkworld.com/news/financial/novell.html
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ing broad market acceptance and 
adoption of UCS — its inability to ac-
cept non-Cisco blade servers.

“The challenge will be around cus-
tomers’ organizational structures, cus-
tomer buy-in,” says Zeus Kerravala of 
the Yankee Group. “We’ve never seen 
them go after different customers be-
fore; they’ve always leveraged existing 
(customer) relationships.”

While not pinpointing the blade serv-
er issue specifically, Cisco acknowl-
edges it will have its work cut out for 
it in selling and gaining market accep-
tance for UCS.

“Cisco historically reacts to market 
transitions,” Lawler says. “It takes peo-
ple, in general, a while to understand 
that the model has changed. The proof 
is in the pudding of the early adopt-
ers.”

Lawler says Cisco early on considered 
HP and IBM as blade server partners 
for the UCS system, and “did have con-
versations” with them about multiple 
technologies, such as unified fabric 
and the Nexus 1000V virtual switch, 
which is believed to be an element 
within UCS. But “a tighter binding [of 
the blade server] to the fabric neces-

sitated a new development,” Lawler 
says.

Service provider Savvis, which de-
ploys HP and Egenera servers in its 
data centers, is beta testing UCS. CTO 
Bryan Doerr says Cisco is forcing oth-
er server vendors to look at alternative 
approaches to better integrating and 
virtualizing their devices with other 
data center components.

“What they’ve done is reintroduced 
the idea of the server and forced peo-
ple to reckon with whether or not this 
style and subsequent need for virtual-
ization capabilities are key to enabling 
a different style of service,” Doerr says. 
“We have to continue to look at that 
solution vs. traditional solutions. There 
are clearly advantages.”

Doerr adds, however, that Cisco’s 
approach is not new — Egenera has 
been offering unified, virtual data cen-
ter server computing for years. What’s 
new is that the market has another big 
player — and that player is influential.

“The traditional [vendors] now need 
to take a look at this again, afresh and 
say, ‘do we believe there’s a market for 
this platform built for virtualization; or 
do we feel that the current evolution-

ary path of the server in its current 
form is the one that’s likely to win?’” 
Doerr notes. “I think their investment 
will follow that decision.”

Competitors, predictably, took shots 
at what they view as the proprietary 
nature of UCS.

“Rather than keeping the compo-
nents — servers, storage, networking, 
management — all with their own 
ecosystems and being individually im-
proved by the various vendors, Cisco 
chose a proprietary way to integrate 
these things together,” says David Yen, 
executive vice president and general 
manager of Juniper’s data center busi-
ness group. “It deprives [customers 
of] the ability to take advantage of the 
constant evolution and advancement 
in the server area, or the storage area, 
or in other software areas. The more 
you integrate, the more you tend to 
specialize.”

On the server specifically, Yen says 
UCS locks customers in with a data 
center component that’s typically a 
commodity and interchangeable be-
tween vendors.

“This is one reason why all of the 
modern data centers are all using 

the commodity 1RU/2RU x86 servers. 
These are high volume, low cost and 
interchangeable,” Yen says. “They re-
ally facilitate the customer’s ability in a 
cloud computing environment to very 
elastically, dynamically and efficient-
ly utilize these resources. It creates a 
problem for the data center manag-
ers: Should I consider using Cisco’s so-
called unified computing module as 
my building block? It is so dangerous 
because then I’m completely locked 
into a single vendor.”

Matt Zanner, worldwide director of 
data center solutions at HP ProCurve, 
says he had no insight into consider-
ations or discussions Cisco may have 
had with HP on the blade server com-
ponent of UCS. But he, too, was curi-
ous about Cisco’s decision to develop 
that component internally and what it 
might mean for customers.

“If there’s challenges using various 
standard, off-the-shelf components like 
servers in a given solution, that leads 
me to believe there are some control 
points being taken away from the cus-
tomer and put in the hands of the ven-
dor,” Zanner said.

Consultant Pace Harmon is an advi-

http://www.networkworld.com/community/node/39781?t51hb
http://www.networkworld.com/news/2008/091708-cisco-data-center-hosting.html
http://www.networkworld.com/news/2008/091708-cisco-data-center-hosting.html
http://www.networkworld.com/newsletters/servers/2006/0130server1.html
http://www.networkworld.com/news/2009/022409-juniper-status-project.html
http://www.networkworld.com/news/2009/022409-juniper-status-project.html
http://www.networkworld.com/news/2009/012609-hp-procurve-data-center.html
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sor to Cisco customers. Principal Rahul Singh says he had input 
into the launch of UCS and suggested to Cisco that it partner for the 
system’s blade server component.

“This is not something that Cisco’s done in the past — trying to get 
into an already crowded market and displace vendors that people 
already have a significant amount of investment in and experience 
with,” Singh says. “It doesn’t make sense but folks at Cisco are used 
to selling hardware and boxes so it’s almost a logical extension.”

Other components of UCS, such as the fabric, will support a low-
latency, lossless, 10 Gigabit-per-second Ethernet foundation. This is 
designed to consolidate what today are three separate networks: 
LANs, SANs and high performance computing networks, Cisco 
says.

UCS also is designed to improve the scalability, performance and 
operational control of virtual environments. Cisco security, policy 
enforcement and diagnostics capabilities have been added into dy-
namic virtualized environments to support changing business and 
IT requirements, Cisco says.

For management, Cisco is rolling out the Cisco UCS Manager, a 
graphical user interface, command line interface and an applica-
tion programming interface to manage all system configuration 
and operations. UCS Manager enables IT managers to collaborate 
on defining service profiles for applications, Cisco says.

Service profiles help to automate provisioning, providing applica-
tion access in minutes instead of days, Cisco says.

The Cisco UCS and associated services will be available in the sec-
ond quarter of 2009. More details on the system, including pricing, 
will be disclosed in April, Lloyd says.

In addition to Savvis, Cisco says it has nine other beta sites for the 
platform.

By Jim Duffy 
Cisco’s networking competitors weighed in on the company’s new unified data center platform 

with the predictable reaction: buyer beware.
Juniper, for example, says the Cisco vision of reducing the cost and power of operating data 

centers, and simplifying its management, is compatible with the rest of the industry, including 
Juniper’s Project Stratus cloud computing strategy; what’s not is Cisco’s decision to so tightly 
integrate everything together in its Unified Computing System (UCS) that customers lose lever-
age.

“Rather than keeping the components – servers, storage, networking, management – all with 
their own ecosystems and being individually improved by the various vendors, Cisco chose a 
proprietary way to integrate these things together,” says David Yen, Executive Vice President and 
General Manager of Juniper’s Data Center Business Group. “It deprives (customers) the ability 
to take advantage of the constant evolution and advancement in the server area, or the storage 
area, or in other software areas. The more you integrate, the more you tend to specialize.”

Cisco decision to develop its own blade servers that can only work in its own UCS platform – and 
have UCS not accept any non-Cisco blade servers – locks customers in with a data center com-
ponent that’s typically a commodity and interchangeable between vendors, Yen says.(Compare 
Server products.)

“This is one reason why all of the modern data centers are using the commodity 1RU/2RU x86 
servers. These are high volume, low cost and interchangeable,” Yen says. “They really facilitate 
the customer’s ability in a cloud computing environment to very elastically, dynamically and ef-
ficiently, utilize these resources. It creates a problem for the data center managers: should I 
consider using Cisco’s so-called unified computing module as my building block? It is so danger-
ous because then I’m completely locked into a single vendor -- not just on the server side, but 
anything.” (To read more of this st ory, go here.)

Cisco rivals size up UCS with usual 
reaction: caveat emptor

http://www.networkworld.com/news/2009/031809-cisco-rivals-ucs.html?t51hb&hpg1=mp
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IBM + Sun: How such a union might look
Clouds, servers, open source, Java, and competition with HP 
would all be affected by potential acquisition

By Jon Brodkin
The IT industry is abuzz with the ru-

mor that IBM is going to purchase Sun 
for nearly $7 billion, first reported in 
the Wall Street Journal. It’s all specula-
tion until a deal is confirmed, but the 
combined reach of an IBM/Sun com-
pany would be vast. Here are nine 
topics to consider.
•  Cloud computing. Both IBM and 

Sun are potentially big players in cloud 
computing markets – both as provid-
ers of IT services over the Web and 
as providers of server and storage in-
frastructure necessary to build cloud 
platforms. Even as rumors swirled 
about the potential IBM/Sun acquisi-
tion, Sun was announcing new com-
pute and storage services to compete 
against Amazon’s Elastic Compute 
Cloud and Simple Storage Service. But 
it’s the cloud infrastructure piece that 
might prove most compelling to both 
companies. “The companies have a 
similar view of the cloud,” says Pund-

IT analyst Charles King. “Frankly, both 
IBM and Sun are basically plumbing 
suppliers for IT. They’re very much 
focused on the infrastructure offer-
ings.”

•  Servers. Cisco’s entry into the 
blade server market was bound to 
cause some reaction among competi-
tors. Could IBM’s rumored purchase 
of Sun be the first response? In any 
case, a combined IBM/Sun company 
would be formidable in the hardware 
markets. IBM already owns 36% of 
the worldwide server revenue market 
share with nearly $5 billion in fourth-
quarter sales, according to IDC. Pur-
chasing Sun would give IBM another 
$1.2 billion in quarterly revenue and 
raise its market share to more than 
45%. That would give IBM more share 
than HP and Dell combined. The 
three companies together would ac-
count for 85% of the server market. 
One long-term question: will IBM urge 
Sun’s Sparc customers to migrate over 

E-mail this article)
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to servers based on IBM’s Power processors?
•  Storage. Acquiring Sun would also give IBM a 

significant boost in the external disk storage system 
market. IBM grabbed 15.7% of worldwide market 
share in the fourth quarter, down from 17.7% year-
over-year, IDC says. Buying Sun would push IBM over 
the 20% mark but still leave it short of EMC, which 
is sitting pretty with 23.3% of market share. Purchas-
ing Sun also would eliminate IBM’s biggest competi-
tion in the high-end tape storage market. But some 
analysts question whether it’s even worth buying 
Sun, which has seen its external disk storage market 
share plummet.

•  Virtualization. IBM invented virtualization de-
cades ago when the mainframe was king, and has 
gained commercial success more recently with a 
hypervisor for its Power-based servers. IBM has re-
sisted building a hypervisor for x86 processors. That 
product gap could be filled with Sun’s xVM hyper-
visor for x86-based systems, but given xVM’s limit-
ed market reach IBM executives may not consider 
that a big deal. The hypervisor isn’t all that exciting 
anymore – it’s how you manage virtualization that’s 
most important, notes analyst Judith Hurwitz of Hur-
witz & Associates. Both IBM and Sun have focused 
on partnering with hypervisor vendors VMware and 
Microsoft to enhance the capabilities of virtualized 
servers, King says.

•  Competition with HP. As mentioned earlier, IBM 
is already the king of server market share, ahead of ri-

val HP, and acquiring Sun 
would give Big Blue a sig-
nificantly larger numeri-
cal advantage. “From a 
competitive standpoint 
acquiring Sun would put 
IBM way ahead,” King 
says. “I don’t really see 
HP erasing or catching 
up against that for years, 
if ever.”

Separately, Sun’s virtual 
desktop software could 
improve IBM’s standing 
vs. HP.

“The Sun VDI offering 
would give IBM it’s own 
core virtual desktop of-
fering, from thin clients 
to the back-end infra-
structure, making it more 
competitive with HP, and 
less reliant on external 
partners such as VM-
ware,” says Phil Hoch-
muth, a senior analyst at 
Yankee Group.

•  Database overlap. 
IBM and Sun are major 
players in the database 

management software market, with IBM pro-
ducing DB2 and Sun having acquired open 
source MySQL a year ago for $1 billion. Ac-
quisitions involving overlapping products are 
often cause for concern among customers, 
who in this case might wonder if IBM would 
stop supporting and updating the MySQL da-
tabase. But IBM already supports multiple da-
tabase management systems, partners with 
outside database vendors and is quite friendly 
to open source, according to software analyst 
Curt Monash. “There’s little reason to think 
IBM would orphan MySQL or any other DBMS 
product,” Monash writes.

•  Speaking of open source… Sun has continu-
ally stressed the importance of open source 
software and uses phrases like “open storage” 
and “open cloud” to describe its various prod-
uct offerings. This transition may well be part 
of what attracts IBM to Sun. “Sun’s deeper move 
toward open source and open standards under 
[CEO] Jonathan Schwartz is very resonant with 
what IBM is doing in the open source and open 
standards space,” King says.

•  Java. IBM could certainly be interested in 
having a bigger stake in the Java platform, 
which is largely controlled by Sun. “Java is im-
portant to IBM because it runs across all of the 
IBM servers, and it’s a foundation for IBM’s mid-
dleware stack (WebSphere for transaction-pro-
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age services to compete against Amazon’s
Elastic Compute Cloud and Simple Storage
Service. But it’s the cloud infrastructure piece
that might prove most compelling to both
companies. “The companies have a similar
view of the cloud,”says Pund-IT analyst Charles
King.“Frankly, both IBM and Sun are basically
plumbing suppliers for IT. They’re very much
focused on the infrastructure offerings.”

Sun’s Sparc hardware and customer relation-
ships with telco companies could help IBM be
the infrastructure provider of choice when it
comes to building new cloud platforms. IBM
and Sun have both stressed the importance of
openness in the cloud, and could use their
combined might to promote interoperability
among cloud services.

“What I see is a company [IBM] that is trying
to say ‘we’ll collaborate with Amazon and
Google and all of the vendors out there who
have cloud capabilities,’” says analyst Judith
Hurwitz of Hurwitz & Associates.“I don’t see
them trying to say ‘we’re going to replace
Amazon.’… I do think you’re going to see them
focus a lot on interoperability, and private
clouds.”

● Servers. Cisco’s entry into the blade server
market was bound to cause some reaction
among competitors.Could IBM’s rumored pur-
chase of Sun be the first response? In any case,
a combined IBM/Sun company would be for-
midable in the hardware markets. IBM owns
36% of the worldwide server revenue market
share with nearly $5 billion in fourth-quarter
sales,according to IDC.Purchasing Sun would
give IBM another $1.2 billion in quarterly rev-
enue and raise its market share to more than
45%.That would give IBM more share than HP
and Dell combined. The three companies
together would account for 85% of the server
market. One long-term question:Will IBM urge
Sun’s Sparc customers to migrate over to
servers based on IBM’s Power processors? 

● Storage. Acquiring Sun would give IBM a
significant boost in the external disk storage
system market. IBM grabbed 15.7% of world-
wide market share in the fourth quarter, down
from 17.7% year-over-year,IDC says.Buying Sun
would push IBM over the 20% mark but still
leave it short of EMC,which is sitting pretty with
23.3% of market share. Purchasing Sun also
would eliminate IBM’s biggest competition in
the high-end tape storage market. But some
analysts question whether it’s even worth buy-
ing Sun, which has seen its external disk stor-
age market share plummet.

● Virtualization. IBM invented virtualization
decades ago when the mainframe was king,
and has gained commercial success more
recently with a hypervisor for its Power-based
servers. IBM has resisted building a hypervisor
for x86 processors.That product gap could be
filled with Sun’s xVM hypervisor for x86-based
systems, but given xVM’s limited market reach
IBM executives may not consider that a big

deal.The hypervisor isn’t all that exciting any-
more — it’s how you manage virtualization
that’s most important, Hurwitz notes. Both IBM
and Sun have focused on partnering with
hypervisor vendors VMware and Microsoft to
enhance the capabilities of virtualized servers,
Pund-IT’s King says.

● Competition with HP. As mentioned earli-
er, IBM is already the king of server market
share, ahead of rival HP, and acquiring Sun
would give Big Blue a significantly larger
numerical advantage. “From a competitive
standpoint acquiring Sun would put IBM way
ahead,”King says.“I don’t really see HP erasing
or catching up against that for years, if ever.”

Separately, Sun’s virtual desktop software
could improve IBM’s standing vs. HP.“The Sun
VDI offering would give IBM it’s own core vir-
tual desktop offering, from thin clients to the

back-end infrastructure, making it more com-
petitive with HP, and less reliant on external
partners such as VMware,”says Phil Hochmuth,
a senior analyst at Yankee Group.

● Database overlap. IBM and Sun are major
players in the database management software
market, with IBM producing DB2 and Sun
acquiring open source MySQL a year ago for
$1 billion. Acquisitions involving overlapping
products are often cause for concern among
customers, who in this case might wonder if
IBM would stop supporting and updating the
MySQL database. But IBM already supports
multiple database management systems, part-
ners with outside database vendors and is
quite friendly to open source,according to soft-
ware analyst Curt Monash.“There’s little reason
to think IBM would orphan MySQL or any
other DBMS product,”Monash writes.

● Open source. Sun has continually stressed
the importance of open source software and
uses phrases such as  “open storage”and “open
cloud”to describe its various product offerings.
This transition may well be part of what attracts
IBM to Sun.“Sun’s deeper move toward open
source and open standards under [CEO]
Jonathan Schwartz is very resonant with what
IBM is doing in the open source and open stan-
dards space,”King says.

● Java. IBM could certainly be interested in
having a bigger stake in the Java platform,
which is largely controlled by Sun. “Java is
important to IBM because it runs across all of
the IBM servers, and it’s a foundation for IBM’s
middleware stack (WebSphere for transaction-
processing, IBM DB2 database, IBM Tivoli sys-
tems management framework) and Lotus
Notes,” says IDC analyst Jean Bozman.How the
Java community would react to IBM owner-
ship of Sun is another question.Rival Java ven-
dors have spoken out against Sun’s control of
the Java platform, with some urging Sun to
sever its ownership of Java and the Java
Community Process, which helps dictate the
future of Java by developing technology specs.

“IBM has been one of the major powers
pushing for more openness in Java, so at first
IBM taking control of Java would seem to bode
well in that regard,” writes Javaworld blogger
Josh Fruhlinger. “But IBM has a definite interest
in keeping Java open now because that lessens
Sun’s control over it. Once IBM owns the right
to the Java trademarks — and once the Java
universe doesn’t have an outside power as big
as IBM angling to keep Java open — things
might get very different,very quickly.”

● Clash of cultures? In terms of technology,
IBM and Sun have more in common than they
do in conflict,King says.But in terms of culture,
Sun prizes innovation and “sometimes contrari-
an”thinking that may not mesh with the formal
corporate world of IBM, King says.“A big chal-
lenge for IBM is to bring Sun and employees
into the fold in a way that maintains that level
of innovation Sun is well known for,”he says.

Network World Senior Editor Denise Dubie
contributed to this report.
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Acquisition
continued from page 1 potential for overlap

Pending a possible acquisition,
ibM and sun could be forced to
make tough decisions about the
future of various product families.
Here's a look at some of the areas
where ibM and sun products
might overlap.

servers

ibM: Mainframes, Power servers,
system x (x86), bladeCenter

sun: sparc processor-based systems,
x86 servers, sun blade servers

storage

ibM: Various disk, tape, saN and Nas
products including the high-end ds8000
and XiV systems 

sun: storageTek tape products, sun fire
disk storage, amber road isCsi appli-
ances with flash memory

database management systems

ibM: db2

sun: MysqL

server virtualization

ibM: z/VM for the mainframe, PowerVM
for Power servers

sun: xVM for x86 machines

operating systems

ibM: aiX for Unix, z/os for the main-
frame

sun: solaris for sparc and x86 servers

office suites

ibM: Lotus

sun: openoffice.org

http://www.networkworld.com/news/financial/emc.html
http://www.networkworld.com/news/2008/111808-sun-struggles.html
http://www.networkworld.com/community/node/39615
http://www.networkworld.com/subnets/microsoft/?tnav=_l320_t13_s
http://www.networkworld.com/news/2008/011608-bulletin-sun-to-acquire-mysql.html
http://www.networkworld.com/news/2008/011608-bulletin-sun-to-acquire-mysql.html
http://www.dbms2.com/2009/03/18/database-implications-if-ibm-acquires-sun/
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cessing, IBM DB2 database, IBM Tivoli 
systems management framework) 
and Lotus Notes,” IDC analyst Jean 
Bozman writes in an e-mail. How the 
Java community would react to IBM 
ownership of Sun is another ques-
tion. Rival Java vendors have spo-
ken out against Sun’s control of the 
Java platform, with some urging Sun 
to sever its ownership of Java and 
the Java Community Process, which 
helps dictate the future of Java by de-
veloping technology specifications 
and reference implementations. 

“IBM has been one of the major 
powers pushing for more openness 
in Java, so at first IBM taking control 
of Java would seem to bode well in 
that regard,” Javaworld blogger Josh 
Fruhlinger writes. “But IBM has a def-

inite interest in keeping Java open 
now because that lessens Sun’s con-
trol over it. Once IBM owns the right 
to the Java trademarks -- and once 
the Java universe doesn’t have an 
outside power as big as IBM angling 
to keep Java open -- things might get 
very different, very quickly.”

•  Clash of cultures? In terms of 
technology, IBM and Sun have more 
in common than they do in conflict, 
King says. But in terms of culture, 
Sun prizes innovation and “some-
times contrarian” thinking that may 
not mesh with the formal corporate 
world of IBM, King says. “A big chal-
lenge for IBM is to bring Sun and em-
ployees into the fold in a way that 
maintains that level of innovation 
Sun is well known for,” he says. “Both 
companies to my mind are among 
the most innovative players in the IT 
space. They’ve got a lot in common. 
The thing for IBM to do is figure out 
how they can maintain that common-
ality of interest without insisting that 
Sun become too homogenized.”

Network World Senior Editor Denise 
Dubie contributed to this report.

Report: IBM is in talks to buy 
Sun

Sun begins new push into cloud 
services market

Struggling Sun faces difficult 
choices about future

By John Fontana 
If IBM swings a deal for Sun it won’t hinge on open source interests or software, 

where the two companies have enough overlap to negate any strategic value and 
make a multi-billion-dollar price tag hard to justify, according to observers.

One carrot would appear to be Java, an area where IBM has been a tireless advo-
cate, partner and investor. Some think the Java brand may be valuable enough to 
entice IBM, but not at the rumored $6.5 billion price tag for the whole of Sun. Others 
say the Java franchise is in a lull that seriously downgrades its value.

“Sun has tried over a 12-year period to be a leader in Java middleware and they 
have not accomplished much,” says Dana Gardner, president and principal analyst 
for Interarbor Solutions. “And it tried to double down with open source projects 
such as Glassfish and OpenSolaris, but the Java Community Process right now is 
probably the weakest it has been.”

GlassFish is an open source application server, while OpenSolaris is the open 
source implementation of Sun’s Solaris operating system.

“If IBM thought highly of OpenSolaris or GlassFish, there is nothing preventing 
them from developing around the community process and creating code,” says 
Gardner.

The same could be said for productivity software, where Sun has developed StarOf-
fice off the OpenOffice.org project while IBM has developed Symphony around the 
same code base.

It is unlikely that IBM would scrap the work it has done over the past few years to 
weave Symphony into its Note/Domino collaboration tools and its emerging collec-
tion of social networking software. For further information, go here.

IBM/Sun deal won’t be about the 
software, experts say

http://www.networkworld.com/news/2009/jw-01-sun-fights-for-java.html
http://www.javaworld.com/javaworld/jw-03-2009/jw-03-opening-up-jcp.html
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http://www.networkworld.com/news/2009/031809-report-ibm-is-in-talks.html
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http://www.networkworld.com/news/2009/031809-sun-begins-new-push-into.html
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http://www.networkworld.com/news/2008/111808-sun-struggles.html
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Beta tester Savvis talks up Cisco’s UCS 
architecture

Service provider Savvis 
is one of the 10 organiza-
tions beta testing Cisco’s 
Unified Computing System 

data center platform. CTO 
Bryan Doerr has had the box in Savvis 
labs for three weeks, but conversations 
with Cisco on its application began 18 or 
so months ago. Doerr took some time to 
share his thoughts on the UCS platform 
and next-generation data center archi-
tectures with Network World Managing 
Editor Jim Duffy.

Can you share your initial thoughts 
on the UCS platform?  

The basic capabilities they advertised, 
they’re there. It continues to evolve in 
terms of the [user interface], the pol-
ish. The first [testing] steps are the in-
terfaces; then we’ll dive into scale test-
ing, embedded functions, things built 
for virtualization -- the primary benefit 
of this box -- as opposed to being built 
physically and then virtualized.

But this is the culmination of a vi-

sion-sharing session that took place a 
couple of years ago. Cisco and Savvis 
realized we had very like visions.

How long will testing take before you 
make a deployment decision?

We’re a good part of 2009 away from 
a purchase decision.

What other vendors’ data center uni-
fication solutions are you evaluating?

One of the problems is we don’t have 
that many choices. That’s what the nov-
elty is here. They’ve forced the industry 
to think of another evolutionary path 
for the server. We were having trouble 
motivating that original thought and 
revisiting the current mode. It’s such a 
critical component of the data center 
and one [where] there’s so much al-
legiance to a particular style of pack-
aging and tool sets that introducing 
a brand-new change was going to be 
pretty difficult.

At a high-level, what they’ve done is 
reintroduced the idea of the server and 

forced people to reckon with whether 
or not this style and subsequent need 
for virtualization capabilities are key to 
enabling a different style of service. We 
have to continue to look at that solu-
tion vs. traditional solutions. There are 
clearly advantages. Where this box has 
to come out and shine is in operational 
efficiencies; it has to drive cost down, 
[perform] data center consolidation 
in terms of fabric and network inter-
faces into a cost reduced connectivity 
strategy, [and derive] related skill sav-
ings in terms of people that run [stor-
age-area networks] vs. people that run 
networks…all that segregation of skill 
and technology needs to produce op-
erational benefit that we can quantify. 
That’s what we’re going to have to con-
sider against entrenched solutions.

I intuitively believe that for service 
providers like Savvis to obtain the dif-
ferentiation of service level that’s going 
to [drive] a substantial move towards 
managed services; we’re going to have 
to show a level of cost benefit, func-
tional benefit, that most enterprises 
find out of reach. It’s too easy to con-
tinue in the mode of buying and using 
the traditional approaches -- it’s going 

to be when they see a cost benefit, a 
control benefit, a feature benefit that 
they can’t obtain themselves at a com-
parable price point, that enterprises 
are going to re-envision how they de-
liver infrastructure. These whole sys-
tem solutions are a piece of that story.

I also think these systems are neces-
sary to engineer the quality-of-service 
levels in multitenant environments. If 
you don’t have the deep QoS controls 
then at some level you’re sharing as-
sets. Enterprises will frequently use 
the risk of sharing -- or the failure to 
get resources when needed and the 
adverse impact on applications -- to 
justify dedicated deployments in the 
traditional mode. We need to move 
away from that for service providers to 
really show their stripes.

How much involvement did S avvis 
have in the development of this prod-
uct?

The way it’s built and the way it scales 
is such that it gets more affordable and 
beneficial as you buy in significant 
quantities -- as you operate large num-
bers of servers. You can attach behav-
iors with virtual ports that move with 
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virtual machines, and the way that pro-
files follow server definitions through 
a logical configuration that rests over 
the hardware environment -- those are 
features that enable efficiency when 
you’re dealing with lots of customers, 
particularly in a multitenant environ-
ment.

We met with Cisco to review features 
sets, provide comments on the relative 
importance of features. There was in-
put from Savvis on multiple occasions. 
What brought my involvement up was 
actually a conversation I had with 
some Cisco executives back close to 
two years, when I laid out this vision 
for an entirely virtual application in-
frastructure starting from the network 
endpoint all the way through the wide 
area and down to the data center, pre-
serving QoS through that entire path 
but having no equipment dedicated to 
any particular customer. We needed 
to get more of that functionality on the 
server/switching environment.

Did your traditional server vendors 
react to this with solutions of their 
own? (Savvis’ blade server vendors 
are HP and Egenera)

I haven’t been approached yet by 
folks who want to argue for an alter-
native solution. But there’s no question 
that other [vendors] are capable and 
have the technical ability to do the 
kinds of things Cisco has done here. 
But the question is, where is the will 
and the motivation? Do they see the 
market that Cisco sees and do they see 
a risk to the product that they already 
offer in that new market opportunity? 
It’s one thing to say you can accom-
plish all the functions of this unit by 
assembling these four boxes and lay-
ering this hunk of software on top; it’s 
another to buy the unit with all of that 
done. It’s a fully integrated system, it’s 
a new architecture for delivering the 
functions that look familiar. You can’t 
argue equivalence by finding three or 
four other boxes that you can integrate 
together and claim the same function. 
The traditional [vendors] now need 
to take a look at this again, afresh and 
say, ‘do we believe there’s a market for 
this platform built for virtualization; or 
do we feel that the current evolution-
ary path of the server in its current 
form is the one that’s likely to win?’ I 
think their investment will follow that 

decision.
Keep in mind Cisco wasn’t the first 

company to envision a capability like 
this – Savvis has used Egenera, which 
has had stateless nodes in an integrated 
backplane for a number of years. We 
used them in our utility platform, quite 
effectively. Cisco has done things that 
are new and different, more scalable 
and several ways better; but there’s an 
ancestor to this architecture and it’s 
been around for several years.

What specific pain points are you 
looking for UCS to address?

One of the things we’re interested in 
doing is getting more virtualization for 
our spend. We see an active approach 
to dealing with memory constraints 
and the creation of VMs, and the fact 
that you get more scale out of it. We are 
interested in a better understanding of 
the service profiles built into the envi-
ronment, and in a multitenant environ-
ment in particular, and having those 
profiles follow the virtual machines 
themselves as opposed to needing to 
relax much of the profile definition in 
the virtual world, just so that as VMs 
migrate they’re compatible wherever 

they land. So instead of running wide 
open we can run more locked down 
and have migrations trigger profile 
movements as opposed to not. The ef-
fect of that is that it starts to make the 
architecture more secure. That’s one 
benefit that we’re looking for.

Running traditional server architec-
tures today where you have dual HPA 
and dual [network interface cards] 
and SAN fabrics and switches, and 
Ethernet fabrics and switches -- all of 
that redundancy and our inability to 
tailor the utilization at the network 
level through those paths on a per-
customer basis are all limitations to 
our ability to provide that truly vir-
tual infrastructure. And their unit, 
presumably, solves many of those 
problems.

By being an integrated unit, we have 
one interface point that we can con-
figure network connectivity through, 
and all kinds of network connectivity 
and server configs, so it simplifies the 
complexity of integrating new technol-
ogy to our backbone management sys-
tem. We’re looking for those kinds of 
features to demonstrate themselves in 
the evaluation.
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Computer science major is cool again
U.S. undergraduate majors rise 8.1%, first increase since 2000

By Carolyn Duffy Marsan
The number of computer science 

majors enrolled at U.S. universities 
increased for the first time in six 
years, according to a Computing Re-
search Association study being re-
leased Tuesday.

The Taulbee Study found that the 
number of undergraduates signed 
up as computer science majors rose 
8.1% in 2008. Total enrollment in 
computer science classes -- includ-
ing majors and pre-majors -- was up 
6.2%.

U.S. tech industry heavyweights, 
computer science educators and 
CIOs hailed the news as a sign that 
IT is becoming more popular with 
teens.

“We’ve been seeing the number 
of computer science majors going 
down, and we’ve been partnering 
with universities to try to reverse 
that and get more high school stu-
dents interested in the field,” says 
Yvonne Agyei, director of talent and 

outreach programs in Google’s Peo-
ple Operations Department. “We’re 
really excited to hear that the trend 
is going in the opposite direction.”

CRA said the popularity of com-
puter science majors among col-
lege freshmen and sophomores is 
because IT has better job prospects 
than other specialties, especially in 
light of the global economic down-
turn.  

“We’re seeing more jobs in the field, 
especially at the undergraduate lev-
el. Computer science is becoming a 
more interesting place to be,” says 
Peter Harsha, director of govern-
ment affairs with the Computing 
Research Association. “When you 
compare the demand for jobs with 
the production of computer science 
undergrads, we’re way short. It’s 
clear there’s an opportunity here.”

Another reason for the growing in-
terest in computer science degrees 
is teens’ excitement about social 
media and mobile technologies.

E-mail this article)

http://www.networkworld.com/news/2009/030309-cio-layoffs.html
http://www.networkworld.com/news/2009/030309-cio-layoffs.html
http://www.networkworld.com/news/2009/020209-email-usage.html
http://www.networkworld.com/news/2009/020209-email-usage.html
http://www.networkworld.com/synergy09


NETWORKWORLD

t

t3.23.09 Table of Contents

Your insights- Search this edition+

Page 19

E-mail this article)

“The perception that computer sci-
ence is cool is spawned by all the 
interesting things on the Web. The 
iPhone and Web 2.0 reinforces the 
excitement, and that attracts the best 
students,” Harsha says.

“There’s definitely a coolness fac-
tor,” says Prof. Michael Heath, interim 
head of the Department of Computer 
Science at the University of Illinois at 
Urbana-Champaign, which has seen 
its enrollment rise 15% in each of the 
last two years. “People are involved 
in computers in an unprecedented 
way…There’s a more human dimen-
sion to computing than there has ever 
been before, so I think that’s causing 
computing and IT as a career to ap-
peal to a wider variety of people.”

The university reports more interest 
in computer science courses among 
non-majors, too, many of whom are 
opting for a new Informatics minor.  

For example, Carnegie Mellon Uni-
versity received 2,600 applications 
for 130 freshman openings in its com-
puter science department for next 
fall, said Prof. Peter Lee, head of the 
department. The applications were 
up 11% from last year and down only 

slightly from a peak of 3,000 received 
in the late 1990s.

“We limit our enrollment to 130 new 

freshmen, so we never had an enroll-
ment dip here at CMU,” Lee says. 
“The quality of the applications is 
up. We’re seeing some pretty amaz-
ing kids. Of the 2,600 applications we 
received, 600 to 800 of them deserve 
to be here.”

Harsha says computer science ma-
jors are critical for the U.S. economy 
because their training provides them 
with computational thinking and 
problem solving skills that they can 
deploy in any industry.

“IT has been the main driver of in-
novation in the economy for the last 
15 to 20 years,” Harsha says. “Ceding 
that leadership in IT innovation is ab-
solutely what the U.S. cannot afford 
to do if it we want to stay globally 
competitive.”

The number of computer science 
majors at U.S. universities began a 
precipitous decline after the dot-com 
bubble burst, dropping by half from 
16,000 in 2000 to 8,000 in 2006. The 
number of co-eds pursuing computer 
science degrees held steady around 
8,000 for the last two years until it be-
gan climbing again this year. .

“The primary reason for the down-

turn in computer science majors was 
the erroneous fear that everything 
was being outsourced to India, which 
we know is not true,” says Prof. Jerry 
Luftman, executive director of the 
School of Technology Management 
at Stevens Institute of Technology in 
Hoboken, N.J.

“If you take a look at the number 
of jobs that are going offshore, it’s 
a small percentage of IT jobs,” Luft-
man says. “We know that companies 
are identifying more opportunities 
to leverage IT, which is going to in-
crease the demand for IT profession-
als. If you take into consideration the 
number of Baby Boomers nearing 
retirement, the number of available 
IT jobs will far exceed the pipeline 
of students that are going to be avail-
able.”

Stephen Pickett, past president of 
the Society for Information Manage-
ment and an auto industry CIO, says 
the decline in computer science ma-
jors has been a “big problem.” That’s 
why SIM’s local chapters have been 
working with nearby universities to 
enhance the computer science offer-
ings in business programs.
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“We feel that without a strong bench 
in IT -- and college students basical-
ly form the bench -- we may not be 
seeing a problem tomorrow but we 
will be seeing a problem long term,” 
Pickett says.

Pickett says the demand for IT work-
ers will continue rising. “Somehow, 
we need to energize these students 
to become more interested in techni-
cal degrees or business degrees with 
a technical flavor,” he said.  

The lobbying group TechAmerica 
says computer software engineering 
and computer systems design are the 
fastest-growing high tech jobs, even 
in the fourth quarter of 2008.

“The latest unemployment numbers 
for 2008 for computer software engi-
neers is 1.6%...That’s beyond full em-
ployment,” says Josh James, Director 
of Research and Industry Analysis 
with TechAmerica. “Computer pro-
grammers’ unemployment rate has 
gone up from 2.5% in 2007 to 3.7% in 
2008. That’s a sign that programming 
skills are easier to do from anywhere 
in the world. But the high-growth 
jobs include skills that are hard to 
send abroad such as systems integra-

tion and IT managers.”
The demand for tech jobs may rise 

further thanks to the Obama Admin-
istration’s stimulus package, which 
could create nearly 1 million new 
tech jobs.  

One area that didn’t show improve-
ment in the latest Taulbee Survey is 
the number of women pursuing com-
puter science degrees, which held 
steady at 11.8%

The data also is skewed towards 
white and Asians, with little repre-
sentation from African Americans, 
Hispanics and Native Americans. 
More than two-thirds of computer 
science students are white, the sur-
vey found.

“Diversity turns out to be a diffi-
cult problem,” Harsha concedes. 
“We’ve had a lot of strong efforts in 
this space… But the Taulbee Survey 
data says we’re kind of static. The in-
crease in enrollment is not coming 
from these minority populations.”

Attracting women to the computer 
science field “continues to be a chal-
lenge,” Google’s Agyei says. “We’re re-
ally passionate about changing that. 
We have scholarships for women and 

people from under-represented mi-
norities to study computer science.”

The number of Ph.D. candidates in 
computer science also rose 5.7% last 
year.

Carnegie Mellon University, for ex-
ample, received 1,400 applications 
this year for 26 Ph.D. slots opening 
in the fall, Lee says. “It’s completely 
crazy competition,” he added.

Harsha says the CRA data showed 
that this year’s newly minted doctor-
ates may have a tougher time finding 
academic jobs due to hiring freezes 
at many universities, but that demand 
remains solid in industry.

“Even on the Ph.D. side, as of the 
fall 2008, we saw only 1% unemploy-
ment,” Harsha says. “So these folks 
are getting jobs.”

The Taulbee Survey measures stu-
dent enrollment in computer science 
and computer engineering programs 
at 264 universities in the United States 
and Canada that offer Ph.D.s. Data 
was gathered in the fall of 2008
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Skype takes aim at businesses again 
By Tim Greene

Skype is making its second run at 
corporate business with a service that 
lets its peer-to-peer VoIP clients inter-
act with existing IP PBXs, and this may 
be just the start of a larger push.

The attraction would be the low inter-
national phone rates that Skype charg-
es users of its VoIP client as well as the 
integration of phone calls as elements 
of Web pages, the company says.

The new service, called Skype for SIP, 
goes into beta testing today, with a full 
rollout due later this year. It requires 
that customers already own SIP-based 
PBXs configured to interoperate with 
SIP gear in Skype’s own network.

Skype says it plans to announce more 
business services throughout the rest 
of this year, including Skype certifi-
cation training for business telecom 
staffers. It would teach them to con-
figure SIP gateways to be compatible 
with Skype’s network and recommend 
corporate infrastructure that could en-
hance Skype’s performance.

The company also plans to launch a 
help desk for business customers via a 

third party, the company says.
Last fall the company launched its 

Skype for Business division that rolled 
out its first offering, Skype for Asterisk, 
an integration of Skype’s client with 
the open source Asterisk PBX to en-
able use of the client as a softphone in 
Asterisk deployments.

In combination with new Skype cli-
ents for mobile handsets, the services 
may make business inroads as a way 
to save money on calling among work-
ers that travel and work outside the 
office, says Rebecca Swensen, an ana-
lyst with IDC. “This is the next logical 
step if they want to be aggressive in 
the business market,” she says about 
Skype for SIP.

Initially Skype business services will 
be most attractive to small businesses 
that are driven by possible costs sav-
ings, she says, and they may actually 
turn all their calling over to Skype. But 
larger corporations that require ser-
vice-level agreements with guaranteed 
uptime and concerns about security 
almost certainly will not.

However, those larger corporations 

may be willing to turn over some of 
their calling to Skype as a way to drive 
down the cost of certain classes of 
calls and perhaps reduce the size of 
contracts with their traditional service 
providers, Swensen says.

If Skype can reduce the cost of mo-
bile calls between, say, the sales force 
and headquarters by avoiding cellular 
roaming charges, it may win corpo-
rate customers, she says. The best-ef-
fort nature of Skype’s peer-to-peer net-

working model may make these same 
businesses shy away from Skype for 
handling calls with customers.

“Just because there are no SLAs does 
not mean Skype won’t be attractive 
to larger enterprises,” Swensen says. 
“It just means they’re not going to rely 
solely on Skype.”

Skype for SIP could be used to sup-
port click-to-call buttons on corporate 
Web sites, for example, where visitors 
to Web sites whose machines have a 
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Skype client could be connected via 
SIP over the Internet to a corporate 
PBX. The PBX would then route the 
call to a contact center where an agent 
could provide more information.

To enable Skype for SIP, Skype is in-
stalling servers in its network that make 
the translation between proprietary 
Skype signaling and standards-based 
SIP. The call setup and the actual me-
dia packets that carry the conversa-
tion also go through the Skype gear, 
the company says.

Skype says it is testing its SIP interop-
erability with IP PBXs from Asterisk, 
Avaya, Cisco, Nortel and Shoretel, and 
will develop instructions for customers 
on how these devices should be con-
figured to support Skype for SIP.

Skype says it is still evaluating how it 
will charge for its new service.

Skype now on Digium’s Asterisk 
open source telephony platform

Big Skype update coming next 
month

Nokia will ship N97 loaded with 
Skype calling software
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What will unleash mobile VoIP?
WiMAX, LTE could play big role, as could security 
improvements

By Brad Reed
By all rights, mobile VoIP sounds like 

an enticing proposition for companies.
After all, what enterprise wouldn’t 

jump at the opportunity to save money 
on their mobile phone bills by sending 
their wireless calls over an IP network 
rather than a cellular network? But de-
spite this attractive premise, current mo-
bile VoIP technology has yet to evolve to 
the point where users can simply switch 
on their phones anywhere and expect 
to connect to a secure IP network.

The obvious reason for this is because 
mobile VoIP devices today are reliant 
upon Wi-Fi technology, which can offer 
quality voice service but which also has 
limited range and is prone to coverage 
gaps that make it problematic as a voice 
technology. These factors have so far 
limited mobile VoIP offerings to office 
environments or home environments 
where workers can securely connect to 
local hotspots to get a dedicated voice 

channel. But Stan Schatt, an analyst at 
ABI Research, says these in-office, in-
house technologies have not matured 
enough to the point where they can 
properly support more complicated ap-
plications such as conference calling.

“I have talked to some enterprises 
that are using [mobile VoIP providers] 
Skype or Truphone and the problem 
they’ve told me about is that there are 
times when the services levels aren’t 
where they want them for conference 
calls,”he says. “When you’ve got a wire-
line VoIP connection, you’ve got a giga-
bit of bandwidth. When you do it over 
Wi-Fi you obviously have a lot less.”

So what will it take for mobile VoIP 
to really become popular across enter-
prise networks? One obvious answer is 
more bandwidth. With so many carri-
ers upgrading to technologies such as 
WiMAX and LTE over the next couple 
of years, the amount of bandwidth 
available for mobile voice services will 
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increase significantly. Irwin Lazar, an 
analyst for Nemertes Research, says de-
spite the fact that WiMAX services are 
commercially available now, broader 
mobile VoIP adoption may have to wait 
until Verizon and AT&T launch their LTE 
services in two years’ time.

“WiMAX is starting to fall off the radar 
because of WiMAX provider troubles,”he 
says. “What you may find with LTE is that 
the data services will be fast enough to 
support mobile VoIP. Once LTE becomes 
a reality, most enterprises say that’s where 
they expect their services to head. You’ll 
see that more than you’ll see Wi-Fi.”

Gartner analyst Tole Hart says using 
LTE to route voice calls through an IP 
network is attractive to carriers because 
it will put less strain on their cellular 
networks. However, he notes that even 
though carriers plan to have their first 
deployments of LTE up and running in 
two years, it will take a while for LTE to 
become prevalent enough for enterpris-
es to invest in using it for mobile VoIP.

“Initially you’ll have about 30 cities with 
LTE coverage, so it will only be in cer-
tain areas,”he says. “When the networks 
build out in five years’ time, you’ll see a 
lot more adoption of mobile VoIP.”But 

even with more mobile VoIP options on 
the table, Gartner still projects that mo-
bile VoIP traffic will account for under 
5% of all mobile voice traffic through 
2012. However, Gartner says that carriers 
can’t afford to overlook the potential of 
mobile VoIP, as “the emergence of more 
free VoIP services… will attract people 
using mobile VoIP on a casual basis.”

Fernando Egea, the director of solu-
tion architecture for Alcatel-Lucent, says 
that pressure from independent mobile 
VoIP providers could make life difficult 
for carriers, who don’t want to be in the 
position of supporting their competitors’ 
voice services on their own data net-
works. This market pressure, says Egea, 
could lead to major changes in how car-
riers price their cellular minutes.

“The carriers have to ask themselves, 
‘How do we make money by support-
ing Skype and Truphone over our 
networks?’”he says. “The way things 
are going, it’s very possible that voice 
could become free in the future and 
that carriers would make their money 
instead off of mobile data.”

Improved wireless networks are only 
part of the equation for making mobile 
VoIP an enterprise fixture. Another key 

will be security, since sending voice 
calls through Internet Protocol leaves 
them open to the same vulnerabilities 
as other kinds of Internet traffic.

“There doesn’t seem to be a general 
concern about security for mobile 
VoIP,” Schatt says. “People don’t neces-
sarily think of mobile VoIP in the same 
way they think of their other IP servic-
es, and they aren’t as worried about 
DDoS attacks against voice services or 
about spammers that could target VoIP 
and send robotic voice messages over 
IP networks.”

Schatt says many of the mobile VoIP 
security products on the market are 
similar to AirMagnet’s VoFi Analyzer, 
which is primarily focused on QoS, 
and Motorola’s AirDefense Enterprise, 
which focuses on securing enterprise 
WLANs but that doesn’t specialize in 
protecting mobile VoIP traffic. And 
although most mobile VoIP security 
solutions today are capable of en-
crypting voice traffic, Schatt says this 
won’t be enough once more threats 
to mobile VoIP start to emerge.

“You have to take the same safe-
guards with mobile VoIP as with 
wireline VoIP,” he says. 

SPECIAL FOCUS: MObILE VOIp

What will unleash mobile VoIp? 
W iMAX, LTE could play big role, as could security improvements

The obvious reason is because mobile
VoIP devices rely on Wi-Fi technology,which
can offer quality voice service but  has limit-
ed range and is prone to coverage gaps that
make it problematic as a voice technology.
These factors have so far limited mobile VoIP
offerings to office or home environments
where workers can securely connect to local
hotspots to get a dedicated voice channel.
But Stan Schatt, an analyst at ABI Research,
says these in-office, in-house technologies
have not matured to the point where they
can properly support more complicated
applications such as conference calling.

“I have talked to some enterprises that are
using [mobile VoIP providers] Skype or
Truphone and the problem they’ve told me
about is that there are times when the ser-
vices levels aren’t where they want them for
conference calls,”he says.“When you’ve got a
wireline VoIP connection, you’ve got a giga-
bit of bandwidth.When you do it over Wi-Fi
you obviously have a lot less.”

So what will it take for mobile VoIP to
become popular across enterprise net-
works? One answer is more bandwidth.With
so many carriers upgrading to technologies
such as WiMAX and Long Term Evolution
(LTE) over the next couple of years, the
bandwidth available for mobile voice ser-
vices will increase significantly. Irwin Lazar,
an analyst for Nemertes Research, says
despite the fact WiMAX services are com-
mercially available now,broader mobile VoIP
adoption may have to wait until Verizon and
AT&T launch LTE services in two years.

“WiMAX is starting to fall off the radar
because of WiMAX provider troubles,” he
says.“What you may find with LTE is that the
data services will be fast enough to support
mobile VoIP. Once LTE becomes a reality,
most enterprises say that’s where they expect
their services to head.You’ll see that more
than you’ll see Wi-Fi.”

Gartner analyst Tole Hart says using LTE to

route voice calls through an IP network is
attractive to carriers because it will put less
strain on cellular networks.However,he says
even though carriers are planning to have
their first deployments of LTE up and run-
ning in two years, it will take a while for LTE
to become prevalent enough for enterprises
to really invest in using it for mobile VoIP.

“Initially you’ll have about 30 cities with
LTE coverage, so it will only be in certain
areas,”he says.“When the networks build out
in five years’ time,you’ll see a lot more adop-
tion of mobile VoIP.” But even with more
mobile VoIP options on the table in the
future,Gartner  projects that mobile VoIP traf-
fic will account for less than 5% of all mobile
voice traffic through 2012. However, Gartner
says that carriers can’t afford to overlook the
potential of mobile VoIP,as “the emergence of
more free VoIP services… will attract people
using mobile VoIP on a casual basis.”

Fernando Egea, the director of solution
architecture for Alcatel-Lucent,says pressure
from independent mobile VoIP providers
could make life difficult for carriers, which
don’t want to be in the position of support-
ing their competitors’voice services on their
own data networks. This market pressure,
Egea says, could lead to major changes in
how carriers price their cellular minutes.

“The carriers have to ask themselves,‘How
do we make money by supporting Skype
and Truphone over our networks?’” he says.
“It’s possible that voice could become free in
the future and that carriers would make their
money instead off of mobile data.”

Improved wireless networks are only part
of the equation for making mobile VoIP an
enterprise fixture.Another key will have to be
security, because sending voice calls through
IP leaves them open to the same vulnerabili-
ties as other kinds of Internet traffic.

“There doesn’t seem to be a general con-
cern about security for mobile VoIP yet,”
Schatt says.“People don’t necessarily think of
mobile VoIP in the same way they think of
their other IP services,and they aren’t as wor-
ried about [distributed denial-of-service
attacks] against voice services or about
spammers that could target VoIP and send
robotic voice messages over IP networks.”

Schatt says many of the mobile VoIP secu-
rity products on the market are similar to
AirMagnet’s VoFi Analyzer,which is primarily
focused on QoS, and Motorola’s AirDefense
Enterprise,which focuses on securing enter-
prise wireless LANs but that doesn’t special-
ize in protecting mobile VoIP traffic. And
although most mobile VoIP security solu-
tions are capable of encrypting voice traffic,
Schatt says this won’t be enough once more
threats to mobile VoIP emerge.

“You have to take the same safeguards with
mobile VoIP as with wireline VoIP,” he says.
“But it’s even more critical because you are
dealing with less available bandwidth.”■

bY bRad Reed 

b y all rights, mobile VoIP sounds like an enticing proposition for a
lot of companies.After all, what enterprise wouldn’t jump at the
opportunity to save money on its mobile phone bills by sending

wireless calls over an IP network rather than a cellular network? But
despite this attractive premise,mobile VoIP technology has yet to evolve
to the point where users can simply switch on their phones anywhere
and expect to connect to a secure IP network.
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Mobile VoIp sampler
What different service providers
offer

skype Mobile: free calling to other
skype users; rates for calls to non-
skype users start at 2.1 cents per
minute; monthly subscriptions start at
$2.95 per month; $9.95 per month for
unlimited calls to landlines in 26 dif-
ferent countries; available on Windows
Mobile and android phones.

Truphone: Calls to other Truphone
users are free; two major pricing
options for calls to non-skype users:
one that has no monthly charge and
costs 5.1 cents per minute and one
that costs $4 per month and charges
2.1 cents per minute; works on Nokia
e- and N-series devices,blackberries,
the iPhone and on android phones.

JaJaH: free calls to other JaJaH
users; rates for calls to non-JaJaH
users start at 2.9 cents per minute;
Web-based service that routes calls
first to a local number and from there
sends them over iP; available for any
phone that uses a Web browser.

http://www.airmagnet.com/
http://www.airdefense.net/
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Web directory start-up aims high
By John Fontana

Directory start-up UnboundID slipped 
out of stealth mode Tuesday and intro-
duced a scalable and high performance 
standards-based platform aimed at han-
dling the identity and personalization 
demands of Web-based services and 
mobile computing.

The UnboundID Directory Server, 
which is based on the Lightweight Di-
rectory Access Protocol V3, combines 
qualities found in directory and data-
base technologies to create an identity 
platform for large service providers and 
corporate networks.  

Also Alcatel-Lucent said it is using 
the UnboundID Directory Server as the 
foundation for its platform to support 
personalized Web 2.0 and communica-
tions services over wired and mobile 
networks. Alcatel-Lucent signed on to 
be the exclusive reseller of the technol-
ogy to the telco industry.

UnboundID, founded by four former 
Sun employees, is built around the open-
source OpenDS directory code that the 
foursome developed at Sun. The found-

ers -- Don Bowen, David Ely, Stephen 
Shoaff and Neil Wilson -- have added 
specialized extensions to the code to 
improve its scale and performance, de-
fining their commercial product.

The software is part directory, with 
such features as replication and high-
volume data reads, and part database, 
including notifications and alerts. The 
result is a directory that can offer high-
speed data retrieval and updates and 
transaction-like access to that informa-
tion in real-time.

“It appears they are carving out a part 
of the [directory] market at the high end 
dealing with massive scale and extreme 
performance requirements,” says Gerry 
Gebel, an analyst with the Burton Group. 
Gebel says the needs to meet those re-
quirements go well beyond the telco in-
dustry. “Historically that is the segment 
that has dealt with those requirements, 
but as identity on the Internet becomes 
more prominent and more prevalent 
then you are going to see similar Internet 
properties that have similar scale and 
performance requirements.”

Gebel said those “properties” would be 
similar to an AOL, eBay or PayPal that 
can have hundreds of millions of entries 
in their directories. “As they try to expand 
the services they offer or connectivity to 
different application services on the In-
ternet, then some of these performance 
requirements are escalated.”

UnboundID developed the software 
with the thought that directories used for 
large scale identity and personalization 
services would need to not only quick-
ly read information but also write new 
information or update existing informa-
tion, such as refreshing a user’s where-
abouts as they move from cell tower to 
cell tower during a phone call.

Company executives say the directory 
can handle more than 50,000 searches 
and 10,000 updates, or writes, to the di-
rectory per second.

Unbound ID lets users talk to the direc-
tory like they would talk to a database. 
The directory supports the database 
concept of triggers, which can alert ad-
ministrators that disk space is shrinking 
or provide users with an alert if their 
password is about to expire.

Another directory technology used to 
speed performance is the ability to up-

date the directory with attribute chang-
es that are only made when needed by 
a specific user. Conversely, database up-
dates must immediately change every 
single record to include the new infor-
mation whether it is needed or not.

“We can provide in some cases up to 
an 80% reduction in storage, a 3-5X re-
duction in the amount of memory that is 
used and supply the equivalent of a 3-5X 
read/write performance increase,” says 
Bowen.

While the directory is the first product 
from UnboundID, the company plans to 
offer a suite of software, including migra-
tion tools that will let users run their exist-
ing systems in parallel with UnboundID 
or cut over in one move. The company 
also will provide synchronization be-
tween identity repositories.

The company also plans to push the 
technology to cloud providers, who 
could offer identity services for authenti-
cation and authorization to any number 
of disparate online applications.

UnboundID Directory Server will be 
priced on a per instance, per server pack 
and via enterprise licensing. A directory 
with less than a million entries would 
start at about $150,000 to $200,000.

E-mail this article)
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REGISTER NOW AND QUALIFY TO ATTEND FREE
www.networkworld.com/calendar2009 | 1-800-643-4668
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Save the date for IT Roadmap when it comes to a city near you. The annual, one-day
conference and expo that’s right in your own backyard - no travel required! That brings
out IT’s best and brightest. And surrounds you with the tools you need to succeed in 
10 key areas of IT.

Visit NetworkWorld.com/calendar2009 —
qualify to attend free — and you’ll get the
latest news and insights from Network
World editors. Forecasts from IT’s most-
followed analysts. Case histories from 
successful end users. Answers from key
vendors. A 360° day of strategies and 
solutions designed to help you do more
with less in today’s tough economic times. 

Mark your calendar now and register
online for the city nearest you.

The most-important

days in IT’09
right in your own backyard

1. Application Delivery
2. Building a Resilient & Dynamic 

Data Center
3. Green IT
4. Network Management, 

Automation & Control
5. SaaS, Cloud Computing & 

Managed Services
6. Security & Compliance
7. Simplifying the Data Center Network
8. Unified Communications, VoIP 

& Collaboration
9. Virtualization

10. WAN, Wireless & Mobility Strategies

10 TRACKS OF IT ALL IN 1 DAY

2009 SCHEDULE

Chicago April 2

Boston May 6

Atlanta June 24

Philadelphia July 14

Dallas September 2

Seattle September 17

Wash, D.C. October 27

San Fran December 10

Avocent ® is a leading global provider 

of IT operations management solutions

from the desktop to the data center. 

For desktops, Avocent delivers cost-

effective systems, security and process

management solutions to automate and

simplify remote management through its

LANDesk product line. For data centers,

Avocent provides a single interface for

fast, efficient and secure management 

of IT infrastructure through a unique 

combination of software, hardware and

embedded technologies.

Learn more at www.avocent.com 

Visit Avocent at booth 104 at 
IT Roadmap Chicago

Chinese high-tech spy case inches closer 
to trial
Software engineer Hanjuan Jin is accused of stealing 
thousands of confidential documents from Motorola

By Ellen Messmer
Did software engineer Hanjuan Jin, 

who worked at Motorola for about 
eight years, steal thousands of con-
fidential and proprietary technical 
documents to share with competitor 
Lemko and the People’s Republic of 
China?

Jin, in her late 30s, says she didn’t. 
But U.S. federal prosecutors are going 
after her for allegedly sharing techni-
cal and highly-sensitive trade secrets 
to benefit a “foreign government, 
namely the People’s Republic of Chi-
na, specifically its military,” according 
to the Dec. 9, 2008, indictment filed 
by federal prosecutors in Chicago.

While the U.S. government’s legal 
paperwork seeks to shield identity by 
referring to the victim firm as simply 
“Company A,” it’s a safe bet that it’s 
Motorola, which has its own civil law-
suit pending against Jin and cellular-

equipment maker Lemko with many 
identical details -- though it doesn’t 
accuse her of sharing secrets with the 
Chinese government.

The shroud of secrecy will officially 
drop once a public trial begins; feder-
al prosecutors and Jin’s attorneys are 
due to meet in a Chicago court next 
week with the expectation of setting 
a trial date.

The insider threat
Jin was arrested by U.S. Customs 

officials on Feb. 28, 2007, at Chicago 
O’Hare International Airport, ready to 
depart on a one-way ticket to China. 
She was carrying over 1,000 electronic 
and paper documents from her former 
employer -- she had just quit Motorola 
-- as well as Chinese documents for 
military telecommunications technol-
ogy, according to the Federal Bureau 
of Investigation (FBI) affidavit filed in 
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court as part of the case.
That’s the heart of the feds’ criminal 

lawsuit against Jin, a U.S. citizen born 
in China, who was released on $50,000 
bail.

But the complex, dizzying saga 
doesn’t end there. The case also in-
volves claims that about a half-dozen 
Chinese engineers downloaded pro-
prietary documents from both Mo-
torola and Lemko, along with source 
code, as they made employment leaps 
between the two competitors, both lo-
cated in Schaumburg, Ill.

In a separate civil lawsuit filed last 
September by Motorola against Jin and 
Lemko, and in subsequent court filings, 
Motorola also made computer fraud 
and trade-theft accusations against 
engineers Shaowei Pan, Xiaohua Wu, 
Xefend Bai and Xiohong Sheng, who 
are said to be Chinese nationals with 
experience working at both Motorola 
and Lemko.

If that weren’t enough, Lemko filed a 
counter-suit last October and accused 
Motorola of breaching an agreement 
between the two companies by not 
telling Lemko that Motorola found 
source code belonging to Lemko on 

the computer used by Sheng. Sheng 
is described as a former project lead 
engineer at Lemko who abruptly re-
signed on Nov. 30, 2006, and began 
working at Motorola shortly thereafter. 
Motorola terminated Sheng in July of 
last year.

The Motorola civil lawsuit against Jin, 
Lemko and the Chinese engineers who 
worked for both companies at various 
points doesn’t include the accusation 
about sharing trade secrets with the 
Chinese government. But that’s the tar-
get the feds are going after, and a Chi-
cago judge recently decided, much 
to Motorola’s dismay, that the federal 
criminal case should proceed before 
the Motorola civil lawsuit.

Motorola says it can’t comment on 
pending litigation, and Jin’s attorney 
and Lemko didn’t immediately return 
requests for comments.

Security breakdown
Documents filed with the U.S. District 

Court for the Northern District of Illi-
nois, by federal prosecutors, Motorola 
and Lemko, paint a startling picture 
of the enormous influence these engi-
neers apparently had and Jin’s alleged 

ability to take what she wanted. This 
was all in spite of Motorola’s signed 
agreements promising to protect trade 
secrets, security guards and a “secure 
network” that couldn’t stop her.

Motorola’s own lawsuit acknowledg-
es it found out that Jin, unknown to 
Motorola at the time, went to work for 
Lemko during a period she was osten-
sibly on medical leave from Motorola.

Motorola, in a court document filed 
last month, claims Jin “installed Motor-
ola’s proprietary secure virtual network 
(‘VPN’) access software on a Lemko-
owned computer, accessed Motorola’s 
protected computers through Motoro-
la’s secure VPN from a Lemko-owned 
computer and accessed Lemko’s web-
mail system from Motorola comput-
ers,” while also getting “unauthorized 
access to Motorola source code and 
other valuable Motorola proprietary 
trade secrets and confidential infor-
mation.”

Meanwhile, the FBI affidavit from last 
May and the Dec. 9th federal indict-
ment charge Jin’s purpose may have 
been more sinister than just playing 
employers against each other.

FBI agent Michael Dickmann’s af-

fidavit says when Jin’s carry-on was 
searched at the Chicago airport, 
$30,000 was found -- a violation of 
her declaration she was only carrying 
$10,000. A further inspection of Jin’s 
luggage and laptop revealed several 
technical documents from “Company 
A” on media that included a thumb 
drive, four external hard drives, 29 re-
cordable compact disks and one vid-
eotape.

It was later learned that Jin was in 
possession of 1,300 source-code files 
belonging to “Company A.” There was 
also a European company’s product 
catalog of military technology written 
in English and a technical manual in 
Chinese.

The federal indictment and FBI affi-
davit describe her interaction with an 
individual in “Company B” (identified 
as the chief technology officer there 
and a former employee of Company 
A) who introduced Jin to an individual 
who works for a company in China.

This individual (from “Company C”) 
gave her a military technology cata-
log to look over, but Jin said she didn’t 
think the individual worked for the 
Chinese government or military.

http://www.networkworld.com/supp/2007/ndc2/031907-data-leakage-protection.html
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She later said she met this individual 
three times between November 2005 
and February 2007 in Beijing, China, 
where Jin was provided with Chinese 
hard-copy documents referencing the 
Chinese military telecommunications 
system, with one document entitled, 
“Data Packet Format Protocol of Artil-
lery’s Quick Counter Short Messaging 
Application System.”

According to the FBI report, Jin al-
legedly said she was asked to review 
the documents “in order to determine 
the amount of assistance Jin would 
be able to provide on the project.” Ac-
cording to Jin, she wasn’t offered mon-
ey for this assistance nor instructions 
on how she should handle these docu-
ments despite the fact some of them 
were marked as classified Chinese 
documents.

According to the FBI affidavit, Jin 
agreed to help in the belief she might 

be able to get a job at “Company C.” She 
was going to meet with this individual 
in China when she was stopped at the 
Chicago airport on Feb. 28, 2007.

Later, Jin consented to a search of 
her residence, the affidavit states, and 
FBI agents found “multiple binders of 
documents marked as containing con-
fidential and proprietary information 
belonging to Company A.” These tech-
nical documents were taken from Jin, 
along with a laptop that Company A 
had issued to her.

According to the FBI affidavit, the 
Company A representatives, upon re-
viewing the documents, said if six of 
the proprietary documents became 
public, “Company A could lose sub-
stantial global revenues over the next 
three years, and that research and de-
velopment costs for the proprietary in-
formation in Jin’s possession exceeded 
$600 million.”

Most data security risks internal, Cisco study finds

New ways to protect data from insider attacks

Top 10 ways collaboration, mobility amplify data leakage dangers

http://www.networkworld.com/news/2008/111208-cisco-study-internal-security.html
http://www.networkworld.com/supp/2007/ndc2/031907-data-leakage-protection.html
http://www.networkworld.com/news/2008/093008-cisco-study-data-leakage.html
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A search is launched for Conficker’s first victim
By Robert McMillan, idg news 
service

Where did the Conficker worm 
come from? Researchers at the Uni-
versity of Michigan are trying to find 
out, using a vast network of Internet 
sensors to track down the so-called 
“patient zero” of an outbreak that 
has infected more than 10 million 
computers to date.

Listen to a podcast about Confick-
er.

The university uses so-called dark-
net sensors that were set up about 
six years ago in order to keep track 
of malicious activity. With funding 
from the U.S. Department of Home-
land Security, computer scientists 
have banded together to share data 

collected from sensors around the 
world place sensors around the 
world.

“The goal is to get close enough so 
you can actually start mapping out 
how the spread started,” said Jon 
Oberheide, a graduate student with 
the University of Michigan who is 
working on the project.

That’s not an easy job. To find the 
minuscule clues that will identify the 
victim, researchers must sift through 
more than 50 terabytes of data, hop-
ing to find the telltale signatures of a 
Conficker scan.

One of the ways that Conficker 
moves about is by scanning the net-
work for other vulnerable computers, 
but it can be really hard to spot it for 
certain, Oberheide said. “The hard 
thing is to find the exact Conficker 
scanning activity, because there is a 
lot of other scanning going on,” he 
said.

Tracking down patient zero has been 
done, however. In 2005, researchers  
a U.S. military base, and even identi-

fied the European IP address used to 
launch the attack.

It’s been years since anything as 
widespread as Conficker has sur-
faced however, so there have not 
been many chances to reproduce 
this effort.

When Conficker first appeared in 
October, though, researchers caught 
a break. Other worms had dodged 
this kind of analysis by blocking the 
darknet IP addresses, but Conficker’s 
authors didn’t do that. “We were kind 
of surprised that it did this complete-
ly random scan, and didn’t blacklist 
our particular sensors,” Oberheide 

said. “If they’d done a little bit of re-
search, they could have discovered 
our [network].”

Soon after the Conficker outbreak 
the Michigan researchers saw a big 
spike on their sensors, which they 
attributed to the worm. The network 
was collecting about 2G of data per 
hour in November, but these days it’s 
closer to 8G. “The increase in activ-
ity we’ve seen on these Darknet sen-
sors is… incredible,” Oberheide said. 
“Now this data is actually useful; we 
can go back six months and see 
what this worm was actually doing,” 
he added.

Another group, called CAIDA (the 
Cooperative Association for Internet 
Data Analysis) published a Confick-
er analysis earlier this month. The 
Michigan researchers hope to post a 
similar analysis of their data in with 
the next few weeks, but it could be 
months before they narrow things 
down to patient zero.

In the meantime, “the goal is to get 
close enough so you can actually 
start mapping out how the spread 
started,” Oberheide reiterates.

E-mail this article)
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IE 8 released, made available on Web
By John Fontana

Microsoft Thursday released Inter-
net Explorer 8, the next version of its 
Web browser that includes a number 
of corporate features, including tools 
to customize and control the soft-
ware via centralized policies.

In addition, the browser has new 
privacy and security features and 
integration with Microsoft’s System 
Center Configuration Manager to 
ease deployment.

“We understand the browser is a 
central part of the IT infrastructure,” 
said James Pratt, senior product man-
ager for IE.

The long anticipated browser will 
be available via the Web starting at 
noon EDT. The browser runs on Win-
dows XP, Vista and Windows Server 
and is available in 25 languages.

Microsoft’s Dean Hachamovitch, 
who leads the IE 8 development 
team, will make the announcement 
today during his keynote address at 
the company’s MIX09 conference go-
ing on in Las Vegas.

The release of IE8 comes as Micro-
soft is losing small bits of market 
share to competitors Firefox, Safari 
and Chrome, and amid rumors that 
Microsoft is working to replace the 
browser’s rendering engine with a 
project coming out of Microsoft Re-
search called Gazelle.

Microsoft officials would not com-
ment on the future roadmap for IE.

“We are happy with the product 
that we shipped,” said Pratt. “There 
is not anything else to talk about at 
this time.”

IE 8 includes a number of usability 
features, including Accelerators and 
Slices designed to streamline end-
user navigation.

The hallmark, however, may be that 
Microsoft is touting IE8 as its first stan-
dards compliant browser, including 
support for Cascading Style Sheets 
2.1. But given the need for backward 
compatibility with older IE versions, 
IE 8 includes a standards mode and 
an IE 7 mode so users can render 
sites built to the specifications of the 
previous IE version. Microsoft has in-
cluded an “auto render” feature that 
works off a list of Web sites known to 
have issues rendering in IE 8. When 
those Web sites are visited, the brows-
er defaults to IE 7 rendering.

The browser includes a number of 
new security features including a 
Smart Screen Filter to detect phish-
ing attacks, private browsing and 
technology to prevent clickjacking.

The Smart Screen can be controlled 
via one of 1,400 group policies that 
are set in Active Directory. The poli-
cy for the Smart Filter prevents end-
users from visiting any site identified 
as a potential phishing site.

http://twitter.com/johnfontana
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“We  are happy with the prod-
uct that we shipped. There is not 
anything else to talk about at this 
time.”
James Pratt
Senior product manager, IE

http://www.networkworld.com/subnets/microsoft/
http://www.networkworld.com/reviews/2009/012609-internet-explorer-8-rc1-almost.html
http://www.networkworld.com/reviews/2009/012609-internet-explorer-8-rc1-almost.html
http://www.networkworld.com/news/2009/021109-internet-explorer-8-offers-improved.html
http://www.networkworld.com/news/2009/021109-internet-explorer-8-offers-improved.html
http://www.microsoft.com/ie8
http://www.networkworld.com/reviews/2008/091808-browser-battle-firefox-31-vs.html
http://www.networkworld.com/community/node/39822
http://www.networkworld.com/news/2009/031209-internet-explorer-8-new-features.html
http://www.networkworld.com/news/2009/012609-microsoft-adds-clickjacking-protection-to.html
http://twitter.com/johnfontana


NETWORKWORLD

t

t3.23.09 Table of Contents

Your insights- Search this edition+

Mobile Firefox aka Fennec hits beta
Performance soars compared to last fall’s alpha version

By John Cox
Mozilla late last night posted the first 

beta release of Fennec, its mobile ver-
sion of the Firefox Web browser.

The Fennec 1.0 beta 1 release cur-
rently is only available for one mobile 
device, the Nokia N810 Internet Tab-
let, which runs Nokia’s Maemo open 
source operating system. But beta ver-
sions have been released for Windows, 
Mac and Linux desktop PCs, to let us-
ers and developers experiment with 
the new application and start building 
the all-important Firefox plug-ins.

One powerful newly added feature is 
the TraceMonkey JavaScript compiler, 
which promises to dramatically speed 
up many aspects of mobile browsing. 
Unveiled last summer, TraceMonkey 
is the same engine used in the latest 
beta versions of desktop Firefox.

The beta release notes are available 
online. 

Besides the new JavaScript compiler, 
the beta version also introduces:

- faster application start-up time.

- faster panning and zooming.
- improved bookmark managing and 

new bookmark folders.
- plug-in support.
Mozilla released the Fennec alpha 

version for the Nokia tablet last Octo-
ber. In February, it released a Windows 
Mobile preview (or “pre-alpha”) ver-
sion that almost immediately ran into 
major problems, apparently because 
of the way Windows handles memory 
allocation. 

Fennec Beta 1 walkthroughMadhava 
EnrosVimeoTraceMonkey is an evo-
lution of Firefox’s SpiderMonkey Ja-
vaScript compiler, and was unveiled 
last August for the desktop browser. 
TraceMonnkey adds a technique cre-
ated at University of California Irvine 
that in effect greatly streamlines the 
compilation process, leading to huge 
performance gains for JavaScript. The 
gains are so great that Mozilla devel-
opers have suggested that JavaScript 
will be able to compete with native 
code, and even eliminate the need 

for proprietary plug-ins, such as Ado-
be Flash, that are needed today to 
handle highly interactive Web-based 
graphics content.

TraceMonkey is only one part of 
the recent performance optimization 
work found in the beta release. The 
developers have been looking widely 
and deeply into making the browser 
as fast as possible at all levels. Nearly 
all of the improvements for Fennec on 
Maemo are directly applicable to Fen-
nec on Windows Mobile, according to 
Mozilla developer Mark Finkle, writing 
in his blog. One area is an improved 
rendering engine, resulting in faster 
pageload times and greatly improved 
panning.

Fennec makes use of many, if not 
most, of the same underlying com-
ponents as the desktop browser. But 
creating a truly mobile browser expe-
rience has required an in-depth re-ex-
amination of how those components 
work and interact, and a completely 
redesigned user interface. 

One area still being worked on is the 
overhead demanded by XPConnect, 
which is the bridge between JavaS-
cript and C++ code. For mobile devic-
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es, this overhead is “non-trivial,” Finkle 
writes. Mozilla is reducing the number 
of XPConnect calls, and exploring the 
use of code, called “quickstubs,” that 
“short circuits the XPConnect bridge, 
making the call faster,” according to 
Finkle.

Under the covers of the visual user in-
terface, a lot of invisible work has been 
done, Finkle says, such as getting the 
Flash plugin to render on the brows-
er’s canvas display surface, or allow-
ing the browser to pan any scrollable 
list in the user interface’s chrome -- the 
graphical control elements such as the 
window frames, menus, toolbars and 
scroll bars in the browser’s border.

Visible user interface changes in-
clude a slightly larger default font size, 
for easier reading of text during auto-
zooming, and new bookmark fea-
tures.

The bookmark system was identified 
as part of an important performance 
drag. During the initial startup of the 

browser, the Places system (bookmarks 
and browsing history) is initialized, and 
then Fennec loads the bookmark list. 
The programmers found there’s actu-
ally an intermediate initialization step. 
And the bookmark list loading time is 
further slowed by accessing, for each 
bookmark, the bookmark system for 
information that’s used to display the 
final list.

“In a simple test using just 10 book-
marks, it can take almost 3 seconds to 
load the list,” Finkle wrote, “Luckily, we 
were able to avoid some of the calls 
to the bookmark system and have im-
proved load time by almost 40%.”

Vendors are racing to create better 
browsers for the mobile Web. Micro-
soft will introduce as early as mid-
2009 its Internet Explorer Mobile 6, the 
company’s first mobile browser based 
on the rendering engine in desktop IE 
6. Other mobile browsers are available 
from Nokia, Skyfire, Opera Software, 
Apple and Bitstream.

Mobile browsers bring new security headaches
Mobile Firefox alpha code now online
Mozilla confirms ‘showstopper’ bug in mobile browser preview

http://www.networkworld.com/news/2008/121908-microsoft-mobile.html
http://www.networkworld.com/news/2009/030409-mobile-browsers-security.html
http://www.networkworld.com/news/2008/101708-firefox.html
http://www.networkworld.com/news/2009/021709-mozilla-confirms-showstopper-bug-in.html
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WHEN GOOD ISN’T GOOD ENOUGH.

Digital healthcare brings opportunities, 
risks

Healthcare in the 
United States is go-
ing digital, which 
brings both tre-
mendous oppor-
tunities and secu-
rity risks. Digital 
healthcare brings 
the promise of in-
creased quality of 

care, reduced errors and reduced 
cost and overhead in the provision of 
care. Yet the United States lags other 
countries in the use of technology 
in healthcare records. Fewer than 
10% of hospitals and 16% of doctors 
use electronic health records. This 
is about to change.

The stimulus act (American Re-
covery and Reinvestment Act of 
2009) contains a Title IV entitled the 
Health Information Technology for 
Economic and Clinical Health Act 
(HITECH Act). The government has 
included more than $19 billion in di-

rect funding as well as enticements 
(carrot) and regulatory controls 
(stick) in this part of the bill. It is 
likely that more healthcare reforms 
and digitization efforts will follow 
both in the general budget and in 
specific healthcare bills in the near 
future. On the technology innova-
tion and vendor side an enormous 
amount of money is being poured 
into development of technologies 
and standards around Electronic 
Health Records (EHR). There is also 
a high likelihood of new tax incen-
tives pushing for the use of EHRs in 
the provision of care.

All of this points to an explosion 
of technology in healthcare and 
more specifically in the digitization 
of medical records. With increased 
digitization, new privacy regulations 
and more integration between dif-
ferent provider systems bring new 
risks and an increased burden of 
regulatory compliance. For security 
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professionals in healthcare this all 
represents both a tremendous op-
portunity for skills and career devel-
opment and a whole load of new re-
sponsibilities and work.

Let’s face it: a lot of the privacy and 
security we enjoy with respect to our 
medical records is not just a result 
of the Health Insurance Portability 
and Accountability Act -- it is a result 
of the enormous inconvenience im-
posed by mounds of paper. You can’t 
hijack a fax transmission as easily as 
a file server. You can’t steal all the re-
cords in a single sweep when they’re 
in file cabinets, not file servers. Incon-
venience buys us privacy. If medical 
records get digitized and standard-
ized, encoded and transmitted then 
all of that inconvenience goes away. 
If we’re not careful our privacy goes 
with it.

The benefits of healthcare digiti-
zation far outweigh the risks in my 
opinion. Not only can you expect an 
enormous reduction in cost at each 
point of care, you can also get enor-
mous benefits from the exploration 
and aggregation of health informa-
tion for clinical and epidemiologi-

cal studies. But there is the rub, the 
problem word in the previous sen-
tence: aggregation. Once records 
are digitized the incentives to aggre-
gate and statistically analyze them 
are enormous. The potential societal 
benefits of statistical analysis reveal-
ing the efficacy of treatments, the 
impact of genes or environmental 
circumstances, the performance of 
individual doctors or hospitals are 
incredible. So aggregate we will, and 
if we don’t carefully control our data 
we will end up with an epidemic of 
privacy violations to add to our epide-
miological studies. With great power 
comes great responsibility. Regula-
tors, healthcare providers and secu-
rity professionals will have to rise to 
the task -- the benefits are too great 
to pass and the risks too horrible to 
ignore.

Antonopoulos is a senior vice presi-
dent and founding partner at Nemertes 
Research, an independent technology 
research firm. He can be reached at 
andreas@nemertes.com.

mailto:andreas@nemertes.com
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Keep an eye on smart grids and sensor 
nets

Part of being a pro-
fessional pundit is 
having the ability 
— real or imagined 
— to “see around 
corners.” That is, to 

predict with some de-
gree of accuracy that 
which hasn’t been in-

vented yet.
So what’s next? The next big thing 

in my crystal ball is something I’m 
calling “instrumenting reality”: Us-
ing the networking and processing 
capabilities we’ve developed over 
the past 25 years to manage, control 
and modify the real world.

Some context: The big revolution 
in the 1980s was all about comput-
ing power — getting more of it via 
Moore’s law, and putting it ever clos-
er to users via the development of 
minicomputers and desktop PCs. 
The big revolution in the 1990s and 
the early part of this decade was net-

working — harnessing that comput-
ing horsepower to create, in effect, a 
vast distributed computing system.

With networking came the ability 
to create virtual reality — a new way 
to interact with each other and with 
machines in the virtual world. Web 
browsers, search engines, blogs, 
wikis and Twitter are all richer and 
more powerful ways to interact in 
the virtual environment.

The next big revolution, though, 
isn’t about doing more in virtual 
space.

It’s about making the leap from the 
virtual world to the real one by de-
veloping the tools and technologies 
to use the virtual world to better 
manage and modify the real one.

Take smart grids, which have gotten 
a lot of airplay recently (not to men-
tion $11 billion in stimulus funding). 
Essentially, smart grids are power 
distribution networks that use built-
in monitoring and distributed con-
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trol systems to more efficiently and 
reliably deliver energy.

Another example is sensor networks. 
Getting real-world feedback from the 
environment — whether it’s weather 
data transmitted directly from the 
air and ocean, or traffic data from 
the streets — lets us use the virtual 
world to better interact with the real 
one. We can more accurately predict 
the course of a hurricane, or take an 
alternate route home from work to 
avoid congestion.

Telemedicine’s yet another example 
— the ability for physicians to use 
network-enabled robots to conduct 
surgery from thousands of miles 
away.

Closer to home, there’s the notion 
of facilities instrumentation — using 
the data center to control and man-
age all aspects of facilities, from se-
curity to energy efficiency.

Consider this scenario: An employee 

decides to come to work in the mid-
dle of the night to work on a promis-
ing new idea. As she drives up to the 
corporate office gate, it detects an 
authorized entrant and swings open. 
Streetlights in the parking lot light up 
in sequence, illuminating a pathway 
to the building. Meanwhile, in the em-
ployee’s office, the PC is booting up 
and the virtualized desktop image is 
loaded. The coffee machine begins 
to perk. By the time the employee ar-
rives in her office, everything’s hum-
ming away and ready to go.

The bottom line? We ain’t seen noth-
ing yet. The past 25 years have been 
merely a prelude to the networking 
revolution that’s about to forever 
change our definition of “reality.”

Johnson is president and senior 
founding partner at Nemertes Re-
search, an independent technology 
research firm. She can be reached at 
johna@nemertes.com.
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Is the Internet killing the news media?
Pew report on state of American journalism paints bleak 
picture

The latest Pew Proj-
ect for Excellence in 
Journalism report on 
the state of the U.S. 
news media makes 
for sobering reading 
if you are a student 
thinking of pursuing 
a career in journalism 

or if you are already in the business. 
The bottom line is that the business 
is toast unless you are in the Inter-
net side, and even there it’s toast.

The report’s first few sentences tell 
most of the story:

* Newspaper ad revenues are 
down more than 20% in the last two 
years.

* Twenty percent of the journalists 
who worked in newspapers have lost 
their jobs in that time period.

*  Ad revenues were down last 
year in local TV news more than 5% 
(even in an election year).

* The traffic at the top news sites 

went up more than 25% last year.
*  The ad-based model for funding 

journalism is unlikely for the future.
Not a pleasant picture if you are in 

the journalism biz. Not even a pleas-
ant picture if you like to read news-
papers -- one of the two newspapers 
that I get delivered to my house is on 
the list of the 10 papers most likely 
to fold in the next few years.

The report makes for very inter-
esting, if a bit depressing, reading. 
There are a number of observations 
that portend a fundamental restruc-
turing of the way that Americans, 
and likely folks in other countries, 
get their news. The three most im-
portant observations to me are that 
power is shifting from institutions 
(like newspapers) to individual 
journalists; that people increasingly 
want news “on demand” rather than 
scheduled, like the evening news; 
and that there has been a raise in im-
portance of “minute-by-minute judg-
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ment in political journalism.” These 
trends greatly benefit the Internet and 
Internet-based journalists. The latter 
two trends also benefit the full-time 
cable news channels, but only when 
the cable is available. And, in the of-
fice, cable is not generally available.

So far, most newspapers have had a 
hard time figuring out how to move to 
the Internet. Overall, the report says, 
online ad revenue for newspapers 
fell slightly in 2008 and represents 
less than 10% of newspaper revenue. 
Search engines, such as Google, are 
doing fine -- they are getting much 
of the growth in ad revenue (up al-
most 15% in the first three quarters 
of 2008). The local sites, like news-
paper Web sites, are seeing a bleak 
outlook.

The report also notes it is unlikely 
that the news business of the future 
will be able to support the current 
worldwide news gathering with rev-
enue from banner ads.

My overall take from the report is 
that the news business -- like the mu-
sic and movie businesses -- will need 
to completely rethink its business 
model. Newspapers that try to block 

search engines to preserve obsolete 
models, as the ones in Belgium did a 
few years back, will just ensure that 
they will have fewer readers, and go 
out of business sooner.

In any case there may just be a lot 
fewer dots on the Newseum map by 
this time next year when the next 
edition in the excellent series of Pew 
reports comes out.

Disclaimer: With all the financial is-
sues, it’s hard to predict how many 
dots there will be on Harvard’s map 
a year from now, but the above is my 
report review since I know of no uni-
versity one.

Bradner is Harvard University’s tech-
nology security officer. He can be 
reached at sob@sobco.com.
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The convergence of SIEM and log 
management 
By Dominique Levin

Though Security Information and 
Event Management and log manage-
ment tools have been complementary 
for years, the technologies are expect-
ed to merge. Here’s a look at what you 
can expect in second-generation log 
management and SIEM solutions.

SIEM emerged as companies found 
themselves spending a lot of money 
on intrusion detection/prevention sys-
tems (IDS/IPS). These systems were 
helpful in detecting external attacks, 
but because of the reliance on signa-
ture-based engines, generated a large 
number of false positives.

The first-generation SIEM technol-
ogy was designed to reduce this sig-
nal-to-noise ratio and help surface the 
most critical external threats. Using 
rule-based correlation, SIEM helped 
IT detect real attacks by focusing on a 
subset of firewall and IDS/IPS events 
that were in violation of policy. Tra-

ditionally, SIEM solutions have been 
expensive and time-intensive to main-
tain and tweak, but they solve the big 
headache of sorting through exces-
sive false alerts and effectively protect 
companies from external threats.

While that was a step in the right 
direction, the world got more com-
plicated when new regulations such 
as the Sarbanes-Oxley Act and the 
Payment Card Industry Data Security 
Standard mandated stricter internal 
IT controls and assessment. To satisfy 
these requirements, organizations are 
required to collect, analyze, report on 
and archive all logs to monitor activi-
ties inside their IT infrastructures.

The idea is not only to detect exter-
nal threats, but also to provide period-
ic reports of user activities and create 
forensics reports surrounding a given 
incident. Though SIEM technologies 
already collect logs, they process only 
a subset related to security breaches. 
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They weren’t designed to handle the 
sheer volume of log data generated 
from all IT components, such as appli-
cations, switches, routers, databases, 
firewalls, operating systems, IDS/IPS 
and Web proxies.

With an emphasis on monitoring 
user activities rather than external 
threats, log management entered 
the market as a technology with an 
architecture to handle much larger 
volumes of data and with the ability 
to scale to meet the demands of the 
largest enterprises.

As companies implement log man-
agement and SIEM solutions to satisfy 
different business requirements, they 
are also finding the two technologies 
work well together. Log management 
tools are designed to collect, report and 
archive a large volume and breadth of 
log data, whereas SIEM solutions are 
designed to correlate a subset of log 
data to surface the most critical secu-
rity events.

If you take a look at an enterprise 
IT arsenal, you’ll likely see both log 
management and SIEM. Log manage-
ment tools often assume the role of a 
log data warehouse that filters and for-

wards the necessary log data to SIEM 
solutions for correlation. This combi-
nation helps optimize the return on in-
vestment while also reducing the cost 
for implementing SIEM.

In these tough economic times it’s 
likely we’ll see IT trying to stretch its 
logging technologies to solve even 
more problems. It will expect its log 
management and SIEM technologies 

to work closer together and reduce 
overlapping functionalities.

Next-generation SIEM and log mgmt.
One area where the tools can pro-

vide needed help is in compliance. 
Corporations increasingly face the 
challenge of staying accountable to 
customers, employees and sharehold-
ers, and that means protecting IT in-

frastructure, customer and corporate 
data, and complying with rules and 
regulations as defined by government 
and industry.

Regulatory compliance is here to stay, 
and under the Obama administration, 
corporate accountability requirements 
are likely to grow. Log management 
and SIEM correlation technologies 
can work together to provide more 
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comprehensive views to help compa-
nies satisfy their regulatory compli-
ance requirements, make their IT and 
business processes more efficient and 
reduce management and technology 
costs in the process.

IT organizations also will expect log 
management and intelligence technol-
ogies to provide more value to busi-
ness activity monitoring and business 
intelligence. Though SIEM will contin-
ue to capture security-related data, its 
correlation engine can be re-appropri-
ated to correlate business processes 
and monitor internal events related to 
performance, uptime, capability utili-
zation and service-level management. 
We will see the combined solutions 
provide deeper insight into not just IT 
operations but also business process-
es. For example, we can monitor busi-
ness processes from step A to Z and, if 
a step was missed, we’ll see where and 
when.

In short, by integrating SIEM and log 
management, it is easy to see how 
companies can save by de-duplicating 
efforts and functionality. The functions 
of collecting, archiving, indexing and 
correlating log data can be collapsed. 

That will also lead to savings in the re-
sources required and the maintenance 
of the tools.

It gets even more exciting when you 
can apply log-based activity data and 
security-event-inspired correlation to 
other business problems. Regulatory 
compliance, business activity monitor-
ing and business intelligence are just 
the tip of the iceberg. Leading-edge 
customers are already using the tools 
to increase visibility and the security 
of composite Web 2.0 applications, 
cloud-based services and mobile de-
vices. The key is to start with a central 
record of user and system activity and 
build an open architecture that lets 
different business users access the in-
formation to solve different business 
problems.

Levin is executive vice president of 
strategy at LogLogic in San Jose.

This vendor-written tech primer has 
been edited by Network World to elimi-
nate product promotion, but readers 
should note it will likely favor the sub-
mitter’s approach.



NETWORKWORLD

t

t3.23.09 Table of Contents

Your insights- Search this edition+

Page 42

Want to see your name added to this list?
Call Andrea D’Amato at 508-766-5455  or
adamato@nww.com to learn about sponsorship
opportunities and benefits!

NETWORK WORLD LIVE PRESENTS

REGISTER NOW AND QUALIFY TO ATTEND FREE
www.networkworld.com/RM9CA2 | 1-800-643-4668

Platinum Sponsors

Gold Sponsors

Apps in the clouds. Security that’s virtual. Data Centers going green.
And now an economy headed south. Need new answers? Ways to
do more with less? Better direction?

IT in’09 is coming
back toChicago

Qualify now and you can join
us free! Sign up early and
you can attend your choice of
two fast-paced, info-rich 
sessions. Gain forecasts from
the industry’s most-followed
analysts. Case histories 
from successful end users.
Personal consults and rate
quotes from IT’s key vendors. 

At last—some good news: IT Roadmap 2009.
It’s all-new and it’s coming to Chicago in April. The
premier, one-day event that combines a professional
conference and with a private expo focused on 
helping frontline IT pros succeed in 10 crucial areas:

1. Network Management, Automation & Control 
2. WAN, Wireless & Mobility Strategies 
3. Virtualization 
4. Simplifying the Data Center Network
5. UC, VoIP & Collaboration
6. SaaS, Cloud Computing, & Managed Services
7. Security and Compliance
8. Green IT Initiatives 
9. Application Delivery 

10. Building a Resilient, Dynamic Data Center 

IT ROADMAP 2009

CHICAGO APRIL 2
BOSTON MAY 6
ATLANTA JUNE 24
PHILADELPHIA JULY 14
DALLAS SEPTEMBER 2
SEATTLE SEPTEMBER 17
WASHINGTON, DC OCTOBER 27 
SAN FRANCISCO DECEMBER 10
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The one don’t miss day in a year 
like no other.

Aardvark solves my Gmail problem 
This week I have 

a mystery that has 
been resolved but 
not explained. When 
the problem started 
I polled many very 
clever people but no 
one could give me an 
answer.

The mystery is this: I run Firefox 
3.07 on OS X 10.4.11 to access Gmail. 
A few days ago, out of the blue, I 
found I couldn’t log in. I entered my 
user name and password and Gmail 
returned to the login screen without 
an error message or anything appar-
ently amiss other than I was back 
where I started.

Oddly enough, I could log in from 
the same Mac using Safari 3.2.1, as 
I could using Firefox 3.0.7 on Win-
dows XP SP2.

A friend suggested that the Fire-
bug plugin could be the culprit as 
it sometimes causes problems, but 
although I had been using it I had 
disabled it for exactly that reason a 

few weeks before.
In fact, in trying to figure out what 

was wrong I had disabled all of the 
Firefox add-ons on my Mac but noth-
ing changed — I still couldn’t log in. 
Even reinstalling Firefox didn’t help.

Out of curiosity I thought I’d try to 
seek an answer using a new “social 
search” service (a search service 
combined with social networking) 
called Aardvark.

The idea behind Aardvark is inter-
esting. It makes finding answers a 
social crowdsourcing exercise by 
asking users who claim domain ex-
pertise to deliver the goods. You, in 
turn, answer questions the service 
routes to you.

When you join Aardvark you create 
a profile and select topics you would 
be willing to address. To ask a ques-
tion you instant message Aardvark 
(AIM, Google Talk and Microsoft 
Windows Messenger are supported) 
and the service routes your query to 
a random user who claims expertise 
in the topic area.

E-mail this article)

gearhead
Mark
Gibbs

https://addons.mozilla.org/en-US/firefox/addon/1843
https://addons.mozilla.org/en-US/firefox/addon/1843
http://vark.com/
http://www.networkworld.com/RM9CA2
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The routing is determined by the 
service “intelligently” inferring con-
text from your question. Aardvark 
IMs you when it dispatches your 
question and tells you what topic it 
thinks applies to your question. If 
you disagree you can respond with 
a follow-up IM containing “tag:” fol-
lowed by the topic you believe your 
question is about.

So I tried asking Aardvark about my 
Gmail problem and within 10 min-
utes had an answer that solved my 
problem! The solution didn’t explain 
what caused the problem other than 
identifying it as a configuration is-
sue, but at least I can now log in to 
Gmail.

In case you’re wondering, the ad-
vice was to exit Firefox, navigate to 
my user folder, then go to Library\
Application\Support\Firefox. I then 
moved the Profiles folder and the 
file profiles.ini to my desktop, which 
removed all of my cookies and oth-
er configuration settings. When I 
relaunched Firefox I could log in to 
Gmail once again. Of course all of my 
other settings are history but even so, 
the solution was fairly painless.

Now, if one of you geniuses has an 
idea what actually went wrong I’ll be 
very impressed.

I think Aardvark is a promising idea 
and could turn out to be very useful. 
That said, I’m wondering if the ser-
vice needs a way for users to rate the 
quality of answers to filter out the 
people who don’t really know what 
they’re talking about (I asked a ques-
tion about philosophy and got a rath-
er wishy-washy response from some-
one claiming to be a Ph.D. student 
specializing in computer ethics).

I have also answered questions my-
self and Aardvark promises to only 
send you a couple every day.

I’m giving Aardvark a provisional 
rating of 4 out of 5 — provisional 
because experience may well prove 
that the service to be more powerful 
than I’m giving it credit for.

Gibbs answers the scrawl of the 
wild in Ventura, Calif. Your answers 
to gearhead@gibbs.com.

mailto:gearhead@gibbs.com
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RoadTrip-pin with the iPhone
The scoop: RoadTrip 

with SmartScan, by 
Griffin Technology, 
about $100.

What it is: The Road-
Trip device combines 
an FM transmitter 

for playing an iPod/iPhone through 
your car stereo speakers with a car 
charger. The device also includes 
Griffin’s SmartScan technology, 
which searches your “radio dial” 
for the three clearest broadcast fre-
quencies, then puts them in as three 
presets (you have to turn your radio 
to those frequencies yourself). A 
flexible steel neck lets you position 
your iPod or iPhone into the dock as 
well as the car charger port, and a 
Line Out port is included if you have 
one of those fancier new cars with 
an auxiliary port (but then you don’t 
need the FM transmitter).

Why it’s cool: I’ve been looking 
for a way to enjoy the music on my 

iPhone and avoid having to listen to 
regular radio for a while (I discon-
tinued the satellite radio service in 
my car, and abhorred having to re-
turn to “terrestrial radio”). With the 
amount of cool music services avail-
able on the iPhone (including AOL 
Radio, Pandora and the Slacker ser-
vice), as well as my own playlists, I 
was looking for a device that would 
not only transmit content to the ste-
reo speakers, but would recharge 
the device as well. The recharger is 
a key attribute, as accessing these 
music services requires a connec-
tion to the AT&T 3G network, which 
tends to drain the iPhone’s battery. 
The SmartScan feature also is very 
nice, especially if you live in an area 
where it’s tough to find a clear fre-
quency not being used by a radio 
station.

Some caveats: In my tests, I occa-
sionally would get some static on 
these “clearer” frequencies, but it 
wasn’t so bad that I needed to switch 

E-mail this article)
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to another station. Also, you will 
need to use one of the custom dock 
inserts to fit your particular iPhone 
or iPod model to help prevent it from 
slipping (especially if your car ride is 
bumpy).
Grade: 4.5 stars (out of five).

The scoop: i2i Folding Portable 
Speakers, by Aerielle Technologies, 
about $40.

What it is: An iPod speaker system 
that is completely foldable and por-
table, these speakers slide out to fit 
different iPod models, and include a 
wired jack that connects to the music 
player’s headphone port. The speak-
ers are powered by four AAA bat-
teries, and the system has an on/off 
switch to help save battery life. The 
speakers also can be powered by a 
5-volt DC power adapter (not includ-
ed). In addition to supporting music 
players, the speakers also work with 
the company’s i2i Stream wireless 
audio devices.

Why it’s cool: The small speakers are 
very portable and convenient for mo-

bile workers who want to have some 
speakers with them while they travel, 
and setting them up is quite easy.

Some caveats: The sound from the 
speakers isn’t extremely powerful, so 
I wouldn’t expect that you’d hear mu-
sic from these in a crowded or large 
room — but to get some nice music 
in your office or in a smaller area 
(like a hotel room).
Grade: 4 stars.

Shaw can be reached at kshaw@
nww.com.

I2i’s portable speakers are easy to set up.

mailto:kshaw@nww.com
mailto:kshaw@nww.com
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Analyze this: Low-cost wireless 
spectrum analyzers do the trick 
Cisco, Fluke and AirMagnet are top performers, all using core 
technology from Cognio 

By Craig Mathias
While it’s seldom necessary (post-

installation, anyway) to test the physi-
cal-layer behavior of a wired LAN in-
frastructure, the same cannot be said 
for wireless LANs.

Many elements, including fading, 
antenna orientation and traffic con-
gestion, can impact the quality of a 
given connection on a moment-to-
moment basis. And there’s always the 
possibility that external sources of in-
terference, many unrelated to Wi-Fi 
but otherwise sharing the unlicensed 
bands in which Wi-Fi devices operate, 
will cause PHY-layer problems rang-
ing from difficult-to-evaluate transient 
performance hits to an outright dis-
ruption of communications.

But fear not: just as it’s possible to an-
alyze IP at Layer 3 and Wi-Fi protocols 
at Layer 2 (see our test of Wi-Fi cap-

ture and analysis tools), it’s also pos-
sible to capture, visualize and analyze 
the energy present at Layer 1 thereby 
identifying, characterizing and even 
localizing sources of interference.

And, as this Clear Choice test proves, 
you can do all that without having to 
drop $20,000 on a spectrum analyzer 
intended for design and manufactur-
ing engineers and otherwise required 
for use in commercial troubleshoot-
ing applications until just a few years 
ago.

In this test, we looked at several good 
products designed for spectral analy-
sis in enterprise environments. Those 
(three, in fact) based on Cisco’s Spec-
trum Expert came out on top (Cisco 
sells it’s own version while Fluke and 
AirMagnet built their products on 
an OEMed technology from Cognio, 
which Cisco bought in 2007), with an 

E-mail this article)

Clear choice test: WLAN management

http://www.networkworld.com/reviews/2009/011909-wlan-test.html
http://www.networkworld.com/reviews/2009/011909-wlan-test.html
http://www.networkworld.com/subnets/cisco/?tnav=_l5001_t12_s
http://www.fluke.com/us.asp
http://www.airmagnet.com/
http://www.networkworld.com/tnd03230949
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excellent combination of functional-
ity, performance and ease-of-use at a 
price that won’t put much of a dent in 
always-tight IT budgets.

With the tools from these three ven-
dors, we found it simple and intuitive 
to evaluate, identify and otherwise 
interpret traffic in both the 2.4 and 5 
GHz. bands. But, to be fair, all of the 
products we looked at addressed the 
challenge with differing degrees of 
functionality and ease, and a couple 
of those pull that off at bargain base-
ment prices.

We highly recommend that enter-
prise WLAN installations of all sizes 
have access to a spectral-analysis tool, 
both for pre-installation RF sweeps 
and post-installation troubleshooting 
when interference is suspected.

Categorizing spectrum analyzers
Spectrum analysis usually requires 

hardware that is separate from a ra-
dio designed for communications, be-
cause radio chips designed for Wi-Fi 
are almost always dedicated to net-
working and are seldom capable of 
serving as wideband receivers. A re-
ceiver in a spectral analysis applica-

tion must be able to capture energy 
independent of protocol, making its 
services quite complementary to both 
wireless networking and the capabili-
ties of multi-function Wi-Fi assurance 
tools, such as those from AirMagnet 
and WildPackets.

All of the products we tested are 
hosted on Windows-based notebooks 
and handhelds with add-on sensor ra-
dios and software. The radios used for 
spectral capture range from older non-
Wi-Fi frequency-hoppers to custom-
designed sensors embedded in PC 

cards, USB dongles or larger packages 
attached to a mobile PC or handheld.

All of these products use software cli-
ents to analyze and display raw data 
and results. The biggest issue we found 
with most of these products lies in the 
sampling rate supported. Whereas a 
high-end spectrum analyzer will be 
able to display the energy in a large 
swath of spectrum in real time, these 
products sweep across the spectrum of 
interest usually at about a 1-Hz. rate.

Thus it may take a few minutes to 
gather enough data to give you a good 

look at what’s happening in a given 
chunk of spectrum. And it’s thus good 
practice to let an analyzer run for a 
while before attempting to interpret or 
analyze measurements, and to rely on 
heatmaps and other data of a cumula-
tive nature rather than instantaneous 
readings for most decisions.

That said, all of the tools tested can 
do a credible job at evaluating spec-
tral usage and in identifying potential 
sources of interference, the most com-
mon applications of spectral analysis 
in enterprise and related commercial 

CLEAR CHOICE TEST wlaN MaNageMeNT

Analyze this: Low-cost wireless
spectrum analyzers do the trick 
Cisco, Fluke and AirMagnet — all rooted in Cognio code — are top performers 

bY c.J. MaTHIas, NeTwoRk woRld lab allIaNce

W hile it’s seldom necessary (post-installation, anyway) to test
the physical-layer behavior of a wired LAN infrastructure, the
same cannot be said for wireless LANs.Many elements,includ-
ing fading, antenna orientation and traffic congestion, can

impact the quality of a connection on a moment-to-moment basis.And
there’s always the possibility that external sources of interference,many
unrelated to Wi-Fi but sharing the unlicensed bands in which Wi-Fi
devices operate,will cause PHY-layer problems ranging from difficult-to-
evaluate transient performance hits to an outright disruption of com-
munications.

But fear not: just as it’s possible to analyze IP at Layer 3 and Wi-Fi pro-
tocols at Layer 2 (see our test of Wi-Fi capture and analysis tools at
www.nwdocfinder.com/9121),it’s also possible to capture,visualize and
analyze the energy present at Layer 1, thereby identifying, characteriz-
ing and even localizing sources of interference.

And,as this Clear Choice test proves,you can do all that without hav-
ing to drop $20,000 on a spectrum analyzer intended for design and
manufacturing engineers and required for use in commercial trou-
bleshooting applications until just a few years ago.

In this test, we looked at seven products designed for WLAN spectral
analysis in enterprise environments. Three that are based on Cisco’s
Spectrum Expert came out on top (Cisco sells it’s own version while
Fluke Networks and AirMagnet built their products on an OEM tech-
nology from Cognio, which Cisco bought in 2007), with an excellent
combination of functionality, performance and ease of use at a price
that won’t put much of a dent in ever-tightening IT budgets.

With the tools from these three vendors,we found it simple and intu-
itive to evaluate, identify and interpret traffic in both the 2.4GHz and
5GHz bands.To be fair, all of the products we looked at addressed the
challenge with differing degrees of functionality and ease,and a couple
of those pull that off at bargain basement prices.

We highly recommend that enterprise WLAN installations of all sizes
have access to a spectral-analysis tool,both for pre-installation radio fre-
quency sweeps and post-installation troubleshooting when interfer-
ence is suspected.

Categorizing spectrum analyzers
Spectrum analysis usually requires hardware that is separate from a

radio designed for communications, because radio chips designed for
Wi-Fi are almost always dedicated to networking and are seldom capa-
ble of serving as wideband receivers. A receiver in a spectral analysis
application must be able to capture energy independent of protocol,
making its services complementary to both wireless networking and
the capabilities of multi-function Wi-Fi assurance tools, such as those
from AirMagnet and WildPackets.

All of the products we tested are hosted on Windows-based note-
books and handhelds with add-on sensor radios and software. The
radios used for spectral capture range from older non-Wi-Fi frequency-
hoppers to custom-designed sensors embedded in PC cards,USB don-
gles or larger packages attached to a mobile PC or handheld.

All of these products use software clients to analyze and display raw
data and results.The biggest issue we found with most of these products
lies in the sampling rate supported.Whereas a high-end spectrum ana-
lyzer will be able to display the energy in a large swath of spectrum in
real time, these products sweep across the spectrum of interest usually
at about a 1Hz rate.

Thus it may take a few minutes to gather enough data to give you a
good look at what’s happening in a given chunk of spectrum. So it’s
good practice to let an analyzer run for a while before attempting to
interpret or analyze measurements,and to rely on heatmaps and other
data of a cumulative nature rather than instantaneous readings for most
decisions.

That said, all of the tools tested can do a credible job at evaluating
spectral usage and in identifying potential sources of interference, the
most common applications of spectral analysis in enterprise and relat-
ed commercial settings.

The descendents of Cognio
Since it acquired low-cost spectrum analysis pioneer Cognio, Cisco

has continued to sell Cognio’s flagship application, Spectrum Expert.
Bundled with a PC card sensor capable of covering the 2.4GHz  and
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Product

Vendor

Price

Pros

cons

score

analyzeair

Fluke Networks 
www.flukenetworks.com/

$3,995

Very robust functionality; easy to
use; flexible

None.

5

spectrum analyzer 

AirMagnet 
www.airmagnet.com/

$4,000 

Very robust functionality; easy to
use; flexible.

Installation binds product to a spe-
cific PC.

4.9

NETRESULTS
spectrum expert

Cisco
www.cisco.com/ 

$4,260

Very robust functionality; easy to
use; flexible.

None

5
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settings.

The descendents of Cognio
Cisco acquired low-cost-spectrum-

analyzer pioneer Cognio in 2007 and 
has continued to sell Cognio’s flagship 
application, Spectrum Expert. Bun-
dled with a PC card sensor capable of 
covering the 2.4 and 5 GHz. unlicensed 
bands, Spectrum Expert was the first 
PC-based spectrum analysis product 
to challenge traditional (and expen-
sive) spectrum analyzers. Cognio es-
tablished OEM agreements with a 
number of firms, and AirMagnet and 
Fluke Networks continue selling ver-
sions of Spectrum Expert under those 
agreements today. We tested all three 
products, and, as might be expected, 
they are essentially identical in fea-
tures (with the exception of Cisco’s 
Wireless Control System (WCS) inte-
gration feature, replaced by a simple 
SNMP gateway in the other two) and 
performance.

It’s important to note that these three 
products did not always yield the same 
results, however. Given variations in 
antennas and physical position, simul-
taneous measurements did in fact vary. 

But using these tools in a production 
environment doesn’t call for precise 
dB-accurate measurements - rather, 
what’s needed is the ability to detect, 
categorize and localize interference, 
and all three of these products are ex-
cellent in those regards.

Cisco Spectrum Expert
We’ve been using Cisco’s Spectrum 

Expert product since its origins at 
Cognio, and have found it to be a very 
useful tool at a very reasonable price 
(around $4,000). For this test we evalu-

ated the latest hardware version (2.0) 
from Cisco, along with the latest soft-
ware release (3.3.52). Spectrum Expert 
is easy to install (load the software, 
and insert the PC-card sensor), and 
information is presented logically in 
multiple customizable tiled windows. 
A broad range of configuration possi-
bilities exists, with each window being 
easily settable to display particular in-
formation via a simple menu system.

Core functions include a real-time 
FFT (Fast Fourier Transform, used to 
convert gathered data to a useful fre-

quency-spectrum display), FFT duty 
cycle, swept spectrogram, power vs. 
frequency, and power vs. time. Sum-
mary charts for channel utilization and 
interference power are provided, along 
with a detailed summary of statistics, 
including channel utilization, interfer-
ence levels and SNR by channel, and 
classification and details of both Wi-Fi 
and non-Wi-Fi devices alike.

An important feature of Spectrum Ex-
pert is its ability to be configured for 
a wide range of customizable alerts, 
including performance (interference 

5GHz unlicensed bands, Spectrum Expert was the first PC-based spec-
trum analysis product to challenge traditional (and expensive) spec-
trum analyzers.Cognio established OEM agreements with a number of
firms, and AirMagnet and Fluke continue selling versions of Spectrum
Expert under those agreements. We tested all three products, and as
might be expected, they are essentially identical in features (with the
exception of Cisco’s Wireless Control System [WCS] integration feature,
replaced by a simple SNMP gateway in the other two) and perfor-
mance.

It’s important to note that these three products did not always yield
the same results, however. Given variations in antennas and physical
position, simultaneous measurements did vary. But using these tools in
a production environment doesn’t call for precise dB-accurate mea-
surements — rather, what’s needed is the ability to detect, categorize
and localize interference, and all three of these products are excellent
in those regards.

Cisco Spectrum Expert
We’ve been using Cisco’s Spectrum Expert product since its origins at

Cognio,and have found it to be a very useful tool at a very reasonable
price (around $4,000).For this test we evaluated the latest hardware ver-
sion (2.0) from Cisco, along with the latest software release (3.3.52).
Spectrum Expert is easy to install (load the software and insert the PC-
card sensor), and information is presented logically in multiple cus-
tomizable tiled windows. A broad range of configuration possibilities
exists, with each window being easily settable to display particular
information via a simple menu system.

Core functions include a real-time Fast Fourier Transform (FFT)  —
used to convert gathered data to a useful frequency-spectrum display
— FFT duty cycle, swept spectrogram, power vs. frequency, and power
vs.time.Summary charts for channel utilization and interference power
are provided, along with a detailed summary of statistics, including
channel utilization, interference levels and SNR by channel,and classi-
fication and details of both Wi-Fi and non-Wi-Fi devices.

An important feature of Spectrum Expert can be configured for a
wide range of customizable alerts,including performance (interference
duty cycle),security,spectrum unitization and SNR,and many elements
of channel utilization.The “device finder” feature can localize a source
of interference,using the tool to guide a moving user closer to it.Finally,
Spectrum Expert integrates with Cisco’s WCS management console for
detailed reporting, but local reporting options are limited to the active
displays — not a major drawback given the typical, real-time use of
these tools in practice.

A few minutes with the manual and/or the very complete online help
facility are recommended,but this product offers a broad range of func-
tionality in a very easy-to-use package, even for those with little back-
ground in spectral analysis.

AirMagnet Spectrum Analyzer
Substantially similar to the Cisco product upon which it is based,

AirMagnet’s entry will have special appeal to customers who are
already using AirMagnet’s various tools.Spectrum Analyzer suffers from
the installation complexity we noted in our review of the packet cap-
ture and analysis capabilities in the company’s Wi-Fi Analyzer product
(www.nwdocfinder.com/9137),although the fact that we’d already reg-
istered with AirMagnet simplified matters somewhat. Beware, though,
that the installation process binds the product to a particular PC,which
may not be convenient in every case.

Apart from that, though, this product works identically to the Cisco
version of this product.

Fluke Networks AnalyzeAir
Fluke’s product also is based on the Cisco technology, and the func-

tionality is almost identical. Installation is easy,and there are two anten-
nas: the same dipole that Cisco and AirMagnet use, plus a directional
antenna. A clip for both is included, but it mounts permanently to the
notebook,which may not be convenient for some.As a consequence we
used the PC card’s internal antenna,which proved to be more than sen-
sitive enough for our testing.Installation was simple and straightforward.

bumblebee

Berkeley Varitronics 
www.bvsystems.com/

$3,100 

Self-contained, integrated, 
calibrated product.

Relatively limited range of
capabilities.

3.75

wi-spy dbx/chanalyzer

Metageek 
http://metageek.net/

$799

Great value, excellent
range of function.

User interface could be
easier to navigate.

3.95

Yellowjacket Tablet

Berkeley Varitronics 

$8,500

Self-contained, inte-
grated, calibrated
product.

Heavy, bulky, relatively
expensive.

3.75

airsleuth-Pro

Nuts About Nets 
www.nutsaboutnets.com/

$395

Inexpensive, good range of function.

No 5 GHz. support, UI needs work.

3.4

cisco’s spectrum expert, the guI for which is pictured
here, is built upon the code cisco picked up in its 2007
acquisition of cognio. fluke and airMagnet — who both oeM
the congio code — offer up a very similar front end view.
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duty cycle), security, spectrum unitiza-
tion and SNR, and many elements of 
channel utilization. The “Device Find-
er” feature can localize a source of 
interference, using the tool to guide a 
moving user closer to it. Finally, Spec-
trum Expert integrates with Cisco’s 
WCS management console for detailed 
reporting, but local reporting options 
are limited to the active displays - not a 
major drawback given the typical, real-
time use of these tools in practice.

A few minutes with the manual and/
or the very complete online help facil-
ity are recommended, but this product 
offers a broad range of functionality in 
a very easy-to-use package, even for 
those with little background in spec-
tral analysis.

AirMagnet Spectrum Analyzer
Substantially similar to the Cisco 

product upon which it is based, AirMa-
gnet’s entry will have special appeal 
to customers who are already using 
AirMagnet’s various tools. Spectrum 
Analyzer suffers from the installation 
complexity we noted in our review of 
the packet capture and analysis capa-
bilities in the company’s Wi-Fi Analyz-

er product, although the fact that we’d 
already registered with AirMagnet 
simplified matters somewhat. Beware, 
though, that the installation process 
binds the product to a particular PC, 
which may not be convenient in every 
case.

Apart from that, though, this product 
works identically to the Cisco product 

upon which it is based.

Fluke Networks AnalyzeAir
Fluke’s product is also based on the 

Cisco technology, and the functional-
ity is almost identical. Installation is 
easy, and two antennas are included, 
including the same dipole that Cisco 
and AirMagnet use, plus a direction-

al antenna. A clip for both is includ-
ed, but it mounts permanently to the 
notebook, which may not be conve-
nient for some. As a consequence we 
used the PC card’s internal antenna, 
which proved to be more than sensi-
tive enough for our testing. Installation 
was simple and straightforward.

Fluke offers a broad range of prod-
ucts using this technology, in various 
combinations with other capabilities 
and even in the form of a standalone 
hardware version. So, as is the case 
with AirMagnet, those already using or 
planning to use Fluke tools will prefer 
this edition.

Moving on to the other analyzers 
tested, they can be divided into tools 
aimed at either the low end or the 
high end of the market. Products from 
Metageek and Nuts About Nets fall in 
the former category while tools from 
Berkeley Varitronics Systems (BVS) 
fall into the latter.

Metageek Wi-Spy DBx
The DBx is the latest in a line of in-

expensive spectrum analysis USB don-
gles from Metageek, dating back to the 
original $99 product of a few years ago 

Cisco’s Spectrum Expert, the GUI for which is pictured here, is built upon the code Cisco 
picked up in its 2007 acquisition of Cognio. Fluke and AirMagnet -- who both OEM the 
Cognio code -- offer up a very similar front end view.
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that many (including us) purchased 
on impulse. The DBx is the first Wi-Spy 
product to cover the 5 GHz (5150-5850 
MHz.) bands, which are of increasing 
importance with 802.11n deployments 
and the availability of low-cost dual-
band Wi-Fi access points and adapters. 
The DBx is very easy to use - install the 
Chanalyzer 3.2 software from the Web, 
insert the dongle, and you’re off.

Metageek’s Chanalyzer application 
is geared towards casual users. Three 
key “views” are presented: Spectral, 
which shows energy over time; Topo-
graphic, which displays waveforms by 
frequency (“popularity” indicated by 
color); and Planar, which shows in-
stantaneous, average and maximum 
energy by frequency.

Recording and playback are support-
ed, with the ability to save data to files 
if desired. Switching between 2.4 and 5 
GHz., or filtering by channel, however, 
involves entering center-frequency and 
bandwidth numbers (or an obscure 
right-click), which is inconvenient. It 
would be nice to be able to just se-
lect specific bands or channels with a 
more obvious metaphor. The manual 
isn’t really a very good tutorial, but it 

will get a user started.
One very clever feature is the ability 

to display sample waveforms with a 
tool to overlay these on live data, mak-
ing it easier to classify a Wi-Fi signal or 
an interferer of any form. We used this 
feature to discover that an access point 
we thought we had set to 802.11n with 
a 40-MHz. channel was in fact operat-
ing in 802.11b mode, a typical problem 
one might encounter. Overall, Chana-
lyzer’s user interface needs work, but 
Wi-Spy DBx is regardless a great entry-

level product that could serve even in 
larger enterprises.

Nuts About Nets AirSleuth Pro
AirSleuth Pro defines the low end of 

notebook-based spectrum analyzers 
today. At only $395 (with even less ex-
pensive - and less capable - versions 
available), this product, which is avail-
able in both USB and PC card versions, 
will get you basic 2.4 GHz. (no 5 GHz. 
capability is included) analysis. The 
hardware is old Proxim HomeRF (PC 

card) and Symphony (USB) adapters. 
Stifle those snickers, after all, these 
are being used only for detection, not 
communications, and their radios are 
more than serviceable at providing the 
data needed for basic spectrum cap-
ture and analysis functions. Setup was 
straightforward; load the software, re-
boot, install the driver, enter a registra-
tion code when it starts up, and you’re 
off. No manual is provided, but a use-
ful, if limited, help capability is avail-
able on the Web.
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Fluke offers a broad range of products using this technology, in vari-
ous combinations with other capabilities and even in the form of a
stand-alone hardware version. So, as is the case with AirMagnet, those
already using or planning to use Fluke tools will prefer this edition.

Moving on to the other analyzers tested,they can be divided into tools
aimed at either the low- or high-end of the market. Products from
Metageek and Nuts About Nets fall in the former category while tools
from Berkeley Varitronics Systems (BVS) fall into the latter.

Metageek Wi-Spy dbx
The DBx is the latest in a line of inexpensive Wi-Spy spectrum analy-

sis USB dongles from Metageek,dating back to the original $99 product
of a few years ago that many (including us) purchased on impulse.The
DBx is the first Wi-Spy product to cover the 5GHz (5150-5850 MHz)
bands, which are of increasing importance with 802.11n deployments
and the availability of low-cost dual-band Wi-Fi access points and
adapters.The DBx is very easy to use — install the Chanalyzer 3.2 soft-
ware from the Web, insert the dongle,and you’re off.

Metageek’s Chanalyzer application is geared towards casual users.
Three key “views” are presented: spectral, which shows energy over
time; topographic, which displays waveforms by frequency (“populari-
ty”indicated by color); and planar,which shows instantaneous,average
and maximum energy by frequency.

Recording and playback are supported,with the ability to save data to
files if desired.Switching between 2.4GHz and 5GHz,or filtering by chan-
nel,however,involves entering center-frequency and bandwidth numbers
(or an obscure right-click),which is inconvenient.It would be nice to be
able to select specific bands or channels with a more obvious metaphor.
The manual isn’t really a very good tutorial,but it will get a user started.

One very clever feature is the ability to display sample waveforms
with a tool to overlay these on live data,making it easier to classify a Wi-
Fi signal or an interferer of any form.We used this feature to discover
that an access point we thought we had set to 802.11n with a 40MHz.
channel was in fact operating in 802.11b mode, a typical problem one
might encounter. Overall, Chanalyzer’s user interface needs work, but
Wi-Spy DBx is a great entry-level product that could serve even in larg-
er enterprises.

Nuts About Nets AirSleuth pro
AirSleuth Pro defines the low end of notebook-based spectrum ana-

lyzers today. At only $395 (with even less expensive — and less capable
— versions available), this product,which is available in both USB and
PC card versions, will get you basic 2.4GHz (no 5GHz capability is
included) analysis.The hardware is old Proxim HomeRF (PC card) and
Symphony (USB) adapters.Stifle those snickers,after all,these are being
used only for detection,not communications,and their radios are more

than serviceable at providing the data needed for basic spectrum cap-
ture and analysis functions. Setup was straightforward; load the soft-
ware,reboot,install the driver,enter a registration code when it starts up,
and you’re off.No manual is provided,but a useful, if limited,help capa-
bility is available on the Web.

As might be guessed by the use of the off-the-shelf radios, responsive-
ness and resolution for this product were both lower than those of the
other products tested — it’s best to let this tool run for a while before
evaluating any reported data. Still,AirSleuth Pro does a credible job of
showing instantaneous energy in the 2.4GHz band, along with a
heatmap of energy over time.

An interesting feature is an analysis of the “best” Wi-Fi channel,deter-
mined by cumulative energy sensed in each channel over time. This
might be useful in very small installations, but would likely not help in
larger deployments where the 1-6-11channel allocation is almost uni-
versally (but perhaps not optimally) applied.Another interesting facili-
ty is a network discovery capability,listing sensed Service Set Identifiers
by channel, signal strength and quality and traffic density.

We weren’t crazy about the user interface (the dynamic re-scaling of
some views made it hard to focus on the data), but there’s an impres-
sive array of functionality available here, especially considering the
price. If only AirSleuth Pro could deal with the 5 GHz.bands, this prod-
uct would have scored higher.

berkeley Varitronics Systems (bVS) bumblebee 
and Yellowjacket-b/A/N/g

BVS has been building mobile spectrum analyzers of many forms for
quite some time, and today offers a broad product line covering both
WLAN and wireless WAN technologies.The WLAN products are various
editions of the Bumblebee (based on an HP iPaq hx2790c running
Windows Mobile 5 with attached custom electronics), and the
Yellowjacket-Tablet,which is based on the Samsung Q1 UMPC.

In both cases, the computer is connected to an external radio sensor
via a custom bracket and cables.The result is somewhat bulky,and the
Yellowjacket even comes with a pole to support the unit during extend-
ed use. Hand and shoulder straps are also provided, but we’re not sure
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■ Mathias is a member of the Network World Lab alliance, a
cooperative of the premier testers in the network industry, each
bringing to bear years of practical experience on every test. for
more Lab alliance information, including what it takes to become
a partner, go to www.networkworld.com/alliance.

See WLAN, page 28
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As might be guessed by the use of 
the off-the-shelf radios, responsiveness 
and resolution for this product were 
both below those of the other products 
tested - it’s best to let this tool run for a 
while before evaluating any reported 
data. Still, AirSleuth Pro does a cred-
ible job of showing instantaneous en-
ergy in the 2.4 GHz. band, along with a 
heatmap of energy over time.

An interesting feature is an analy-
sis of the “best” Wi-Fi channel, deter-
mined by cumulative energy sensed in 
each channel over time. This might be 
useful in very small installations, but 
would likely not help in larger deploy-
ments where the 1-6-11channel alloca-
tion is almost universally (but perhaps 
not optimally) applied. Another inter-
esting facility is a network discovery 
capability, listing sensed Service Set 
Identifiers by channel, signal strength 
and quality and traffic density.

We have to say that we weren’t crazy 
about the user interface (the dynamic 
re-scaling of some views made it hard 
to focus on the data), but there’s an 
impressive array of functionality avail-
able here, especially considering the 
price. If only AirSleuth Pro could deal 

with the 5 GHz. bands, this product 
would have scored higher.

Berkeley Varitronics Systems (BVS) 
Bumblebee and Yellowjacket-B/A/N/G

BVS has been building mobile spec-
trum analyzers of many forms for quite 
some time, and today offers a broad 
product line covering both WLAN and 
WWAN technologies. The WLAN prod-
ucts are various editions of the Bum-
blebee (based on an HP iPaq hx2790c 
running Windows Mobile 5 with at-
tached custom electronics), and the 
Yellowjacket-Tablet, which is based on 
the Samsung Q1 UMPC.

In both cases, the computer is con-
nected to an external radio sensor 
via a custom bracket and cables. The 
result is somewhat bulky, and the Yel-
lowjacket even comes with a pole to 
support the unit during extended use. 
Hand and shoulder straps are also pro-
vided, but we’re not sure that casual 
enterprise users will be happy with the 
form factor of these products - they are 
not really comfortable to carry around. 
To be fair, though, notebook comput-
ers aren’t really an improvement here. 
The BVS products come in rugged 

(and large) flight cases with a wide 
array of accessories and available op-
tions, including directional antennas 
for improved sensitivity.

The included documentation isn’t 
great - it’s not well-organized and 
somewhat cursory, perhaps reflecting 
the intended more-sophisticated audi-
ence. But a few instructional DVDs are 
included, correcting for this inadequa-
cy to some degree.

Bumblebee is certainly a highly por-
table package, but the small screen 
(and compact user interface) and rela-
tively slow scan rate limit the benefits 
of the form factor. Still, once one be-
comes familiar with the user interface, 
there’s a lot of function here. Arbi-
trary swaths of spectrum or individual 
channels can be scanned. Cumulative 
spectrograms and histograms of ener-
gy can be displayed. And it’s possible 
to export captured data to a separate 
application on a PC for more detailed 
analysis.

The Yellowjacket application has a 
decidedly DOS feel to it, and is not ter-
ribly intuitive to use. Zooming in on 
specific channels and detailed device 
information are both available; record-

ing and playback are supported, but 
many features are difficult to find. Once 
they are, though, there’s an amazing 
amount of information available when 
examining a single media access con-
trol address including RSSI over time, 
delay spread, multipath analysis, traf-
fic analysis, and more - but, again, get-
ting to all of this isn’t obvious.

The interference analysis capability is 
similar to that in Metageek’s Chanalyz-
er, but nowhere as convenient to use. 
In short, there’s a lot here, but with a 
relatively steep learning curve. On the 
plus side, this is the only product with 
built-in GPS, making it a good choice 
for outdoor applications.

And the winner is…
All of the products tested could serve 

the needs of enterprise network plan-
ners, for pre-installation RF sweeps, 
and network operations staff for trou-
bleshooting and ongoing analysis. 
All discovered the devices we set out 
as interferers (access points, cord-
less phones and a microwave oven), 
with varying reports of specific signal 
strength. We were pleased to discover 
that the continuous video stream usu-
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ally on in the office generated surpris-
ingly little traffic, and thus interference, 
to others on Wi-Fi Channel 11.

But picking a winner here is tough 
because of the large range of prices 
and capabilities represented in the 
products tested. If we had to pick 
just one, though, we’d go with Cisco’s 
Spectrum Expert. It’s robust, flexible 
and useable by those with little back-
ground in traditional spectrum anal-
ysis - in other words, by enterprise 
installation and support staff. AirMa-
gnet users might want to purchase its 
version of this product, as it integrates 
with other AirMagnet tools. Fluke Net-
works also provides a number of im-
plementations of this functionality, in-
cluding a standalone wireless version 
of their EtherScope Series II Network 
Assistant. At any rate, the functional-
ity in the Cognio descendents is rich 
and makes spectral analysis a breeze 
in enterprise settings.

But it’s fair to point out that the en-
try price for all of the above is above 
$4,000, including a PC, so that may 
direct some users to the two low-end 
tools reviewed here. Both are quite 
useable, but the responsiveness, 5 

GHz. coverage, and interference anal-
ysis tools in the Metageeks product 
gives it the nod. They also have a 2.4 
GHz.-only product (Wi-Spy 2.4x) that 
sells for $399.

The BVS products will appeal to those 
who need spectral-analysis function-
ality every day. They’re designed for 
continuous (and even outdoor) duty, 
and these products are rugged, cali-
brated test equipment. The range of 
function and ease of use, however, 
was somewhat disappointing. While 
the price of the Yellowjacket is fairly 
high relative to the others tested here, 
keep in mind that a PC of some form is 
also required for the other tools. The 
out-of-the-box, ready-to-go nature of 
the Bumblebee and the Yellowjacket 
will be attractive to many - but an up-
date in user interface, especially for 
the Yellowjacket, should be in the 
works here.

Mathias is a principal with Farpoint 
Group, an advisory firm specializing in 
wireless networking and mobile commu-
nications. His blog, Nearpoints, resides 
at Network World. He can be reached 
at craig@farpointgroup.com.

By Craig Mathias
Our test procedures included the installation/configuration and 

feature comparison of all products, as well as evaluation of the ca-
pabilities of each product when exposed to both Wi-Fi (a compet-
ing connection on the same channel) and non-Wi-Fi (microwave 
ovens and cordless phones) interference. As is typically the case, 
products were rated on installation, ease-of-use, features, and 
documentation.

As the AirMagnet, Fluke and Cisco products are all based on the 
same technology (the Cognio software Cisco picked up its 2007 ac-
quisition), we decided not to tempt fate and risk software conflicts, 
installing each of these on separate notebooks, all running XP Pro 
SP2. The AirSleuth and Metageek products were installed on the 
same notebook as the Cisco product, and the Berkeley Varitronics 
products, both based on handheld devices, were used as-is, right 
out of the box. We did not attempt to calibrate the products, and 
we assumed specific measurements in dB might not be precise. 
That’s OK for enterprise use; what’s important in products in this 
class is the ability to identify Wi-Fi and other signals and to evalu-
ate channel behavior relative to signal strength and interference.

We usually disabled the internal radios (Bluetooth and Wi-Fi) in 
our test PCs, as these can interfere with measurements, but oc-
casionally enabled them to gather Wi-Fi-specific data reported by 
some of these tools. No other applications were running on any of 
the PCs during testing.

How we tested the WLAN spectrum 
analyzers

mailto:craig@farpointgroup.com
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ROCK SOLID AND DEPENDABLET

Days may be numbered for standalone 
spectrum analyzers 
By Craig Mathias

Spectral analysis can involve a signifi-
cant investment in time and money, 
and the result is the availability of a tool 
that is carried from location to location 
as part of normal operations.

There is currently an emerging trend 
of integrating spectral-analysis capa-
bilities directly into Wi-Fi infrastructure. 
This is the strategy being applied by 
Cisco with its Spectrum Intelligence so-
lution and Motorola with its AirDefense 
Enterprise Spectrum Analysis solution. 
AirMagnet also has a version of its sen-
sor packaged like an access point for 
distributed spectral analysis.

The advantages of this integrated ap-
proach are many: there is no need to 
purchase (perhaps several) mobile 
spectral analyzers; no need to send ex-
pensive talent on a foot race in search 
of interference; no need to train staff to 
recognize particular waveforms (thanks 
to centralized automation); and the 
advantages of having centralized 24/7 

monitoring of potential spectral issues 
are obvious.

We believe that given ever-increasing 
traffic and the mission-critical nature of 
Wi-Fi in an ever-growing number of en-
terprises, that the network-centric spec-
tral-assurance strategy will eventually 
dominate, especially as competition 
heats up in this area and always-cost-
conscious customers insist on network-
centric spectral-analysis capabilities.

We do not believe, however, that ever-
greater levels of accuracy will be part of 
this vision. Enterprise-class spectrum 
analyzers need not be the calibrated 
test equipment used in product design, 
manufacturing, regulatory compliance, 
and similar high-precision engineering 
activities. All that’s really required is the 
ability to identify interference and cov-
erage problems, report these, and, ide-
ally, take action in terms of automated 
network-management reconfigura-
tions to address Layer-1 challenges as 
they are recognized.

E-mail this article)

Clear choice test: WLAN management

http://www.cisco.com/en/US/prod/collateral/wireless/ps5678/ps6973/prod_brochure0900aecd806caa70_ns736_Networking_Solutions_Brochure.html
http://www.cisco.com/en/US/prod/collateral/wireless/ps5678/ps6973/prod_brochure0900aecd806caa70_ns736_Networking_Solutions_Brochure.html
http://www.airdefense.net/products/features/spectrum_analysis.php
http://www.airdefense.net/products/features/spectrum_analysis.php
http://www.dnsstuff.com
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Becoming green or just greenish? 
OK, OK. I know 

you’re working on 
becoming “green” or 
you’re at least think-
ing you’d better have 
a good story when the 
CEO decides he wants 
to mount the environ-
mentally conscious 

hobby horse so he can ride it to the 
next shareholders meeting, but wait! 
What does being green really mean?

It seems that many people in the IT 
world (and the business world in gen-
eral) treat being green as a pain in the 
butt rather than a serious responsibil-
ity. Just consider this sentence from 
an industry publication: “Going green 
doesn’t have to be just an exercise in 
tree hugging. It can have a positive ef-
fect on your company’s budget, too.”

The reference to “tree hugging” is 
shorthand for something along the lines 
of “Things that crazy hippies who enjoy 
drum circles do,” while the conclusion 
about being good for your budget re-
duces the concept to, at best, basic self-

interest. In other words, the sentiment 
is that being green is something that 
comes as a result of dropping a deep 
knee bend to mammon.

While there are indeed potential cost 
savings that can come from making en-
vironmental concerns part of your IT 
strategy, there’s the bigger issue of doing 
so because it is the right thing to do.

Now, there’s no doubt doing “the right 
thing” was traditionally a concept at 
odds with the focus of most corpora-
tions. Corporations, in general, and 
particularly where very large organi-
zations are concerned, exist primarily 
to make profit as their first, second, 
and third priorities. This means most 
social and cultural values are distant 
runners-up in the list of things corpo-
rations are concerned about.

What’s starting to change this attitude 
towards “greening” is evolving public 
sentiment and governmental pressure, 
and only the most arrogant corpora-
tions are willing to ignore the obvious 
social demand to be proactive about 
environmental responsibilities.

E-mail this article)

back spin
Mark
Gibbs

http://www.networkworld.com/tnd03230958
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But that’s the problem: Much of what 
I’m seeing is just for the appearance of 
doing something – a program here, a 
program there. You might argue that is 
better than nothing and, to some ex-
tent you may be right, but here’s my 
concern: the consequences. If, for ex-
ample, you virtualize servers to save 
power but then go and buy PCs that 
aren’t designed to be recycled, that’s 
not really being green. It’s that lack of 
analysis that’s the problem.

A couple of years ago when the green-
ing of IT was first becoming an issue I 
interviewed a hosting provider that shall 
remain nameless. This company’s big 
pitch was it was really, really green.

They told me about how they pur-
chased the power to run part of their 
operation through renewable energy 
credits – a scheme for purchasing 
electricity indirectly from renewable 
resources. OK, but that doesn’t mean 
you are green, just that you are sup-
porting a green initiative while you 
could still be squandering the power 
by using it inefficiently.

They also told me how their roof 
and car park were covered with so-
lar cells which supplied the rest of 

their power needs. “Sounds good,” I 
said, “But tell me, have you done a 
life-cycle analysis.”

What I wanted to know was whether 
they had actually factored in all of the 
products and services they used from 
acquisition to disposal so they could 
prove they were being realistically en-
vironmentally responsible. For exam-
ple, had they considered the cost and 
environmental impact when the time 
came to dispose of their solar cells? 
Nope, they had done none of this and 
so their green pitch was essentially 
meaningless.

It’s this sort of birth to death analysis 
that determines whether you’re serious 
and, once again, it’s the difference be-
tween a tactical approach and a real 
strategy.

So is your company treating becom-
ing environmentally responsible as a 
real strategy or through a set of discon-
nected tactics? Are you on the road to 
becoming “green” or merely becoming 
“greenish”?

Gibbs is trying to conserve in Ventura, 
Calif. Tell him the hue of your strategy at 
backspin@gibbs.com.

http://www.networkworld.com/newsletters/itlead/2009/030209itlead1.html
mailto:backspin@gibbs.com
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Smart Buy

Smart Buy

HP BladeSystem c3000 Enclosure
$3,499 (Save $2,319)
Lease for just $86/mo.1

 [PN: 481657-001]

Supports up to 8 server/storage
blade devices in a 6U enclosure

HP ProLiant BL465c G5 Server Blade
$1,539 (Save $450)
Lease for just $38/mo.1

 [PN: 501280-001]

Quad-Core AMD Opteron™ 
2300 Series Processor and supports 
AMD Virtualization™ technology
4 GB memory; supports up to 
64 GB memory

HP ProLiant DL385 G5p Rack Server
$2,929 (Save $1,017)
Lease for just $72/mo.1

 [PN: 501542-005]

2 Quad-Core AMD Opteron™ 

AMD Virtualization™ technology
Supports up to 6 large form factor, or 
16
cage), high-performance SAS hard drives
8 GB memory 
Integrated Lights-Out 2 (iLO 2), Systems 
Insight Manager, SmartStart

Smart Buy

HP Ultrium 448 SAS 
Internal Tape Drive Bundle
$1,149 (Save $349)
Lease for just $33/mo.1

 [PN: AG735A]

400 GB compressed capacity in 
half-height form factor

One-Button Disaster Recovery, and a 
Host Bus Adapter

Smart Buy

ALTERNATIVE THINKING ABOUT MANAGING COSTS:

Lean price. Mean technology.
your business the technology to reach its full potential. HP storage and server solutions do just that—erasing the gap 

Technology for better business outcomes.

1Prices shown are HP Direct prices; reseller and retail prices may vary. Prices shown are subject to change and do not include applicable state and local taxes or shipping to recipient’s address. Offers cannot be combined with any other offer or discount and are good 
while supplies last. All featured offers available in U.S. only. Savings based on HP published list price of configure-to-order equivalent (Enclosure: $5,818 – $2,319 instant savings = SmartBuy price of $3,499; BL Server: $1,989 – $450 instant savings = SmartBuy 
price of $1,539; DL Server: $3,946 – $1,017 instant savings = SmartBuy price of $2,929; Tape Drive: $1,498 – $349 instant savings = SmartBuy price of $1,149). Financing available through Hewlett-Packard Financial Services Company and its subsidiaries 
(HPFSC) to qualified commercial customers in the U.S. and is subject to credit approval and execution of standard HPFSC documen tation. Prices shown are based on a lease 48 months in term with a fair market value purchase option at the end of the term and  are valid 
through April 30, 2009. Other rates apply for other terms and transaction sizes. Financing is available on transactions greater than $349. Other charges and restrictions may apply. HPFSC reserves the right to change or cancel this program at any time without notice.
*Financing available through Hewlett-Packard Financial Services Company (HPFSC) to qualified commercial customers in the United States and Canada and is subject to credit approval and execution of standard HPFSC documentation. Offer valid through April 30, 2009 
on transactions in the United States between $1500 USD and $150,000 USD and in Canada between $5000 CAD and $150,000 CAD. Twelve-month, 0% financing assumes transaction is documented as a lease with a $1 (or local currency equivalent) end-of-term 
purchase option. Thirty-six month, 0% financing is an implicit lease rate, assuming lessee does not exercise a fair market value purchase option at the end of the lease term and timely returns the leased equipment to HPFSC. Other charges, including taxes, fees and 
shipping charges, may apply. Not all HP products are eligible for 0% lease rate. Not all customers may qualify for these rates. Other restrictions may apply. HPFSC reserves the right to change or cancel this program at any time without notice.
AMD, the AMD arrow logo, AMD Opteron and combinations thereof, are trademarks of Advanced Micro Devices, Inc.
© 2009 Hewlett-Packard Development Company, L.P. The information contained herein is subject to change without notice.

Special 0% fi nancing for up to 36 months also available.*
To learn more, call 1-888-860-9573 or visit hp.com/servers/affordable30

Celebrity Tweeting ‘sparks kitchen fire’
It was only a matter 

of time before this 
Twitter madness leapt 
from merely hypno-
tizing the masses 
and bastardizing the 
language to causing 
real-world mayhem 
for those (like me) 

caught in its seductive clutches.
Here’s what happened: Curt 

Monash, a technology analyst and 
Network World blogger, was twit-
chatting at 1:30 a.m. with actor LeVar 
Burton -- Lt. Commander Geordi La 
Forge on “Star Trek: The Next Gen-
eration” and Kunta Kinte on “Roots.” 
For the fiery details we turn now to 
my Q&A with Monash, which Twit-
ter users should note approvingly 
consists of questions and answers 
stretching no more than 140 charac-
ters, putting aside the windier blog 
excerpt. (We’ll get to Burton’s re-
sponse below.)
Buzzblog: Please describe the 

sequence of events, beginning of 

course with telling us your Twitter 
platform of choice.
Monash: I still Twitter from the Web 

interface. Tweetdeck’s data corrup-
tion is intolerable.

From a Monash blog post: “While I 
was tweeting away in the middle of 
the night, I heard a shout from my 
wife. It turned out that we had a fire 
on our 49-year-old electric stove. A 
burner had failed to turn off, a plastic 
cutting board had fallen onto it, and 
flames had started. ... The fire left a 
small part of our house destroyed, 
a large part uninhabitable, and the 
rest uncomfortable. The insurance 
company happily feels obligated to 
set things to rights.”
Buzzblog: So how would you rate 

Twitter’s combustibility risk alongside 
those associated with, say, laptop bat-
teries and indoor barbecuing?
Monash: Twitter is entitled to hum 

a few choruses of “We Didn’t Start 
the Fire”.
Buzzblog: How seriously do you see 

this fire hampering Twitter’s ability 
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to fashion its long-awaited revenue 
model and/or attract a buyer?
Monash: Any excitement could 

serve as a distraction.
Buzzblog: Given that it was tweeting 

with a celebrity that ignited this blaze, 
should we all stick to Twitter nobod-
ies from now on just to be safe?
Monash: You’re confusing correla-

tion with causality. Are you a chiro-
practor?

Clearly smoke inhalation had cloud-
ed the man’s appreciation of how se-
riously he had been wronged here 
and I presume liability lawyers will 
be lining up to set him straight.

Even Burton recognized the legal 
peril -- eventually -- as evidenced by 
this reply he left on Buzzblog: “Al-
though Mr. Monash did mention in 
a subsequent ‘tweet’ that there had 
been an incident, I had no idea the 
kitchen fire had caused that much 
damage. Although I AM very sorry 
that Mr. Monash and his family...

“Hold on. … My lawyer just stepped 
into the room. … He’s instructed 
me to say the following: “I have no 
knowledge of any blaze, inferno, 
conflagration or anything of the sort. 

I do not know Mr. Monash and in fact 
have never heard of him. Anything to 
the contrary is simply inflammatory 
and incendiary!”

At the very least, Twitter owes 
Monash a new kitchen.

Here’s why print publications must en-
dure

Last week’s debut of an online-only 
Seattle Post-Intelligencer has been 
widely panned as a journalistic rear-
ranging of the deck chairs and cited as 
yet another nail in the coffin of dead-
tree news publication.

Piffle. Recently we had a few chuck-
les here at the expense of Google’s 
new “Tip Jar,” an experiment that’s 
designed to leverage “the wisdom of 
crowds” to save us money in our ev-
eryday lives. Here’s a reply I received 
to that column: “This was very funny. 
It was the first time I’ve ever laughed 
while reading a magazine in the bath-
room.”

No higher praise may a pundit ex-
pect.

If you’d like to try, the address is buzz@
nww.com.

http://www.networkworld.com/columnists/2009/031209-buzz.html
http://www.networkworld.com/columnists/2009/031209-buzz.html
mailto:buzz@nww.com
mailto:buzz@nww.com
mailto:buzz@nww.com
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Formatted for better readability, Network World’s e-dition contains the same  
content as our print publication along with extras not available in print.  
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1. �Navigation – Bookmarks; highlighted, clickable 
stories on the front page; clickable table of con-
tents; thumbnails on “pages” tab and Acrobat’s 
own tools make moving around in the e-dition 
simple.

2. �Search – Easily search www.networkworld.com 
or the e-dition for more information.

3. �Clickable ads – Click anywhere on the ad to link 
to their Website.

4. �E-mail this article – Send an article to a friend 
or colleague.

5. �Comment on this article – Share your insight 
with others! Comments appear on our commu-
nity site at www.networkworld.com/community.

6. �Related links – In-content links that help you 
find additional information.

7. �Stories on similar topics – A list of links to 
related stories appears at the end of most stories. 

8. �Feedback – Let us know what you liked or how 
we could improve your reading experience.
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