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Street Address
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Cell: 555-123-4567
Cole.Hanson@domain.com

INTRODUCTION:

I am currently employed with the United States Army as a government civilian at Fort Huachuca located in Sierra
Vista, Arizona. and desire to relocate to San Diego, California after nearly ten years here in Arizona; | am available
after a nominal notice before relocating.

I am seeking a position with responsibilities where | can leverage my experiences in information assurance and
Information Technology as a project/program management/integrated product team member.

I would prefer a position working in a DOD or military environment.

SUMMARY: 1 am a certified Program Management Professional (PMP), Certified Information Systems Security
Professional (CISSP); | also have a Masters Degree in Information Systems. | have a proven track record of
successfully directing teams and projects. | am experienced in program and project management, most recently as
the Project Manager for the development of 3rd Army Central, Theater Common Operational Picture which is a
business intelligence driven data analysis tool.

I am a commissioned officer, Lieutenant Colonel, in the Army Reserves and have over 25 years military service
with tactical, operational and strategic experience. | am experienced working in joint, coalition and combined
operational level assignments. In addition to my IT experience | also have over 15 years of military service as an all
source intelligence officer.

PROJECT MANAGEMENT PORTFOLIO: $10M 3™ Army Central (ARCENT) Theater Common Operational
Picture (A-TCOP), $11M Electronic Security System installations for Pacific Air Force Command (PACAF),
Security Forces; $30M PACAF Air Force Base Information Transport System (ITS) upgrade projects; $4.2M United
States Forces Korea Indications and Warning Center renovation; $1.6M Deployable Communications Packages for
Operation Enduring Freedom; Encampment security during Operation Sea Signal, Guantanamo Bay Cuba; Establish
a Defense Intelligence Agency accredited Sensitive Compartmented Information Facility (SCIF) in a foreign
country.

EDUCATION:

Masters of Science, 2002, Computer Information Systems, University of Phoenix

Bachelors of Science, 1991, Criminology , University of Tampa, Tampa, Florida
Distinguished Military Graduate, Reserve Officers Training Corps, University of Tampa 1991

SECURITY CLEARANCE: Current security investigation performed 14 January, 2008; | will provide additional
details upon request.

CERTIFICATIONS:

Defense Acquisition Workforce Improvement Act - Information Technology Acquisition level 111 Certified 09/06/11
Certified Information Systems Security Professional (CISSP), 75126, 06/01/2011

Defense Information Systems Agency, Information Assurance Manager 06/01/2011

Program Management Professional (PMP), 487160, 06/01/2011

Information Technology Infrastructure Library V3 (ITIL) IT Service Management Foundation, 02/08/2008

Certified Telecommunications Project Manager (TPM) 09/19/2007 (expired)

Certified Ethical Hacker (CEH) 02/18/2005

CompTIA Network + Certified Professional 06/06/2003
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WORK EXPERIENCE:
05/16/2011 to Present — Department of Defense Civilian- GS-13 (IT Specialist (INFOSEC)) — Fort Huachuca,
AZ
I am a Senior Information Assurance systems security certification specialist and project team lead for the
Development Systems Support (DSS) team. Serve as the alternate senior project lead for DSS. | am responsible for
the compliance verification of information assurance controls in accordance with the Department of Defense
Information Assurance Certification and Accreditation Program (DIACAP) and other statutory and regulatory
requirements. | perform vulnerability analysis to determine risks to the system and the network, considering system
development and operational environments, threats, and vulnerabilities to make recommendations for security
solutions and countermeasures to mitigate risks considering Federal, DoD and DA regulatory guidance, higher level
policies, and system unique concerns.

e Lead successful system evaluations meeting all budgetary and deliverable timelines.

e Provided project and financial management for 10 system evaluations all meeting schedule and budget.

e Negotiated work plan scope, execution dates and costs with new and repeat customers.

03/24/2010 to 04/20/2011 — Reserve Mobilization, 3"* Army Central, Logistics Directorate (G4), Chief
Logistics Automation, Lieutenant Colonel (LTC), Camp Arifjan, Kuwait

| was assigned as the Logistics Automation Chief, G4 for 3 Army Central (ARCENT) and project manager for the
system development for the ARCENT theater common operational picture (A-TCOP) project. | managed the theater
support for standard army management information systems (STAMIS), theater coordinator for field service support
for five program managed systems. | was the contract officer representative (COR) for 2 contracts and assistant
COR (ACOR) for 6.

Project was under budget and ahead of schedule

Awarded $56M in support of 15 contracts.

Managed a team of 18 contractors supporting system development, testing and implementation.

Identified a $500K savings on one contract while still increasing overall productivity.

05/11/2009 to 03/23/2010 — Department of Defense Civilian- GS-13 (IT Specialist (INFOSEC)) — Fort
Huachuca, AZ
I was a Senior Information Assurance systems security certification specialist and project team lead for the
Operational Systems Support (OSS) division. | was responsible for the compliance verification of information
assurance controls in accordance with the Department of Defense Information Assurance Certification and
Accreditation Program (DIACAP) and other statutory and regulatory requirements. | performed vulnerability
analysis to determine risks to the system and the network, considering system development and operational
environments, threats, and vulnerabilities to make recommendations for security solutions and countermeasures to
mitigate risks considering Federal, DoD and DA regulatory guidance, higher level policies, and system unique
concerns.

e Performed 7 system certifications on budget and met all deliverable dates.

e Managed contract support teams in support of evaluation projects.

10/20/2008 to 05/11/2009 — IT Project Manager — NCI Inc., Sierra Vista, AZ
I performed analysis of network IT programs/projects for the U.S. Army Network Enterprise Technology
Command/9th Signal Command (Army) (NETCOM/9th SC (A)), Enterprise Systems Technology Activity (ESTA)
to integrate new technology capabilities and the current network legacy environment into the enterprise integrated
network solution. | also provided technical planning, coordination, integration, and operational support knowledge
necessary to access networks program/project to determine if they are fully-integrated to meet Army and Joint
NetOps doctrinal and operational requirements.
e Met project schedule requirements in support of the Army Processing Center proof of concept test.
e Led integrated product team project discussions for the Enterprise Resource Forrest in Europe proof of
concept.
o  Successfully accredited proof of concept system for testing and obtained approval to connect to the network
with Defense Information System Agency.
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04/01/2008 to 10/16/08 — Program Manager — Security Engineering Division - Pacific, SAIC, Honolulu, HI
I was responsible for program management functions and fielding of Force Protection Electronic Security Systems;
also responsible for full lifecycle engineering. | managed the operational aspects of ongoing projects and serves as
liaison between project management, project team, and line management. | reviewed status of projects and budgets;
manages schedules and prepares status reports. | assessed project issues and develop resolutions to meet
productivity, quality, and client-satisfaction goals and objectives. | developed mechanisms for monitoring project
progress and for intervention and problem solving with project managers, line managers, and clients.
e  Met cost and schedule for 5 projects installing Electronic Security Systems with a contract value over $11
million dollars.
e  Saved the government approximately $500K across multiple contracts while increasing company profits.
e Reduced company profit margin loss on previously initiated tasks by applying value engineering
techniques.

07/5/2005 to 03/31/08 — Program Manager — Pacific Air Forces Network Infrastructure, SAIC, Honolulu, HI
I was responsible for the Program Management of the Pacific Air Forces (PACAF), Communications and
Information Directorate, telecommunications and data infrastructure programs. | planned organized, directed, and
tracked all aspects of the projects, including technology, schedule, cost, contract and customer satisfaction. |
provided subject matter expertise on network operations and information assurance to Pacific Air Forces network
operations center.
e Met cost and schedule for 8 major Air Force base infrastructure upgrade projects with a contract value of
$30 million dollars.
e Task lead for SAIC; supported 15 personnel and directly evaluated 4 personnel.
e Provided engineer support designing the Voice Over Secure Internet Protocol (VOSIP) design for the
Pacifica Air Force.
e Consulted on accrediation documentation and risk mitigation actions for the Pacific Air Forces network.
e Advised government personnel on current and future fiscal year budgetary and contractual issues.

09/26/2004 to 06/29/2005 - Network Security Engineer, Signal Solutions Inc., Sierra Vista, AZ
I provided network security engineering support to Installation Information Infrastructure Modernization Program
(I3MP) and Land Mobile Radio (LMR) programs. | performed research of regulations; conducted risk assessments,
vulnerability assessments, and developed system accreditation documentation | provided expert knowledge on:
information assurance, security engineering, security architectures, security management, and security planning and
security baseline development.

e Completed on schedule System Security Authorization Agreements (SSAA) for 4 Army posts.

e Completed ahead of schedule the phase | accreditation documentation for land Mobile Radio system

(LMR).

04/01/2004 to 09/25/2004 — Reserve Mobilization, U.S. Forces Korea, G2, IT Project Manager, Major (MAJ),
Seoul, Korea
I was the project manager for a $4.2M dollar modernization project for the Korean Theater Intelligence and Warning
Center in support of the Commander for United States Forces Korea (USFK). | managed scope, schedule, and costs
associated with the systems engineering, integration, installation, and testing. | was coordinated all work within a
secure facility by foreign contractors and coordinated intelligence system network connectivity throughout the
Korean theater for a joint and common operational picture (COP).
e  Project completion was ahead of schedule and on budget.
e Recommended and implemented IT solutions for system and networking problems arising from
architectural, database, or distributed system constraints.
e Provided techniques, tactics and procedures (TTPs) for visualizing the threat by fusing and displaying
Intelligence, Surveillance, and Reconnaissance (ISR) information with real-time intelligence feeds, creating
intelligence Common Operational Picture.
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01/06/2003 to 03/31/2004 - Network Security Engineer, Signal Solutions Inc., Sierra Vista, AZ
| provided security engineering support to the Installation Information Infrastructure Modernization Program
(I3MP). | performed research of regulations; conducted risk assessments, vulnerability assessments, and developed
system accreditation documentation. | provided expert knowledge on: information assurance, security engineering,
security architectures, security management, and security planning and security baseline development.
e Completed on schedule the Korean Wide Area Network and 17 individual System Security Authorization
Agreements (SSAA) and Certifications
e Completed on schedule System Security Authorization Agreements (SSAA) for 4 Army posts.
e Participated as a member of the installation and integration team for the Army Top Level Architecture
(TLA) implementations in Korea and Japan.

02/10/2001 to 01/05/2003 - Brigade Information Management Officer, US Army Active Duty — Captain (CPT),
Fort Huachuca, AZ
| engineered, installed, and managed the data communications for the 11" Signal Brigade while in garrison and in
support of Operation Enduring Freedom which spanned 7 countries. | made determination of current/future
information technology needs, analyzing systems and requirements which may have Command and/or Army-wide
application. 1 provided technical assistance to supported customers; trouble-shooting networks and systems,
hardware, software and IT system requisitions.

e Led the engineering, procurement, and management of data and telecommunications packages worth

$1.6M dollars to support Operation Enduring Freedom (OEF) in 7 countries during 2001-2002.

e Led the Windows 4.0 to Windows 2003 migration effort for 1500 workstations.

e Implemented a server consolidation solution reducing server footprint from 10 to 5 core servers.

e  Supervised 25 IT technicians supporting telecommunications and data networks.

10/02/1998 to 02/09/2001 - Intelligence Operations Instructor - US Army National Training Center, US Army
Active Duty — Captain (CPT), Fort Irwin, CA
I was assigned as an Observer Controller/Trainer and subject matter expert in the area of Military Intelligence,
Battle Staff training and tactical operations center (TOC) processes. | trained military personnel on current tactics,
techniques and procedures for battalion battle staff training. I was the unit’s subject matter expert in the areas of
military training, military intelligence doctrine specific to the War Fighting Functions, and military decision making
process.
e Selected from 200 candidates to coach, teach, and mentor brigade and battalion intelligence sections and
during Leader Training Programs.
e Taught doctrine and tactics, techniques and procedures for combat intelligence operations
e Recognized by numerous unit commanders for mentorship and intelligence training given to their staff
during planning, preparation, and execution of missions.
e Selected to train Virginia National Guard unit at home as adhoc preparation for a unit rotation to the
national training center.

10/17/1997 to 10/17/1998- Company Commander A Company, 532" Military Intelligence Battalion — Captain
(CPT), Seoul, Republic of Korea

| served as a company commander of a Military Intelligence company in support of United States Forces Korea
(USFK). Ultimately responsible for the ability of the company to fight and win in combat. | planned and executed
individual training of the Soldiers and collective training of the company to maintain mission readiness in support of
the USFK Joint Intelligence (J2). Sustained mission readiness of materials and assigned property valued at over $1.5
million. | was responsible for the health, welfare, training and professional development of 140 soldiers assigned to
the company. | enforced the highest standards in soldier appearance, morale, discipline and safety.

Supervisor for 140 military personnel and civilians.

Leadership resulted in the highest reenlistment rate for the battalion.

Established the highest company average physical fitness scores in the battalion.

Led the battalion to winning the U.S. Army Intelligence and Security Command Small unit Maintenance
Award.
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08/01/1996 to 10/17/1997 - Joint Intelligence Officer, US Army Active Duty — Captain (CPT), Seoul, Republic
of Korea
Joint Intelligence Officer to support the United States Forces Command (USFK), Assistant Chief of Staff for
Intelligence (J2). | was responsible for providing the commander with all-source intelligence assessments and
estimates at the tactical, operational, and strategic levels dealing with enemy capabilities, intentions, vulnerabilities,
effects of terrain and weather on operations, and predicts enemy courses of action. Coordinated tasking of
intelligence collection assets; produced threat estimates to support doctrine, training; and combat developments;
disseminated intelligence information and products.
e Provided oversight of a multinational intelligence team of 6 tasked to analyze and rewrite the Korea
Peninsula Intelligence Estimate.
o  Established a Sensitive Compartmented Information Facility (SCIF) for Secret High accredited LAN.
e Conducted an extensive study of North Korean artillery and authored a report of findings which was
submitted to the Chairman of the Joint Chiefs of Staff during 1998 congressional hearings.
e Selected to act at the Eighth United States Army (EUSA) Chief, Analysis Control Element during the 2™
Infantry Division Warfighter Exercise.

06/01/1995 to 08/01/1996 —Brigade Combat Team Air Defense Artillery Liaison Officer , US Army Active
Duty — Captain (CPT), Fort Carson, Colorado
| was selected to serve as the battalion’s air defense liaison officer to the 3" Brigade Combat Team, 4™ Infantry
Division. | planned air defense operations for the brigade staff and coordinated mission coverage directly with the
supporting air defense unit.
o Air Defense plan denied enemy air assault from reaching objective requiring full mission reset for exercise.
e Highest number of enemy aircraft kills in a single unit rotation to the National Training Center.

06/01/1994 to 06/01/1995— Battalion Intelligence Officer (S2), US Army Active Duty — Captain (CPT), Fort
Carson, Colorado
I was the battalion intelligence officer for an air defense battalion during a humanitarian relief deployment to
Guantanamo Cuba. | worked directly with government and non-governmental agencies to identify individuals from
Cuba and Haiti with offenses against the United States, for repatriation to their host nation.

e  Supervisor for a 3 military personnel.
Cleared all outstanding security clearance back logs
Established quantitative analysis of security posture of the humanitarian encampments.
Identified dozens of Cuban and Haitians for repatriation to their native countries working with
Received an Army Commendation Award for intelligence support to the unit and the Task Force.

11/24/1992 to 06/01/1994— Platoon Leader for Stinger Platoon, US Army Active Duty — First Lieutenant
(1LT), Fort Carson, Colorado
I was a platoon leader for a man portable Air Defense STINGER missile system in support of a brigade combat
team. | was responsible for the training, accountability, health, welfare, mentoring and discipline of a 30 soldier
Platoon. Prepared readiness training and exercises to prepare the platoon for deploy anywhere in support of
contingency operations. Maintained and accounted for platoon weapons and equipment valued in excess of one
million dollars.

e  Supervisor for 30 military personnel.

e Selected to train battery air defense operations to the 4th Infantry Division’s National Guard reinforcing

Air Defense unit in preparation for Annual Training.
e Received an Army Commendation Award for platoon accomplishments at the National Training Center.
e Commended as the 4" Infantry division’s funeral Officer in Charge for 29 military funerals

02/23/1992 to 11/24/1992 — Platoon Leader for Vulcan Self-Propelled Gun Platoon, US Army Active Duty —
Second Lieutenant (2LT), Fort Bliss, Texas
I was a platoon leader for a self-propelled VULCAN Air Defense system in support of the 3 Armored Cavalry. |
was responsible for the training, accountability, health, welfare, mentoring and discipline of a 15 soldier Platoon.
Prepared readiness training and exercises to prepare the platoon for deploy anywhere in support of contingency
operations. Maintained and accounted for platoon weapons and equipment valued in excess of one million dollars.

e Supervisor for 15 military personnel.

e Received an Impact Army Commendation Award for platoon accomplishments during Joint Exercise

Roving Sands.
e  Met all maintenance requirements and schedule for turning all equipment for Foreign Military Sales.
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DEFENSE ACQUISITION WORKFORCE IMPROVEMENT ACT TRAINING:
Defense Acquisition University (DAU):

DAU, SAM 301Advanced Software Acquisition Management 8/19/2011

DAU, CLM 003 Ethics Training for Contracting Officers Representative 08/08/2010
DAU, IRM 304 Advance Information Systems Acquisition 08/07/2010

DAU, CLC 206 Contracting Officers Representatives In A Contingency Environment 08/05/2010
DAU, IRM 303 ADV Information System Acquisition 07/23/2010

DAU, CLE 006 Enterprise Integration Overview 07/06/2010

DAU, CON 112 Mission Performance Contracting 07/06/2010

DAU, CON 111 Mission Planning Execution 06/22/2010

DAU, CON 110 Mission Support Planning 06/18/2010

DAU, CON 100 Shaping Smart Business 6/15/2010

DAU IRM 202 Intermediate Information Systems Acquisition 03/19/2010

DAU, ACQ 201b Intermediate Systems Acquisition 10/23/2009

DAU, ACQ 201a Intermediate Information Systems Acquisition 06/12/2009

DAU, IRM 101 Basic Information Systems Acquisition 02/08/2009

DAU, ACQ 101 Fundamental System Acquisition Management 01/04/2009

DAU, CLM 014 IPT Management and Leadership 03/02/2008

DAU, CLM 012 Scheduling, 03/02/2008

DAU, CLC 011 Contracting for the Rest of Us, 03/02/2008

DAU, CLC 013 Performance Based Service Acquisition, 03/01/2008

DAU, CLM 024 Contracting Overview, 03/01/2008

DAU, CLC 106 Contracting Officer Representative with a Focus, 12/04/2007

INFORMATION TECHNOLOGY TRAINING:

Computer Network Defense (CND) Course 03/05/2010

U.S Army CIO/G6, Retina Scanner Certification, 11/20/2008

Department of Defense, DIACAP, 11/14/2008

UCSD, Information Assurance: Certification and Accreditation 1/23-1/25 2008
ESI-International — PMS520 Managing Projects 11/12/2007

BICSI Customer Owned —Outside Plant 09/18/2007

National Security Agency: INFOSEC Assessment Methodology (I1AM) 02/08/2005
National Security Agency: INFOSEC Evaluation Methodology (IEM) 02/11/2005
Mapping and Scanning — ACERT Certification Level 1 04/19/2001

DISA Information Assurance Manager’s Course 03/29/2001

System Automation Course 7E-53A 02/08/2001

System Administrator/Network Manager’s Course 7E-F66 02/07/2001

MILITARY EDUCATION:

Civilian Education System — Advanced Course 02/23/2010

U.S Army Command and General Staff College — Intermediate Level Education, 2009
U.S. Army Combined Arms Service Staff School (CAS3), 2004

U.S. Army Military Systems Automation Course, 2001

Joint Intelligence, Indications and Warning Course 1997

U.S. Army Military Intelligence Transition Course, 1996

U.S. Army Military Intelligence Officer Advanced Course, 1996

U.S. Army Field Air Defense Artillery Officer Basic Course, 1991
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MILITARY AWARDS:

Meritorious Service Medal, fourth award (2011)

Joint Service Commendation Medal, second award (2004)
Army Commendation Medal, third award (1999)

Army Achievement Medal, fourth award (1995)

Joint Meritorious Unit Award (1995)

National Defense Service Medal (1991)

Army Service Ribbon (1987)

Korea Defense Service Medal (2004)

Global War on Terrorism — Expeditionary, second award (2011)
Army Reserve Component Achievement Medal, third award (2009)
Overseas Service Ribbon, third award (1998)

Reserve Overseas Training Ribbon, seventh award (2009)
Armed Forces Reserve Medal with “M” device (2011)
Parachutist Badge (1992)

PROFESSIONAL AFFILIATION:
Program Management Institute (PMI), Tucson, AZ Chapter - 487160

International Information Systems Security Certification Consortium (ISC2) - 75126
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