
Mobile’s itinerant history. In 1994, General 
Cellular and Pacific Northwest Cellular 
merged to form Western Wireless. Western 
Wireless launched VoiceStream Wireless in 
1996, which gained about a million custom-
ers in five years. In 1999, VoiceStream spun 
off as its own company and entered what 
Porcaro calls the Pacman phase. It gobbled 
up four companies—Omnipoint, Aerial, 
Powertel and, later, MobileStar—and also 
agreed to be acquired by Deutsche Telekom. 
DT made VoiceStream its mobile phone 
subsidiary and renamed it T-Mobile. By 
2001, T-Mobile had 7 million customers. 
From there, growth continued through 
partnerships with companies like AOL, 
Borders bookstores, Kinko’s and Starbucks, 
and through new services for its phones like 
messaging, Wi-Fi, Web access and all of the 
other applications that have made mobile 
phones a growth business. Today, T-Mobile 
counts almost 22 million customers.

It’s the particle physics of such rapid 
growth—the way all these companies col-
lide and merge, fracture and fuse—that 
explains how T-Mobile’s security arrived at 
a point where bad things could (and did) 
happen and where the need for an overhaul 
became starkly obvious. Companies simply 
can’t apply security policies or technology 
cohesively across so many companies com-
ing together so quickly when all of those 
companies come with their own policies 
and infrastructure. 

“The company got so large so quickly,” 
Porcaro says. “Internal and external audits 
suggested security needed improvement. 
And not just information security but physi-
cal security as well.” Internal politics com-
pounded the problem, says security services 
manager Roberts. He says that before the 
overhaul (and before he arrived), the asset 
protection team had an “old-school mental-
ity,” and “built barriers.” Roberts suggested 
that the security director took a “my way or 
no way” attitude to the organization and 
clashed with the head of the investigations 
group. It got so bad that the personality 
clash was codified into the organization, 
and the two groups were separated and 
made to report to different bosses.

Mike Morgan was an outside consul-

tant working with T-Mobile at the time. 
He had designs on how to revamp security 
at T-Mobile. When the head of T-Mobile’s 
internal audit group left, Morgan stepped 
into the role, pulled asset protection under 

his purview and hired Porcaro, with his 30-
plus years of experience, as director of asset 
protection.

Then, Porcaro says, Morgan “gave me 
the clay and has let me shape it ever since.”

Reinvention 
In late 2004, after the notorious hacks of T-
Mobile and just before Porcaro arrived, the 
security function was peppered throughout 
the company. (See “Chart 1: The Dark Ages,” 
this page.)

Asset protection was strictly a physical 
security function and it reported to the 
accounting department, below the CFO. 
Asset protection included a director and 
a four-person staff. Investigations, which 
used to report to the same place, instead 
reported to legal because of the politi-
cal clashes between asset protection and 
investigations. Safety, which covers every-
thing from cell tower safety to ergonomics 
in call centers, also reported to legal. As 
for information security, it wasn’t formally 
a function yet, just part of IT. It sounds 
egregious now, but at the time, during the 
company’s hypergrowth spurt, it wasn’t so 

unusual for information security to be just 
a few hires inside the IT department. You 
have to remember, Roberts says, “compa-
nies were growing so quickly then, people 
were just trying to get their IT to grow and 

work, never mind make it secure.”
In this arrangement, security was liter-

ally all over the map, with pieces under legal, 
accounting, the CIO—and pieces missing. 
Such distributed security might work in 
mature organizations where security is an 
entrenched value, but it’s hard to make it 
work at a rapidly growing company where 
security hasn’t been fully developed, and 
where companies with different values are 
constantly being absorbed. Roberts says 
he had seen it before, when he worked at 
another telecom company where informa-
tion security was in IT, business continuity 
reported to finance and “safety was out of 
the ballpark. The company lost cohesion 
and I wanted back into an environment 
with cohesion, because that’s how you’re 
effective, when you’re near each other work-
ing hand in hand,” he says.

More than anything though, when secu-
rity is distributed, an organization lacks a 
real central focal point or leader.

Morgan’s idea was to make asset protec-
tion the security function’s much-needed 
focal point. It made sense to use asset 
protection because it was a more general 
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Chart 1: The Dark Ages
Before T-Mobile’s reorganization, security  

was peppered throughout the company
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